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UPDATES AND ADDITIONAL INFORMATION:

Check the Website regularly for:

e Additional applications and tables not included in this manual.
e Updates and/or changes to existing documents.
e New documents added to this manual.

Advanced Tech Support:

e http://www.onlinetraining.innerrange.com/
(Restricted downloads)

e http://www.onlinetraining.innerrange.com/login/signup.php
(Restricted account creation)

e http://www.innerrange.com.au/support.php
(Support contacts)

Home Page:

e http://www.innerrange.com

Please send or fax any comments regarding this manual to:

e “Publications” at the Head Office address. (See front cover)
e e-mail to: Publications@innerrange.com

Disclaimer:

1. The manufacturer and/or its agents take no responsibility for any damage,
financial loss or injury caused to any equipment, property or persons resulting
from the correct or incorrect use of the Inner Range system and its peripherals.

2. Whilst every effort has been made to ensure the accuracy of this manual,

Inner Range Pty Ltd assumes no responsibility or liability for any errors or
omissions. Due to ongoing development the contents of this manual are subject to
change without notice.
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1. Hardware and Software Prerequisites

The Integriti suite consists of Server and Client software. Integriti software installation files
contain all of the client and server software in one package for easy deployment. The entire
software suite can be installed on a single machine for typical installations or as one server and

n clients.
For detailed information, please refer to the document titled ‘Hardware and Software

Prerequisites’.
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2 Installing the Software

Before installing Integriti, please make sure your computer hardware specifications meet
the minimum hardware requirements as explained in the document titled ‘Hardware and
Software Prerequisites’.

Integriti should only be installed by someone logged on to the machine locally as an
administrative user.

2.1 Installation packages available

There are two installation packages available — the full installer and the web installer.

The full installer is the larger of the two and contains all of the files and resources required
to install the Integriti software management suite on your computer without the use of
internet connectivity.

The web installer is much smaller and quicker to download, but requires an internet
connection for the duration of the installation process and may take a little longer to install
depending on the dependencies required for your computer.

The web installer is a good option when upgrading an existing Integriti installation.

To begin the Integriti installation, double click the Integriti setup executable:

ﬁ! Integriti_Pro_Full_xxx_setup_( ).exe —Or— ﬁ! Integriti_Pro_web_setup_( ).exe

Make sure you have the latest version of Integriti before installing. Visit
@ http://www.onlinetraining.innerrange.com/login/index.php (login
required).

2.2 Installation options

After accepting the license agreement and reviewing the release notes you will have the
following options:

e Installation path
e Components to install
0 Server & Client
0 Client Only
0 Stand Alone Controller Server
e Where should setup create the database?
0 Upgrade my existing database
0 InanewSQL Express Instance


http://www.onlinetraining.innerrange.com/login/index.php
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0 | will specify an existing SQL Instance (advanced)

2.2.1 Registration

On first use of the Integriti management software, you will be presented with the software

activation wizard. You will be required to enter a valid product key before continuing with the
registration process.

Welcome to the Integriti Software Activation Wizard

Thank you For instaling the Inkegriti Security and Access Control System Management Softwars.

As this is the first time you have run the software you will require a valid Product Key ta proceed. Integriti
product keys can be purchased From your local Inner Range Distributar,

Product Key
Figure 1

Upon entering your license key you will have the option of selecting from one of three
registration methods:

Select Registration Method

Installations of the Integriti software require activation, Registration is quick and sasy and can be done
using a variety of methods.

How you would like to Activate Integriti?

O Register Online
() Register using your Smart Phone

() Register using another computer ar by contacting your Distributor

) I Already have an Activation Code
Figure 2
2.2.1.1 Register online (Default, recommended option).

If the machine has access to the internet, you can register online. Once you have
provided some basic site details, the software will automatically register itself.

End User Details

Company Name*

Email Address™

Contact Name
Address
Suburb State
Post / ZIP Code Country
Telephone Number Mobile

Website

* Indicates a requred field

Figure 3
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2.2.1.2 Register using your smart phone.

If the machine does not have access to the internet, you have the option to register
the software using your mobile device.

Using your mobile device, take a photo of the QR code shown on the screen (not the
one in this document). The QR code will translate to a URL on your mobile device. This web
page will request the same information as if you were registering online.

Activate using vour Smart Phaone

Scan the QR code on the left to
E E complete the activation process using
your Smart Phone

Free QR Code Scanning Apps are available For
download From your phone's app store,

Mote: Inner Range take no responsibility For
the quality of rd Party Applications
downloaded for this purpose

[=

Figure 4

When the registration page has been completed, you will be given a unique activation
code. Enter this code in to register your copy of the software using the method below.

2.2.1.3 Register using another computer or by contacting your distributer.

If you are unable to register the software due to security or connectivity issues, this
option allows you to go through the process by either contacting your distributor or by
using another computer that has internet access.

Activate using another computer
If vou dont have an internet connection available on this computer, you can activate Integriti using
anather computer connected ko the internet by Following these simple skeps,

If you ars unahls to gat ta anather computer, your Distributar can da this far you
1. Go to https://license.innerrange.com/activate

2. Enter your Product Key and Activation Request Code

Product Key

Activation Request Code

3. Press Next to enter your Activation Code

Figure 5

2.2.1.4 IAlready have an Activation Code.

If you have already been through the registration process and have been given your
activation code, you can select the ‘I Already have an Activation Code’ option to register
your copy of the software.

Enter Activation Code

©nee the registration process is complete you will be provided with an Actvation Code.

Enter your Activation Code below to skart using Inkegriti

Activation Code

Figure 6
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3 Login

Operators are presented with a login dialog when they run Integriti. To log in, simply enter
your operator name and operator password then click the Login button.
Operator credentials are defined within the Integriti management software.

The default Integriti operator login is a user name of ‘installer’ with the
default password of ‘installer’. It is strongly recommended that you
remove this operator or change the password as soon as possible.

Login type ﬂ Integriti version number. j
ra !
_? Log On to Integriti Iﬁ
0.0.

.BO5E

_! Curreni] Windows User
9 Use These Login Credentials

User Mame

Password

Integriti Server

Server localhost - Port 44000

Login ” Cancel

Integriti Services.

Log Utility.

Figure 7

Make sure the Integriti services are running before you attempt to log in.
@ See Integriti Services on page 13.
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3.1 Integriti Services

The Integriti services should be running before you log in to Integriti. If they are not, right-
click the service icon and click Start.

-

- l:gtart r

Stop

Figure 8

The service icon should appear solid (with a green indicator), indicating that the service is
running:

Stopped Stopping Starting Running
Integriti controller server . : - oy
Integriti application server o o 5
Integriti Integration server . =, ™
Table 1

3.2 Log Utility

The log utility is used for diagnostic / fault finding purposes. You can access the log utility
by clicking the L. icon either in the login dialog or in the Integriti title bar. For more

information on the log utility, see the section titled ‘Integriti log viewer’ towards the end of
this document.

13
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4 User Interface

Please read the document titled “Interface Elements for Integriti” for more information on
how to make good use of the user interface.

4.1 The Review Panel

The review panel is located at the bottom left of the Integriti window by default. At a
glance, operators can see events as they occur and action them if required.

The name of the controller that The text message stored in the
. . N\ /
transmitted this event. controller.
The date and time the event The type of message stored in
occurred at the controller. the controller.
Review o " x
Source Message [ Review Type - Review Level Inner Range v | (b
Petiod  fecent History * | Last 32 i_ Haours -
rour Ll Time = Controller [ e [ J Ty il
b 31/01/2012 2:29:31 PM amith Sk Unknown User Card Access at RO1:Rdr1 into Front sliding doors Denied - Wrong Card User Access 2
31/01/2012 2:29:31 PM Srnikh Sk Wieg Raw(Z6)= 1A00000000000000003C0002(hesx) at ROL:Rdrl Card Infa
31/01/2012 2:26:02 PM Smikh Sk Installer Logaoff at Foyer Terminal User Access
31/01/2012 2:25:58 PM Smith Sk Installer Pin Logon at Foyver Terminal User Access
31/01/2012 1:42:00 PM Smith Sk Module Secured: TwoDoorRdr: 01 Module Event
Module Event

31/01/2012 1:42:00 PM Srith St

14

Module Found: TwoDoorRdr: 01

Figure 9
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The review panel has a ‘heat signature’ feature which allows the operator to see the age of
the displayed review events. The background colour of the review events in the first column

‘Your Local Time’ represents the age.

Present

Your Local Time

2171112011 8:33:50 AM
211112011 8:18:28 &M
2101112011 8:18:28 &AM
2171112011 8:03:16 AM
21/11/2011 3:03:16 AM
2171112011 8:03:16 AM

¥ | Controller

Mew Caontroller (...
Mew Controller ¢, ..
Mew Controller (...
Mew Controller ¢, ..

Mew Controller (...

Past
Text

Controller Mew Conkraller (PTO00031 ) disconnect
Maodule UnSecured: Fronk Entry & Car Park
Module Found: Front Entry & Car Park.

System DatefTime sek bo Moy 21 2011 05:02:50
Timezone set to UTC+11:00 by Inkegriti 01 {Inkeq

Comms Task 02 (Inteqgriti) - Inkegriti Connected di
Figure 10

The single greatest advantage of this feature is the ability to notice how review events are
grouped without reading individual timestamps. Figure 10 is a simple example of this feature.

Your Local Time
2101112011 9:58:06 AM
211112011 9:58:06 AM
21§11{2011 25505 ApM
2171112011 9:00:00 Ak
¥ 2171112011 9:58:35 &M

¥ | Controller

Mew Controller ¢, ..
Mew Cantroller (...
Mew Controller §...

Mew Cantraller [, ..

Text

Swstem Date/Time set ko Mov 21 2011 09:53:36 |
Timezone set bo UTC+11:00 by Inkegriti 01 (Inkeo
Comms Task 02 {Inteqriti) - Integriti Connected d
Wiarking Hours became Yalid (TPOOOO1)

Controller ‘Mew Contraller (PTO00031 ) connecked
Figure 11

In the example above an older event has been placed in between newer events. This scenario
can occur when communications to one or many controllers has been (re-)established.
Review filtering and organisation occurs at the time the filter is applied.
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4.2 The Actions Panel

The actions panel will display various action types as they occur and their status. For
instance, if you were to upgrade the firmware of a controller, a progress bar will appear in the
actions panel indicating the firmware upgrade progress.

Actions

Skatus

b b O

Date Time

23/0302012 152:29 AM
23/0302012 152:29 A
23/0302012 152:29 AM

o R x

Action Performed  Affected Entity

Unlack
nlock
nlock

B staff Entry
B Eav 2 Raller
B Bav 1 Roller

Figure 12
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4.3 Editor windows

Most editor windows will look like the following example...

Basic information.

Programming tabs.

-

)
Area: Area 1 l = | E i&__‘r
= 1 of 1 Items O K . {=) Show Item History = = Arm = Disarm =s Arm (24 Hour)
se o [heries [infs ]
{4l Default Site —
Controller jin] B 24 Q
4/ New Controller (PT... X - Al 4 Reporting &
Name Report Openings =
Report Clasings (|
Area 1 Close At Exit Start =]
Last Changed By Report Openings After Alarm =
% New Controller (PTO0008 Report 24 Hour Open Close =
Created Madified Exdude fram General Open J Close [}
23101z |- 23112012 - Client Code {Hex) 0000 =
Notes Client Code (Dec) 000000
4 Entry [ Exit
Entry Delay 0 hours 00 mins 30 secs s
Exit Delay 0 hours 01 mins 00 secs s
[ Process Alarm Actions
4 Sirens
Siren Modules *
Siren Time 0 hours 00 mins 00 secs -
Holdoff Time 0 hours 00 mins 00 secs -y
Siren Pulse Mode Normal pulse mode -
Internal Siren No siren | -
Context sensitive °
help.
N
Y,
Figure 13

The left side of the editor window contains items relevant to all programmable entities
within the Integriti management software.
The right side of the editor window contains a number of programming tabs (usually two).
The first tab (e.g. ‘Properties’) will contain all of the required programmable items relevant to
the entity. Other tabs will usually contain advanced options or lists to associate other entities

with the currently programmed item (e.g. inputs to an area).

Context sensitive help will appear at the bottom right hand corner of the editor window
for items selected under the programming tabs.

Depending on the editor window position and layout, not all of the information contained
in the context sensitive help box may be visible. You can adjust the size of the context sensitive
help box by clicking and dragging the top section of the box (Figure 14).

_I_

Figure 14

17
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Toolbar

SYSTEM CONFIGURATION HANDBOOK

The toolbar contains the following buttons:

Save Save the currently displayed record settings.

¥} Undo Undo the last change since the window was opened.
[4 First Record Go to the first record in the series.

4 Previous Record Go back one record.

 Next Record Go forward one record.

#| Last Record Go to the last record in the series.

1 New Record Create a new record.

% Delete Record Delete the currently displayed record.
“f Property page view Change the view to the default property page layout.
. Show Cross References 0672008 it e vew Dty e

. Show Synchronisation . - .
A Warnings Displays the synchronisation warning panel.
= Audit Open a new window displaying the entire history of
- changes made to this record.
% Customize Layout Change the layout of the editor window.

Table 2

Other buttons specific to the current entity may be visible on the toolbar.

You can toggle an automatic save feature by clicking on the save button dropdown
followed by ‘Auto Save’. The Save icon will change to a green icon when the automatic save
feature is active.

H -

|El_3 Save As Script

W | Auto Sali{\;

Figure 15
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4.3.2 Hyperlinks

Integriti has the added convenience of hyperlinks. Hyperlinks are blue text labels that
allow you quickly navigate between related items, without using the ribbon and panels to
manually locate them. To follow a hyperlink, simply click on it. Clicking on a hyperlink will open
a window with the properties for the clicked item.

Site

Contraller

1!5% s

MName

Bay 2 Roller

Figure 16

19
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5 Setting up an intruder system

The following will step you through what is required to commission a basic intrusion
system.

It is assumed that the operator is logged in to the System Designer. An Integriti controller
with the necessary modules attached should already be online, communicating with the
server.

The instructions provided are based on the default layout.

5.1 Introduction and programming summary

Areas

Security management operation is designed around the concept of Areas. Areas are groups
of Inputs such as movement detectors that can be collectively enabled when the Area is turned
on or disabled when the Area is turned off.

The system determines which Areas each User can control during which times and with
which options.

Inputs

An Area can contain one or more detection devices or other devices (wired to Zone Inputs)
and/or one or more System Inputs. If a Zone detects an intruder or a System Input is activated
(e.g. Low Battery, Cabinet Tamper, etc.) it will only be actioned if the Area that the Input is in,
is turned on. The action which is taken when an Input is activated in a particular Area (e.g.
activate Siren/s, activate Auxiliaries, report to Central Station, etc.) is determined by how that
Input is programmed in that particular Area.

An Input can be programmed into more than one Area. The Alarm action taken by an Input
when in the Alarm condition is dependent on how that Input is programmed in each Area, and
on the Area/s being turned on.

This allows a particular Input alarm to be actioned in different ways depending on what
Areas it is assigned to, and which of those Areas are on.

Process Groups

Defining how an Input will be actioned in each Area is primarily done by allocating an
appropriate Process Group, to every Input in each Area that it is assigned to. Process Group
programming includes defining the Input states (Seal/Alarm/Tamper/Isolate/...) that will be
recognised, Entry/Exit delay processing options, Reporting & message options, and Auxiliary
and Siren control options.

Programming summary
Inputs are assigned to areas with a process group. Input programming records cover the

physical attributes of the input on the module. Process group programming records contain
the rules that govern how the input will behave within the assigned area.
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Recommended programming sequence:

Configure Inputs
Create and populate Areas

O Set up Area reporting

O Assign Sirens to Areas

O Assign Inputs to Areas and Assign Process Groups
Create Telephone Number records
Configure a Communications Task for monitoring

0 Assign Telephone Numbers to a Communications Task
Create an Area List
Create a Menu Group

0 Give arming permissions to a Menu Group
Create a Permission Group

O Adding Areas and Area Lists

0 Adding Menu Groups
Create Users
Assigning Permissions to Users

O User PIN codes

5.2 Inputs & input behaviour

On some Modules, a number of the Zone Inputs have pre-defined functions. These can
only be used as general purpose Zone Inputs if the operation relating to the pre-defined

function is not being implemented.

5.3 Setup inputs

All inputs should be named according to their application and some additional options may

need setting.

N

¥
Inputs

& mntruder tab followed by

Click on the

Double-click an input to program. The Editor Window for the input should appear.
Change the name of the input to something more appropriate.

e e.g “Front Door Reed Switch”
On the right-hand side of the window, expand-out Options.

21
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7.
8.

Properties

0

[+ Optional Actions

{bﬂptiuns
Summary Zone

Ignore Physical Input
Swap Alarm and Seal
Mo Test on Exit
Auto-Isolate on exit
Zone Self Test Enabled
Mo Review
Isolate All Only
Mo Xmit Restore

[ Reparting

OO00FEOOOOM

[+ Analog & Counting
Figure 17

If there is a possibility that the input will be in an unsealed state at the time of
arming, then click “No test on exit”.

If the input is physically wired to a normally open device then you might need to
tick the “Swap Alarm and Seal” option.

Save and close the editor window for the Input.

Repeat steps 2 - 6 for the other inputs you are using.

The input item editor, like all item editor windows in Integriti contains a context sensitive help
box at the lower right which can help remind users of the effect of each option.

5.4 Setup areas

Once all of the Inputs have been programmed, you can configure the Areas.

1.
2.

3.

>
- Areas
Click on the| & Intruder | tab followed by
Click € Add New . The Editor Window for a new area should appear.

Give the Area a name.

Under the| TOPMiEs [ 4ap. .

4.

5.

22

Expand-out reporting.

a. If openings for the area should be reported, click the “Report Openings”
option.

b. If closings for the area should be reported, click the “Report Closings” option.

c. Enter the Client Code in “Client Code” field provided by the monitoring centre.

Expand-out Entry / Exit.
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a. Ifanentry delay is required, fill in the “Entry Delay” option.
b. If an exit delay is required, fill in the “Exit Delay” option.

6. Expand-out Sirens

a. To make use of the sirens, click on the ™"/ to the right of Siren Modules.

Properties | Inputs

3= 41 Q
Entry Delay 0 hours 00 mins 00 secs i
Exit Delay 0 hours 00 mins 00 secs s

[ Process Alarm Actions

4 Sirens
Siren Modules » ]}
Siren Time 0 hours 00 mins 00 secs -
Holdoff Time 0 hours 00 mins 00 secs :
Siren Pulse Mode Hormal pulse mode -
Internal Siren Mo siren -
External Siren Mo siren -
Maximum Siren Triggers ]
Siren Action -

Figure 18

A new window “Siren Modules” should appear. Click on the 2 Add ptton,
¢. From the window that appears, select the required siren module(s) and click

| ok |

d. Verify that all of the required siren modules have been selected and click

@ o |

Change the siren time option as required. (Note local laws etc...)

f. Click on the “Internal Siren” drop-down and select the mode of operation for
the siren modules internal siren.

g. Click on the “External Siren” drop-down and select the mode of operation for
the siren modules external siren.

h. If required, adjust the “Maximum Siren Triggers” that can occur before a siren
is disabled.

Under the| ™5 | tab...

7.
8.

=0 Add

Click on to add inputs to the area.

From the window that appears, select the input(s) you want to add to the area and

click |L| If you have a large list of available inputs, you may wish to filter
the list by typing into the filter row at the top of the Input selection window. The
Controller, ID, and Name fields are particularly useful here.

Pick a Process Group that defines how each input will operate. See the section
titled ‘Default entities’ for a summary of the process groups and their behaviour.
Change the Process Group of an input (if required) by selecting the input and
clicking Change Process Group.

23
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gp Add == Remove %@ Change Process Group 7 Inputs
Address  Input Process Group

¥

» CO1:201 3 coi:701 -+ % Intruder/Burdlary is
co1:202 g Co1:702 % Intruder/Burdlary =
COpZ03 '&f COL:F03 % Intruder/Burglary E
CDEM o CoL:704 % Intruder/Burglary =
C01:205 o C01:705 % Intruder/Burdlary 7]
C01:206 o C01:706 % Intruder/Burglary o
co1:207 f cou:zo7 % Intruder/Burdlary B

Figure 19

gp Add = Remove & Chaﬁe Process Group 1 Inputs
Address  Input Process Group

¥
C01:201 o coi:zol % Intruder/Burdlary 7]
C01:202 o coi:zo2 % Intruder/Burglary s

# Co1:Z03 gk COL:Z03 «+ | % Intruder/Burdlary is
C01:204 o co1:704 % Intruder/Burdlary 7]
C01:205 o Co1:705 % Intruder/Burglary =
C01:206 o C01:706 % Intruder/Burdlary 7]
C01:207 o coi:707 % Intruder/Burglary s

Figure 20

10. Save and close the editor window for the area.

5.5 Setup a System Area

The Integriti security controller has various system input types which should be placed in
to an area for local alarms and reporting purposes. Alarms such as AC failure, Low battery, LAN
communications failure and cabinet tampers are some of the types of system inputs that
should be included in a system area.

Integriti has a feature in area programming that allows you to automatically populate a
designated system area with the inputs you specify. To do this you will need to create a
Systems area and using the ‘Assign System Inputs’ feature, enter the systems input types for
all of the required Integriti/Concept 4000 LAN modules.

This systems area can be any area you choose, and the below step by step guide shows
you how to create this Systems area.
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Creating a new System Area...

>

Areas

% Intruder

Click on the | | tab followed by

k & Add Mew

Clic . The Editor Window for a new area should appear.

Give the area a name such as ‘System Area’.

Give the Area a new name and enter any necessary notes in the Notes field.
Establish what Systems inputs will be required for available LAN modules.

Refer to the ‘System Input Process Group Defaults’ in the appendix for more
information on what process group is appropriate for each individual system input.
6. Click on the Inputs tab.

7. Click on Assign System Inputs

l. The following window should appear...

-

-

CENEENENENENEEEEEEE®

o2 o, e

Doee e LLLLELE=

~) Online Modules (") Secured Modules [ Select Al I AC Fail ' AC Fail B
Site D Name Status Battery Problem % Battery Problem XK
Type here to sesd | Type (3 Type here to search. .. Q Q Q Typehere t Baa=eaen % Puwr Supply Fault el
- fault Site C01  Auto-Discovered PTOO00BT ... ... Present Ji== ¥ BwrSupoly Fault X -
L fault Site 01 C3K-L cdTerm: 01 .. Present oy ¥ Tamoer X
Auto-Disd wm—rfult Site 02 C3K-LedTerm: 02 .. Present B i Fauit X[
Auto-Discovered... Default Site P01 Power Supply Module 1 Offiine Duress 3 uress K
Auto-Discovered... Default Site GO1 GraphicTerm: 01 Offline Panic ™ Canic X e
Auto-Discovered... Default Site G05 GraphicTerm: 05~ ... .. Offiine Emergency W Emergency X -
Auto-Discovered... Default Site - C3K-BigExp: 01 .. .. Offline ‘Comms Problem % Comms Problem X e
Auto-Discovered... Default Site Expander Module 2~ ... ... Offline Access local W Access Local X
Auto-Discovered... Default Site WiredExp: 04 .. .. Offline Access alarm % Access Alarm e
Auto-Discovered... Default Site E0S WiredExp: 05 .. . Offline Access silsnt % Access Slent '
Auto-Discovered... Default Site E07 WiredExp: 07 Offline Other R e
Auto-Discovered... Default Site E10 WiredExp: 10 .. .. Offline
Auto-Discovered... Default Site RO1 C3K-2DAM: 01 ... Present [ T l [ Reset bo defaults
Auto-Discovered... Default Site ROZ C3K-2DAM: 02 Offline
Auto-Discovered... Default Site RD3  C3K-2DAM: 03 Offiine If;‘tck':;d;dﬂe':rt': + puts currently in the alarm state wil
Auto-Discovered,.. Default Site RO4 C3K-2DAM: 04 . Offline
Auto-Discovered... Default Site 101 Inteligent Reader Module 1 ... ... Present Update Existing - System Inputs not matching these
Auto-Discovered... Default Site 102 8DoorRdr: 02 Offine ;i:ejfdaar;éeg?;ﬁggmsﬂgs“‘:;EE’ oduaimes
Auto-Discovered... Default Site FO1 Radio Expander Module 1 Offline

1 b Analyse OK

Figure 21

8. Select what module category you will be assigning inputs from (1).

9. Select (or unselect) modules as required in the list below (2).

10. Select the Process Groups based the various input types you want to assign to this
area (3). Usually intrusion and access system inputs are divided in to two separate
system areas for easier system wide control and monitoring.

o [ Detect from existing l

is used in cases where system inputs are being
updated or appended to an area with pre-existing inputs. If the Process
Group selected for a particular type of input was something other than
factory default, Integriti will use that Process Group instead (e.g. The
‘Duress’ Process Group was used for ‘Panic’ Inputs).

Reset to defaults

e Clicking will change the Process Groups for the various
input types to factory default.
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11.

12.
13.

14.

15.

e Checking the Exclude Alarm option will exclude any inputs that are in
alarm at the time the button was pressed from the area.

o If Update Existing is checked, inputs assigned to this area will be updated
or appended (if they do not already exist).

Click |ﬂ| to display a total of all of the inputs that will be added (or
updated) to the area. Totals for each Input type will also appear.

ciekl o]

Add any additional area processing you may require, such as reporting options for

open and close etc...

Ensure access to the System Area is restricted to the integrator and/or on site
technician.

Save and close the editor window for the system area.

5.6 Configure PSTN reporting

To setup reporting via the telephone dialler you will need to configure Telephone Number(s)
and a Communications Task.

Configuring the Telephone Number...

PWhN &

o o

&

Telephone

é Intruder Mumbers |

Click on the
Click | &2 Add New

tab followed by

. The Editor Window for a new phone number should appear.
Give the telephone a name.

Enter the phone number on the right-hand side of the phone number editor
window.

Save and close the editor window for the telephone number.

Repeat steps 1 - 5 if additional telephone numbers are required.

Configuring the Communications Task...

Comms

% Intruder Tazks

Click on the tab followed by

Click € Add New . The Editor Window for a new communications task should
appear.

Give the communications task a name.

On the right-hand side under Comms Task Setup, click on the “Type” dropdown
and select “Dialler”.

On the right-hand side under Dialler Programming.

Expand-out Reporting.

a. Change the “Format” to “Contact ID”.
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7.

8.

Contact ID is common however; IRFast is preferred when the Central Station
supports it as more information is available to aid in achieving an appropriate
response. SIA, 4+2 and other less common formats are also available if
desired.

b. Enter the Client Code in “Client Code” field provided by the monitoring centre.

c. Click on the "™ to the right of the Telephone number fields to open the
Telephone number selection window.

d. Select the Telephone number from the list and click il

e. Repeat for the second phone number if required.

Expand-out Contact ID.

a. The “Standard” map is the default used for Contact ID. If necessary, change
the format here.

Save and close the editor window for the Communications Task.

5.7 Configuring dialler test reports

Monitoring centres usually ask for a routine dialler test to be configured on the controller
to test the integrity of the communications path and to ensure the controller is still online
and functional.

To configure the Integriti controller for a dialler test report you will need to change
controller settings, program an area and assign the Time Report input to the area.

Configuring the Time Report...

nnew NMNR

»

N

10.
11.

12.
13.

L

Control

| ™ Hardware Module

Click on the tab followed by
Double-click the controller. The Editor Window for the controller should appear.

Click on the Module Detais tab.

Expand-out Time Report.

Enter the hour of the day that the controller should send a dialler test report to
the monitoring centre.

Tick the day(s) of the week that the controller should send dialler test reports to
the monitoring centre.

Tick Holidays to allow dialler test reports on holidays.

Save and close the editor window for the controller.

>
: Areas
Click on the é —— tab followed by
Click & Add New . The Editor Window for a new Area should appear.

Give the Area a new name and enter any necessary notes in the Notes field.

Click on the Inputs tab.

Click the to open the Input selection window.

27
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14. Type “time” in to the filter row under the Name column.

T... Controller Site ID Name z
L Type here to sfeq Type here to sseq Type Q Eﬁme| '
™ CO1:516 CO1Time Report

15. Select the Time Report system input from the list and click i
16. Type “time” in to the filter row under the Name column of the process group
assignment window.

T... Site ID MName s
¥ Type here to seahg Type . itime :
i PG25 Time Report

17. Select the Time Report process group from the list and click (.. S—
18. Save and close the editor window for the area.
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5.8 User security permissions

5.8.1 Area Lists

Area lists provide convenience and functionality. Example usage of area lists:

e Assigning the same areas to a number of users.
e Assigning many areas (more than 8) to users.

e Controlling a number of areas using a named action.

Creating Area Lists...

23
Area Lists

% Intruder

1. Clickon the| | tab followed by

2. Click € Add New . The Editor Window for a new area list should appear.

3. Give the Area List a name.
List Items

Controller Mame Address

¥¥Z Shopping Centre A3
¥¥Z Shopping Centre A4
¥'¥Z Shopping Centre A5

3)

-
a
]
Bl
C
=

¥¥Z Shopping Centre Al
¥¥Z Shopping Centre AZ
¥¥Z Shopping Centre AR

3]

ot In Lisk {

Mo

6 of 6 Areas shown (3 in list / 3 not in list)

Marne

Shop 2
Shop 3
Shop 4

Commaon Area Ground Floor

Shop 1
Shop 5

@b Add

Figure 22

4. Itemsin the top section of the window are in the area list. ltems in the bottom
section are not. Double click items to move them from one section to the other.

5. Save and close the editor window for the Area List.
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5.8.2 Menu Groups

Menu Groups are permission sets used to grant or deny user’s terminal access to the
Integriti controller.

User Terminal

Figure 23

Menu groups can be assigned to compound entities, permission groups and users.

&

Menu Groups

Menu Groups...

% Intruder

Click on the tab followed by

Click € Add New . The Editor Window for a new menu group should appear.
Give the Permission Group a name.

On the right-hand side under Properties.

Expand-out Main Menu Items.

a. Tick the “Area” option.

Save and close the editor window for the Menu Group.

newN B

»

5.8.3 Permission Groups

A permission group can contain a list of areas, area lists, doors, door lists, menu groups
and other permission groups from all of the accessible controllers within Integriti.

Instead of individually assigning the same individual permissions to every user, you can
assign these permissions to a permission group. The permission group is then assigned to



SYSTEM CONFIGURATION HANDBOOK

users. Changing the permissions for all of the users with the same permission group is simple

as the only change required is in the permission group.

( )
Delete column. Click the “# icon

to delete the permission from the

L group.

Valid ( J) or invalid (‘).

When item. (Door, time period,...) 1

‘'hak Dptions  When I=
¥
v Al = B ALLDOCRS Always (@ valid
o Allow <y ALL AREAS Contral — Abways (g valid

L

What Item. (Doors, areas, groups)

Allow (* ’) or deny (@).

Permission Groups can have a maximum of 16 permissions.

Figure 24

Permission Groups can contain other permission groups but they are not permitted to

create cyclic references.

Permission Groups can only go 4 levels deep from the top level entity.
Example:

Permission
Group

Permission
Group

Permission
Group

Figure 25
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5.8.3.1 Using Allow and Deny permissions

Most permission groups will only contain ‘allow’ permissions as they are created for a
large group of users that need these permissions assigned to them. There may be applications
where the permission group could be assigned to other users but might include a few too
many permissions.

This can be solved by assigning the permission group to the user and then adding an extra
deny permission to filter out the permission.

Permission
Group

User

Figure 26

The highlighted user in the figure above has the same permission group as other users.
However, the extra deny permission for area 2 will ensure the highlighted user only has access
to Door 1 and Area 1.

What Options When Is
P @ Deny |~ == Areas Contral Always i valid

Figure 27

>

% Permission
Click on the Infruder [ yab followed by __Groups

Click & Add New . The Editor Window for a new permission group should appear.

Give the Permission Group a name.

4 A

On the right-hand side, click on 49 A new window should appear.

On the left side of the window, select =" Areas or

i & WN e

£ Area Lists
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6. Select the area/ area list on the right side and click 2.3

7. The permission group will have a new row added to it under permissions. In the

left-hand column, select whether the permission is allowing access or denying it.

The “What” column is the selected door, door list, area, etc...

9. Depending on the entity selected in the “What” column, the “Options” column
may have a drop-down selection available. Figure 28 is an example of the area
control options.

%

éCu:untru:uI - | Always [~
Armning: v ,ﬁ.rm | Disarm

Access Control: Grant Access bo Area

X

Figure 28

10. The “When” column is an optional qualifier for the permission itself. Its default
value is “always”. Permissions are often qualified by times (e.g. Time Periods or
Holidays, but can also be qualified by many other things, like the state of doors or
areas.

11. The “Is” column determines whether the optionally selected qualifier (“When”)
needs to be valid or invalid. Permission

12. Repeat steps 4 - 12 and make sure you add the Menu Group you created earlier. If
additional areas or area lists are required, repeat the steps again accordingly.

13. Save and close the editor window for the Permission Group.

5.8.4 Users

Users within the Integriti management software are global. This means that the user
record is only created the one time and individual permissions will tie the user to one or many
controllers.

Qualify PIN codes may be used in association with cards for access control to provide a
“something you have plus something you know” method of user authentication, in a card and
PIN system. Many users can have the same Qualify PIN codes (just like an ATM card).

Security PIN codes are unique codes (passwords) used to identify users. These PIN codes
are used to log in to the Integriti controller and perform various tasks. Because individual PIN
codes are used to identify users at the controller, duplicate PIN codes are not permitted.

You can add individual permissions to a user by clicking the | = A99) b utton within the User
Programming dialog or if many users are likely to have the same permissions, permission
groups should be used.

Permissions that can be added to a user are Doors, Door Lists, Areas, Area Lists, Menu
Groups and Permission Groups.
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Each User record has a default Permission Group. Permission Groups are an optional
resource used for organisation of granular user permissions.

There are two methods used to create new users:
Creating a new user by duplicating an existing record:

If an existing user has the same configuration as the new user you are about to create then
the easiest method of creating that new user is by clicking the existing user you want to
duplicate followed by the LH Buplicat® | b vton. A new dialog window will appear with the new

user details.

Assigning permissions to users...

-1
(7
Users

Click on the % e

€ Add New

tab followed by

Click . The Editor Window for a new user should appear.

Give the User a name.

Give the user a Security PIN.

Users have two PIN codes. The Qualify PIN is used for access control purposes
where a PIN qualification is required for access control. This number can be
duplicated across the system.

The purpose of the Security PIN is to log in to the terminal. This PIN code must be
unique. If a duplicate PIN is entered, the PIN will not be allowed and the original
owner of the PIN will be notified when they log in next that their PIN has been
discovered.

PWhN &

5. On the right-hand side of the window, click on the ™" to the right of Primary
Permission Group.
The primary permission group should contain most (if not all) of the required
permissions for the user to control areas, doors and other items with relevant
access from a terminal or external interface (e.g. web interface).

6. Select the Permission Group you created earlier from the window that appears

and click 2.3

In cases where the primary permission group does not cover all of the required
permissions for the user, extra permissions can be used to give additional
permissions or deny permissions that were allowed but not required within the
primary permission group.

7. Save and close the editor window for the User.
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5.9 Using the intrusion system

5.9.1 Arming / Disarming...

5.9.1.1 Terminal access

Arming an area from the terminal...
1. Enter your PIN followed by OK:
2. Gointo the area menu:
3. Use the up/down directional arrows to select an area:
4. Turn the area on by pressing ON:

5.9.1.2 Software access

Arming Areas...

>
Areas

& mntruder |tab followed by

1. Clickon the|
e Method1
2. Right-click an area from the list.

3. Click =* Arm or L= Disarm

e Method 2
2. Double-click the area from the list.
3. Click =AM op == Disarm 1 b6 toolbar.

Arming Area Lists...

2

= . #rea Lists
1. Clickon the| & tniruder |tab followed by
e Method1
2. Right-click an area from the list.
3. Click *& Am or|*8 Disarm
e Method 2

2. Double-click the area from the list.

3. Click s Aup or *& L in the toolbar.

24 Hour Areas...

[0], [1], [OK]
[Menu], [0]
[A]/[V]
[On]

Arming and disarming 24 hour areas is the same as the procedures listed above for arming

and disarming areas.
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5.9.2 Isolating

There are three isolation options available, isolate, sticky isolate and de-isolate. When an
input is isolated its states are ignored.

Isolating an input will result in states of that input being ignored until any area that the
input is associated with is disarmed.

Sticky Isolation is more permanent. By sticky isolating an input, the input will remain
isolated until something or someone de-isolates it.

Isolating the input...
A

Inputs

1. Click onthe & mntruder tab followed by
e Method1
2. Right-click an input from the list.
3. Click s  Isolate ’ o Sticky Isolate or
s De-Isolate
e Method 2

4. Double-click the input from the list.
5. Click ol Isu:ulate' ™ Sticky Isolate or % De-Isolate in the toolbar.

5.10 Advanced

5.10.1 Auto arm / disarm by Time Period

Automatic arming and disarming of an area can be achieved by using named actions. You
will need to create a time period defining the when the area will automatically arm and/or
disarm before creating the named action.

Creating a Time Period...

' #)
o~ Time Periods
1. Clickonthe! =M™ [4ah followed by

———

2. Click € Add New . The Editor Window for a new Time Period should appear.
3. Give the Time Period a name.

Under the| TmePeriods | op

4. Clickon L to create a new row for the Time Period.
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»

8.

9.

Click on the Start Time and enter the time that the area should arm.

Click on the End Time and enter the time that the area should disarm.

Click on the days which this time should apply to. Note that you can enter any
number of start / stop time pairs and that these can occur on different days if
desired (e.g. 9am — 12pm and 1pm to 5 pm on weekdays and 9am to 12:30 pm
Saturday)

If this time is to ignore holidays then tick the Ignore Holidays check box at the end
of the row.

Save and close the editor window for the Time Period.

Creating a Named Action...

newN B

-

(0
_ Named
Click on the Automation [4ah followed by [#Actions]|
Click © Add New . The Editor Window for a new Named Action should appear.

Give the Named Action a name.

On the right-hand side under Properties.

Expand-out Action.

a. Click on the drop-down arrow to the right of Action to Take.

b. Select Control Area from the list that appears.

c. Click onthe " to the right of the Area field to open the Area selection
window.

d. Select the Area from the list and click oK

Expand-out Optional Trigger.
a. Click on the "™ to the right of the Entity field to open the Entity selection
window.

b. Click on IR Ol on the left side of the window.

c. Select the Time Period that was created earlier from the list and click
QK

Save and close the editor window for the Time Period.

5.10.2 Defer area arming

Defer area arming is used in applications where automatic re-arming of an area is required
to ensure an area remains secure. Users with defer arming enabled will be able to disarm areas
but will start a timer that when expired will re-arm said area. This is also often used as an
alarm in a lone worker scenario.

The following procedure assumes that an area has already been created and a user has
access to this area.



SYSTEM CONFIGURATION HANDBOOK

Enabling Defer arming for the Area...

w

5.

>
Areas
Click on the tab followed by
Double-click the area to enable defer arming on. The Editor Window for the area
should appear.
On the right-hand side under Properties.
Expand-out General.
a. Tick the Defer Area check box.
b. Change the Defer Time to an appropriate value. Make sure you factor in the
exit delay time for the area (if any).
Save and close the editor window for the Area.

ﬁ Home

Enable Defer arming for the Menu Group...

&
Menu Groups
Click on the tab followed by .
Double-click the Menu Group given to the users that have permissions to disarm
the area to be Defer armed. The Editor Window for the Menu Group should
appear.
On the right-hand side under Properties.
Expand-out Area Control Permissions.
a. Tick the Initiate Defer check box.
Save and close the editor window for the Menu Group.

% Intruder

5.10.3 Process Groups

Defining how an Input will be actioned in each Area is primarily done by allocating an
appropriate Process Group to every Input in each Area that it is assigned to. Process Group
programming includes defining the Input states (Seal/Alarm/Tamper/Isolate/...) that will be
recognised, Entry/Exit delay processing options, Reporting & message options, and Auxiliary
and Siren control options.

e |

' Process Group Area

Figure 29

A large number of predefined process groups exists (see ‘Default entities’) for common use
cases or you can create your own process group if unusual functionality is desired.
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5.10.4 24 Hour Areas

Each individual area has its own 24 hour area. The 24 hour area is for inputs using a
process group with the Process 24 Hour option set.

Normally, zone inputs and system inputs that require the alarm condition to be processed
24 hours a day (e.g. Smoke detectors, duress buttons, LAN communications problems, AC
failure, etc...) must be assigned to an area that is always turned on.

Inputs associated with an area using the process group option “Process 24 Hour” allows a
zone input alarm to be processed in an area that is off; or a system input alarm to be
processed as an alarm rather than a tamper in an area that is off. If the process group option
“Process 24 Hour” is set, then an alarm condition on the zone/system input is processed as an
alarm even if the area is turned off.

This option allows for 24 Hour alarm inputs such as fire, duress, emergency, etc... to be
assigned to the same area as other inputs (e.g. intruder alarms) that are only processed when
the areais on.

24 Hour
Area

Figure 30



40

SYSTEM CONFIGURATION HANDBOOK

6 Setting up an Access System

The following will step you through what is required to commission a basic access control
system.

It is assumed that the operator is logged in to the System Designer. An Integriti controller with
the necessary modules attached should already be online, communicating with the server.
The instructions provided are based on the default layout.

6.1 Introduction and programming summary

The Integriti range of products integrates Access Control, Security Management and Building
Automation. Access Control functionality and Building Automation operations can be kept
completely separate from Security Management or can be fully integrated, if desired. Access
Control operation is designed around the concept of Doors. The system simply determines
which Users are allowed to use which Doors, at which times and with which options or
restrictions.

Security Management operation is designed around the concept of Areas. Both Access Control
and Security come together at Doors. For each Door in the system, one side is defined as the
“outside” Area and the other side as the “inside” Area. Each Door can optionally be
programmed as to which Area is on the outside and/or inside of the Door. If Area/s are
programmed at a Door, then access at that Door will also be controlled by security
considerations (via Areas).

e.g.

1. A User requiring access at a Door may be denied access because the Area they are
about to enter is turned on, and they are not allowed to turn that Area off. If the User
was allowed to turn that Area OFF then this may be done automatically on un-locking
the Door, if programmed.

2. A User requesting access at a Door may be denied because the system has not seen
the User leave the Area they are attempting to enter (Anti-Passback).

Doors

When designing an access system, Doors are the logical place to start. Each Door is numbered
from Door 001 (D001), to the maximum available on your system. Each Door is individually
programmed to define the functionality (via an Access Group) and the related Area/s,
Auxiliaries and Timers, etc.

Access Modules

These Modules are required whenever access Cards are required, such as Proximity, Wiegand,
Mag swipe, etc.
e Single Door Access Modules can control 1 Door with an Entry Reader.
e 2 Door Access Modules can control either 1 Door fitted with Entry and Exit Readers OR
2 Doors with Entry Readers.
e Intelligent 4 Door Access Modules can control 4 Doors with Entry and/or Exit Readers
for all 4 Doors.
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Each Access Module is individually programmed to define the Door/s controlled, Off-line
operation, Zone input and Auxiliary options, Area control options and the direction (in or out),
format, read mode, etc. for each Reader.

LCD Terminals

LCD Terminals can be used for Door Access Control if access to a Door is to be gained via a PIN
code. Each Terminal may be individually programmed to define the Door controlled, Zone
input & Auxiliary options & the direction (in or out).

Access Groups when Applied to Doors

Access Groups are a set of options that can be applied as a group to a Door. The typical system
may have up to 32 Access Groups (depending upon system configuration) and each group may
be individually programmed. A Door is assigned one of these Access Groups to use in
determining the basic access control at the Door. The basic options that can be programmed
for each Access Group are the modes of operation for Entry and Exit readers, Anti-passback
options, REN/REX button options, Area control options, etc.

Time Periods

A Time Period can be used by any programming item that needs to be made Valid/Invalid
according to the time of day and/or day of the week. A Time Period, once programmed, can be
assigned to more than one item.

Holidays

A holiday comprises a start date and an end date and is used to set specified Time Period in-
valid when a holiday occurs.
Each holiday can be defined as to which Time Period it will effect.

Programming summary

This section will take you through the creation of a basic access control system.

e Card template
e Door configuration
O Reader module selection
0 Door types
e Reader module configuration
e User access permissions
0 Door lists
0 Permission Groups
0 Menu Groups
0 Credentials
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6.2 Card Template

In cases where proximity technologies are used, a card template is required to define how
the data on the proximity device will be interpreted. Card Templates also store the Site Code.

Creating a card template...

Card Templates

Click on the _@ Access Control

& Add Mew

tab followed by

Click . The Editor Window for a new Card Template should appear.
Give the Card Template a name.

On the right-hand side under Properties.

Expand-out Card Format.

nnewN B

a. Click on the ™" to the right of the Format field to open the Card Format
selection window.

b. Select the Card Format from the list and click 19

6. Expand-out Site Code.
a. Enter the Site Code in decimal or hexadecimal in either one of the Number
fields.

7. Save and close the editor window for the Card Template.

6.3 Door configuration

Creating a door...

i

Doors

1. Click on the _@ Access Control

k &2 Add Mew

tab followed by

2. Clic . The Editor Window for a new Door should appear.
3. Give the Door a name.
Under the | Do°r Programming | tab...

4. Click on the ™ to the right of the Module field to open the Reader Module
selection window.

5. Select the R(ﬂjer Module from the list and click 18

Click on the ™ to the right of the Relay field and select the desired lock relay from
the list.

7. Clickonthe ™ to the right of the Door Type field and select the desired door type
from the list.
8. Under the Outside heading

a. Clickonthe ™ to the right of the Reader field and select the desired reader
(or PIN device) from the list.
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9.

If you have chosen an Internal (Read In / Read Out Door) you will want to set up

the internal reader or PIN Device as well.

10. Save and close the editor window for the Door.

6.4 Reader module configuration

Reader modules usually require little or no configuration changes. Most of the
programming had been taken care of when the Door was created and assigned to the reader

module.

Reader Module configuration...

hw

Reader

Click on the| B Access control tab followed by

Double-click a Reader Module. The Editor Window for the Reader Module should

appear.

Give the Reader Module a name.

On the right-hand side under Properties.

Expand-out Readers followed by Reader 1.

a. Click on the "™ to the right of the Card Format field to open the Card Format
selection window.

b. Select the Card Format from the list and cIickli.
Save and close the editor window for the Reader Module.

6.5 User access permissions

6.5.1 Door Lists

Creating a Door List...

1.

2.
3.

2

Door Lists

Click on the| ! Access Control

¢ © Add New

tab followed by

Clic . The Editor Window for a new Door List should appear.
Give the Door List a name.

43
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4.

5.

List Ttems

Controller Mame Address Mame

Mew Controller (PFTOO00E7) D1 Dioor 1

—
—
et
o
L
4
C
—

a)

ot In List (L

Mo

1 of 1 Doors shown (1 in list /0 not in list) o Add

Figure 31
Items in the top section of the window are in the Door List. Items in the bottom
section are not. Double click items to move them from one section to the other.
Save and close the editor window for the Door List.

6.5.2 Menu Groups

Menu Groups...

o

newN B

%

Menu Groups

| _! Access Control

Click on the tab followed by

Click © Add New . The Editor Window for a new menu group should appear.

Give the Permission Group a name.

On the right-hand side under Properties.

Expand-out Main Menu Items.

a. Tick the “Access” option.

Save and close the editor window for the Menu Group.
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6.5.3 Permission Groups

Creating Permission Groups...

LA S A

10.

11.

12.

13.

14.

>

Permission
Click on the| = Access Contral 4o ollowed by |__Groups
Click € Add New . The Editor Window for a new permission group should appear.

Give the Permission Group a name.

o Add . A new window should appear.

Doors

On the right-hand side, click on

On the left side of the window, select or

EH Door Lists

Select the Door / Door List on the right side and click 24

The permission group will have a new row added to it under permissions. In the
left-hand column, select whether the permission is allowing access or denying it.
The “What” column is the selected door, door list, area, etc...

Depending on the entity selected in the “What” column, the “Options” column
may have a drop-down selection available. Figure 32 is an example of the Door
control options.

‘Entry / Exit - | Always g Valic

Access Control: [+ ?‘Ermit Entry!

o | Permit Exit

Figure 32

The “When” column is an optional qualifier for the permission itself. Its default
value is always.

The “Is” column determines whether the optionally selected qualifier (“When”)
needs to be valid or invalid.

The last column is a button to allow you to remove the individual permission.
Double-click this if you want to remove the row.

Repeat steps 4 - 12 and make sure you add the Menu Group you created earlier. If
additional areas or area lists are required, repeat the steps again accordingly.

Save and close the editor window for the Permission Group.

6.5.4 Credentials (Cards & RF fobs)

You can associate multiple credentials with a single user. A credential can be one of a number
of things including but not limited to a swipe card, proximity card or wireless fob.

45
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Assigning permissions to users...

»

nhwnNn PR

ﬂ
o)
Users

Click on the _@ Access Control

k & Add Mew

tab followed by

Clic . The Editor Window for a new user should appear.

Give the User a name.

Give the user a Security PIN.

On the right-hand side of the window, click on the "™ to the right of Primary
Permission Group.

Select the Permission Group you created earlier from the window that appears

and click 2.3

To add a new credential to a user:

Click on the| €% |tap for swipe/proximity cards or RFERemotes | yab for

wireless devices.

If you selected the Cards tab you have 3 options for adding a credential to the
user record.
e Using Acquire Card... .

1. Clicking SRR il open a new window where you have the

j ~
option to select cards from = Review o from 5 ConsoleReader  goject one

of these two items.
~

2. Ifyouselected tonseleReader yvo, might need to change the serial
communications port.
Console Reader Com Port: tomi -]/ @] Badge / Swipe Card Now...

T... Site Card Type

Card Number
] pe here to sedl Type here to search... Q T

Status Assodated User Notes
Q Type here to search... Q' T T

Q Type here to search... Q Type here to search... Q | Type here to search...

0

Click card number to select

e Using =] Enter Number ...

1. Selecting this option allows you to directly enter the card number.
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Card Template Direct Entry Cards |-

Card Number

Cancel l [ QK

Figure 33

2. Select the desired card template.
3. Enter the card number.

s cikl o]

g Existing Card...

e Using .
1. Clicking this button will open a new window. The default view will display
all of the | sl . By clicking
— All Cards

, you will be able to see cards belonging to
users.

2. Select a card from the list and click .

Selecting a card that has already been allocated to a user will generate a
synchronisation warning (users can not share the same card).To resolve
this issue, go to the other user record and remove the card from the Cards
list.

e |f you selected the RERemotes | 4o,

e Using & From Rexrlew....

1. Afind remote window will appear.

2. Once the window is open, press a button on the remote. It should
then appear in the list.

3. Double-click the remote in the list.

o Using ™ Existing Remu:ute....

1. Afind remote window will appear.

2. Select a remote from the list and click .

Removing a credential from a user is as simple as double-clicking on the I'& button

to the right of the credential. Click the - button to commit these changes.

7. Save and close the editor window for the User.
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6.6 Using the access control system

6.6.1 Locking / Unlocking

Locking Doors...

i

Doors
1. Clickon the| B access control tab followed by
e Method 1
2. Right-click an door from the list.
3. Click @ Unlock ,
B, Unleck (Timed) or B Lock

e Method 2
2. Double-click the door from the list.

3. Click a Unl':":k, B, Unlock (Timed) or A Lock in the toolbar.

&

Unlocking Doors...

! Doar Lists
1. Clickon the| Access Contral | 1oh followed by
e Method1
2. Right-click an door from the list.
3. Click & Unlock ' B Unlock (Timed) or
% Lock
e Method 2

2. Double-click the door from the list.
3. Click & U”":'Ck, B, Unlock (Timed) or B Lock in the toolbar.

6.7 Advanced access control

6.7.1 Time based door control

Timed door access requires the configuration of a Time Period and a Named Action. The
Named Action will use the Time Period as an optional trigger to control the Door (or Door List).
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Creating a Time Period...

|
(<)
N Time Periods
Click on the| ®F9M |4ah followed by
Click £ Add New . The Editor Window for a new Time Period should appear.

Give the Time Period a name.
See “Time Periods” for details on setting up a time period.

Under the| TMePeriods |4

4,
5
6.
7.
8

9.

Clickon ' ™ fids to create a new row for the Time Period.

Click on the Start Time and enter the time that the area should arm.
Click on the End Time and enter the time that the area should disarm.
Click on the days which this time should apply to.

If this time is to ignore holidays then tick the Ignore Holidays check box at the end

of the row.
Save and close the editor window for the Time Period.

Creating a Named Action...

nhwN PR

] Mamed
Click on the AULEMETEN | tab followed by |Actions |
Click & Add New 16 Editor Window for a new Named Action should appear.

Give the Named Action a name.

On the right-hand side under Properties.

Expand-out Action.

a. Click on the drop-down arrow to the right of Action to Take.

b. Select Control Door from the list that appears.

c. Click on the "™ to the right of the Door field to open the Door selection
window.

d. Select the Door from the list and click .3

Expand-out Optional Trigger.
a. Click on the ™" to the right of the Entity field to open the Entity selection
window.

Click on IRaEme Ol on the left side of the window.

Select the Time Period that was created earlier from the list and click
QK

Save and close the editor window for the Time Period.
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6.7.2 Disabled access

To give a disabled user extended access to a door you will need to configure the
Handicapped Unlock Time of the Door and change the User to a Handicapped User.

Change the Handicapped Unlock Time of a Door...

L]

Doors
1. Click onthe tab followed by
2. Double-click a Door to program. The Editor Window for the Door should appear.
3. On the right-hand side under Properties.

Under the| #dvanced [ iap

4. Expand-out Advanced Door Configuration.
a. Change the Handicapped Unlock Time.
5. Save and close the editor window for the Door.

Access Control

Changing a User to a disabled User...

ﬂ
W

Lisers
Click on the tab followed by
Double-click a User to program. The Editor Window for the User should appear.
On the right-hand side under Properties.
Expand-out User Options.
a. Click on Handicapped User.
5. Save and close the editor window for the Time Period.

Access Control

B\ o
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7 Credentials

This section covers the creation and management of credentials. You can associate
multiple credentials with a single user. A credential can be one of a number of things including
but not limited to a swipe card, proximity card or wireless fob.

7.1 Card Format

Within each card format is a card type, and this will tell the reader how to operate,
including whether to expect Magnetic card data or Wiegand card data, whether it needs to
convert the raw data to site code, card number and issues number, or if it needs to hash or
decrypt the card data. Some of these operations are done by the reader module and some by
the control module. Different Card Types selected in the Card Format dialog of the software
should display different fields where relevant, i.e. display site code bit lengths and offsets for
Wiegand Custom Sitecodes and display Secure 40 scheme type for IR Secure 40.

All Card Formats that use a Wiegand type can also take a parameter called Wiegand Card
Type. This can be N Bit meaning any bit length is allowed or it can be set to a particular bit
length. N Bit will always return all the bits read. For fixed bit lengths, the behaviour varies
between legacy Concept and new Integriti modules. For legacy modules, for cards equal to or
longer than the bit length, it will return the first n bits, as if the card read were n bits long. If
the card is shorter than the bit length, it is ignored. For Integriti modules if the card is not
equal to the bit length, it is ignored completely.

Most of the common card formats have been added to the Integriti System Designer for
convenience.

Card Types...

None The Card Format will be unusable with this setting.

For direct entry wiegand cards of any length.
Credential is number of bits read followed by 11 bytes
Wiegand Raw of data with the card data right justified and the rest
of the filled padded with 0's. If no format is specified
on the door then this is the format that will be used.
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Wiegand Site

Allows user credentials to be entered as site code
and card number providing the format is known for
that user (i.e. HID 26 bit H10301), including migrations
from Concept and other systems. Assumes that the
bits that don't form the site code and card number
(i.e. start and stop parity bits) conform to a
manufacturer’s specification that Inner Range was
aware of at the time we implemented the SW/FW.
There is an option in these formats called "encoding"
which allows for different parity schemes than the
standard one we assume from a particular card length,
although none have been added as yet. All the
underlying credentials are actually compared and
stored as wiegand Raw.

Wiegand Custom Sitecode

Allows for site code formats unknown to Inner
Range. This is now the recommended format when
only one card format is used throughout the system.
User credential stored is actually just the site code,
card number and issue number, not the raw data.
Parity and other unused bits are discarded and not
compared.

Mag Raw 40

This magnetic swipe card format read the first 10
characters (40 bits) from a mag card, nibble swapping
each byte (i.e. swapping each character pair). This
allows for compatibility in migrations where Concept
Mag Direct was used.

Mag Site

Reads mag cards in character mode. Like Wiegand
Custom Sitecode allows user definable site code,
except lengths and offsets are specified in characters
instead of bits. Unlike IRMag, the cards are assumed
to not be encrypted. Credentials are store as site code,
not raw data.

Mag Hash 5

Reads the first 22 characters from a mag card and
generates a 5 byte hash from this, using the same
algorithm as the Concept "Credit Card" format.

IR Mag Swipe

Decrypts a Concept Secure Mag card and returns
its site code, card number and issue number. Although
site code parameters are user definable for this
format, the decryption part will probably only work if
it follows the IRMag Secure scheme.
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Decrypts an IR Secure 40 card and matches it on
site code and card number. Only needs to be putin
IR Secure40 th.e card terT.1pIa.te of the user. If .the reader is set to
this format it will operate as a wiegand raw format. In
the format the scheme in use must be chosen,
whether Standard, Registered Site or Enterprise.

Reads up to the first 22 characters of a mag card,
until it gets an end or separator sentinel character.
Mag Raw 88 This usually reads financial cards as the number is
written on them (no nibble swap) prepended with the
number of bits read (4 per character) and O's.

This format makes the reader return the binary
data from the card instead of the characters. For most
mag cards (i.e. financial cards) this is 4bits for the
character and one bit of parity. This supports
hypothetical cards where the site info is stored as
binary data instead of characters

Mag Site (bits)

Reads the wiegand card data, removes the start
bit and puts the data in a 5 byte field and left justifies
that data. It then prepends the credential with
"'28000000000000" For instances, the 26bit wiegand
card with binary data
'11001111000001111010101000' (Wiegand Raw (26)
= 1A00000000000000033C1EA8(hex)) would be read
as per the next column. This helps migrations from
concept direct entry wiegand systems where the start
bit was not used (99% of all sites).

Wiegand 3K Raw

Table 3

Creating a new Card Format...

Card Format

Open the panel from the Access Control

tab.

Click the %D Add New button to create a new Card Format.

Give the Card Format a new name and enter any necessary notes in the Notes field.
Expand-out Options and select the desired Card Type from the drop down list. Refer to Table 3
for details.

Expand-out Card Programming and select the bit length of the card in the Wiegand Card Type
field. If the bit length is variable or unknown, ‘N Bit’ can be used.

Expand-out Site Code Parameters (Card Type dependant).

a. Enter the bit length of the card format in the Total Bits field.

b. Enter the offset from the first bit where the site code begins in the bit stream.

c. Enter the total bit length of the site code in the Site Code Length field.

d. Enter the offset from the first bit where the card number begins in the bit stream.
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Enter the total bit length of the card number in the Card Number Length field.

Enter the offset from the first bit where the card issue number begins in the bit stream.
Enter the total bit length of the card issue number in the Issue Number Length field.

If the selected Card Type is Secure 40, there are three schemes to choose from:

e Standard

e Registered Site

e Enterprise

Save and close the editor window for the Communications Task.

>Sm@ S o

7.2 Card Templates

Card Templates have been created to make life easier when adding new credentials to the
Integriti system.

To create a new Card Template...

Card Templates

Open the panel from the Access Control

tab.

Click the 5D Add New button to create a new Card Template.

Give the Card Format a new name and enter any necessary notes in the Notes field.
Expand-out Card Format and select the desired Card Format for this Card Template.
Expand-out Site Code and enter the Site Code for the credentials you will be adding to the
system in either binary or decimal.

Save and close the editor window for the Communications Task.

7.3 Cards

User credential (proximity card, swipe card, fob...) programming only requires a card
template selection and data. The data field commonly refers to the card number (or issue
number) of the credential that is to be issued to the user.

Card templates are created using a card format. Card formats contain detail explaining
where data is situated on a card.
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To add a new credential to a user:

@

Users
Open the panel from the
Double-click a user for editing.

Click on the Cards tab for swipe/proximity cards

| Q Access Control tab

e Click = to open the card acquire window.

a. Click on Review or Console Reader

~

to select your card acquisition source.

e Ifyouselected ConseleReader v,y might need to change the serial
communications port.
Console Reader Com Port: come -]/ @) Badge / Swipe Card Now...

T... Site Card Type Card Number Status Associated User Motes

] Type here to sea Type here to search... Q | Type here to search... Q ! Type here to search... Q Type here to search. ..

o
0

Click card number to select

b. Present the card to a reader attached to the controller (if you selected Review) or
to the enrolment station.
c. Double-click the card that appears in the list.

k 2] Enter Number ..

e C(lic "I for manual card entry.

a. Selecting this option allows you to directly enter the card number.

Card Template Direct Entry Cards |-

Card Mumber

Cancel l [ Ok

b. Select the desired card template.
c. Enter the card number.

¢ aiel o]

e C(Clickon! = Eisting Cad to select an existing card in the system. A new card selection
window will appear.
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a. The default view will display all of the = Avalahie Cards . By clicking

All Cards , you will be able to see cards belonging to users.

b. Select a card from the list and click L.

Selecting a card that has already been allocated to a user will generate a

A synchronisation warning (users can not share the same card).To resolve
this issue, go to the other user record and remove the card from the Cards
list.

Removing a credential from a user is as simple as double-clicking on the U button to the right
of the credential.

Click the i - button to commit these changes.

7.4 RF Remote Templates

RF Remote Templates map the various messages sent from the RF remote to actions,
inputs and area control on the Integriti controller.

To map a button, you will need to observe the messages displayed in review for
information on what button was pressed. RF expanders will need to have the option ‘Log RF
Remote Details’ ticked.

To enable logging on the RF expander...
S
Radio
Open the | EXPENGET | nanel from the
Double-click the RF expander to open for editing.
Expand-out Misc.
Tick the option ‘Log RF Remote Details’.
Save and close the editor window for the RF Expander.

| ™ Hardware tab.

Pressing buttons on the RF remote will result in review messages similar to the following:
Unknown User Paradox REM2 Prgl button Unlicensed..
Unknown User Paradox REM2 Arml button Unlicensed..

In the two example review lines above, you can see Prgl and Arm1. These labels indicate
the buttons being pressed. Review text containing ‘Prg’ indicate actions. e.g. Prgl = Action1,
Prg2 = Action2, etc...

Creating a new RF Remote Template...

=

&

RF Remote
Open the | TEMPIEEES | hanel from the

| g Access Control tab.
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Click the KD Add New button to create a new RF Remote Template.

Give the RF Remote Template a new name and enter any necessary notes in the Notes field.

Expand-out Button Definitions

a. Drop-down actions 1-4 and select an action as required for each button available on the RF
Remote.

b. Click on the ™ to the right of the Area fields to open the Area selection window.

c. Select the Area from the list and click 28

d. If the RF Remote reports input states, click on the "™ to the right of the Input fields to

open the Input selection window.
¢ Inputs mapped using RF Remote Templates should have the option ‘Ignore Physical
Input’ set.

Paradox REM3 RF Remotes support PIN codes. There are three options available for these

remotes. Expand-out Options.

a. Ticking ‘Needs 6 Digits’ sets a requirement for all PIN codes used with a REM3 must be 6
digits.

b. Ticking ‘Needs PIB for Programming’ sets a requirement for PIN entry to control Actions
(Action 1-4).

c. Ticking ‘Needs PIN for Area On/Off’ sets a requirement for PIN entry to control Areas (Area
1-2).

Save and close the editor window for the RF Remote Template.

7.5 RF Remotes

ouk W NPRE

There are two methods available for creating RF remotes. The simplest method is to create
a new RF remote by enrolling a remote to a user. The alternative method is manual entry.
RF Remotes need to have an RF Remote Template.

To create a new RF Remote (enrolling to a user)...

ﬂ
7

Users
Open the panel from the tab
Double-click a user for editing (The user you want to enrol the RF Remote to).

Click on the RF Remotes tab for wireless devices.

& From Review...

Access Control

Click on to open the find remote window.
Once the window is open, press a button on the remote. It should then appear in the list.
Double-click the remote in the list.

Existing Remote...

e Alternatively you can use ' ¥ to open a list of enrolled RF Remotes.

e Select a remote from the list and click 24

Save and close the editor window for the User.
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Selecting a remote that has already been allocated to a user will generate
a synchronisation warning (users can not share the same remote).To
resolve this issue, go to the other user record and remove the remote.

To create a new RF Remote (manual entry)...

RF Remotes

Open the panel from the B Access Control

tab

Click the Sahdcicibicy button to create a new RF Remote.

Give the RF Remote a new name and enter any necessary notes in the Notes field.
Expand-out Credential.

Enter the unique serial number of the remote in the Remote Data field.

Click on the """/ to the right of Remote Template.

Select the appropriate RF Remote Template from the list and click i

Save and close the editor window for the RF Remote.

The unique ID of the RF Remote can be determined by looking at the end of a RF Remote
review message. Pressing a button on the RF Remote will produce a review event similar to the
following:

Unknown Paradox Door Alarm at C3K-RadioExp: 01 Sig=07
1D=00000B2B

You will need to ensure ‘Log RF Remote Details’ is enabled on the RF Expander. Details on
how to set this option have been explained in the section titled ‘RF Remote Templates’.

7.6 Cards

User credential (proximity card, swipe card, fob...) programming only requires a card
template selection and data. The data field commonly refers to the card number (or issue
number) of the credential that is to be issued to the user.

Card templates are created using a card format. Card formats contain detail explaining
where data is situated on a card.

To add a new credential to a user:

ﬂ
b
Users

Open the panel from the
Double-click a user for editing.

@ Access Control tab
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3. Clickonthe| &% |tab for swipe/proximity cards

o to open the card acquire window.
W _
Jj ~
a. Clickon Review .. ConsoleReader 14 celect your card acquisition source.
>
e Ifyouselected ConsoleReader yvo, might need to change the serial
communications port.
Console Reader Com Port: com7-|§| Badge / Swipe Card Now...
T... Site Card Type Card Number Status Assodiated User Notes
9 Typehere tosed Type here to search... ch... Q Type here to search... Q T Q
Click card number to select
b. Present the card to a reader attached to the controller (if you selected Review) or
to the enrolment station.
c. Double-click the card that appears in the list.
e C(Click =] Enter Number ... for manual card entry.

e. Selecting this option allows you to directly enter the card number.

Card Template Direct Entry Cards |-

Card Mumber

Cancel | [ oK

f. Select the desired card template.
g. Enter the card number.

. aiecl o]

e Clickon " Bdsting Cardu 4 cojact an existing card in the system. A new card selection
window will appear.

c. The default view will display all of the s . By clicking
e , you will be able to see cards belonging to users.

d. Select a card from the list and click 23
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Selecting a card that has already been allocated to a user will generate a

& synchronisation warning (users can not share the same card).To resolve
this issue, go to the other user record and remove the card from the Cards
list.

® Removing a credential from a user is as simple as double-clicking on the I% button to the right
of the credential.

4. Click the I button to commit these changes.
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8 Scheduling

8.1 Time Periods

s . . . . &
| The time periods panel is accessible from the o Hame |and| & System |

tabs.

Time Periods

Time periods are most commonly used as the “when” in permissions, but can also be used
in named actions.

Time periods are created by adding a schedule period by clicking the w0 Add ptton
directly below the schedule pane.

e Overlapping schedule periods do not impact one another.

e Only Holidays associated with the Time Period will have an effect on the validity of
the Schedule Periods.

e Time Periods without the Holidays check box ticked will be invalidated when the
Holidays associated with the Time Period are valid.
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To create a new Time Period:

Open the time periods panel.

Click the 5D Add New icon in the time periods Panel.
Give the Time Period a name and add any necessary details in the notes field.

Click the ™ #99| bytton and change the parameters of the newly created schedule period.
e Ticking the Ignore Holidays option will cause any of the Holidays specified in the Holidays
tab of this Time Period to be ignored.

Holidays Add

Click on the tab followed by | to add holidays to the Time Period.

Click the i - button and close the dialog.

]

Manday
Tuesday
YWednesday
Thursday

]

Friday
Saturday
Sunday

001 2 3 4 5 B T 8 @ 10 11 12 13 14 15 16 17 18 189 20 21 27 23

0 Add (g Remove

Key  Stark Time End time Manday Tuesday  wednes... Thursday  Friday Saturday  Sunday Ignore...

v [ 5:39:11 AM
@ 9:39:15 AM
[ 10:39:32 AM
[ 11:59:44 AM
[ 12:40:01 PM

9311 AM
10039018 AM
11:39:32 AM
12:539:44 PM
1:40:01 PM

o

Figure 34

8.1.1 Schedule Overrides

Schedule Overrides are managed by the Integriti server. The addition of Schedule Overrides
allows the operator to easily adjust Time Periods over specific date ranges during the year.

To create a new Time Period Override:

1. Clicking the i Add button will open the Edit Time Peiod Override dialog.
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Edit Time Period Override [

Begin Override | 2/10/2017 -

End Override | 31/10/2017 -

Motes [ Reason
Late night trading

2. Change the Begin and End override dates accordingly.
3. Optionally enter notes in the Notes / Reason text box.

4. Click the button to add the Time Period Override to the list.

Schedule Overrides
o Add '[1._:35' Remove

Start Date End Date

Default Behaviour
2/10/2017 31/10/2017
Late night trading

To remove a Time Period Override, click on the Time Period Override followed by the

=
Bl emave button.

Figure 35

Figure 36
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8.2 Schedules

.

Schedules

The schedules panel is accessible from the % System tab.

Schedules allow for reoccurring events. Schedules can be set to trigger hourly, daily,
weekly, monthly, yearly or weekday of month.

To create a new Schedule:

© GNOUARWN B

Open the schedules panel.

Click the L dudddbicy button in the schedules panel.

Give the Schedule a Name and add any necessary details in the Notes field.
If UTC time is used, tick the UTC check box.

Set the recurrence of the schedule as required.

Change the start date to that of the schedule.

Change the end date to that of the schedule.

Tick the days that the schedule is to be valid.

Click the C Hi button and close the dialog.
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8.3 Holidays

iy
U 2

Holidaws

sy
The holidays panel is accessible from the ImiHome | nd % System tabs.

To create a new Holiday:

nhewWN PR

N o

Open the holidays panel.

Click the = A9 M2¥ 1y it+on in the holidays Panel.

Give the Holiday a Name and add any necessary details in the Notes field.
Change the start time and date to that of the holiday.

Change the end time and date to that of the holiday.

—or—

Change the Duration (Days) to the appropriate number of days the holiday is to
last for.

If the holiday is to recur annually, tick the Recur Annually check box.

If UTC time is used, tick the UTC check box.

Click the i - button and close the dialog.
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8.4 Scheduled Tasks

Scheduled tasks contain one or many actions that can be executed sequentially, parallel or
a combination of both on predefined triggers.

Scheduled Tasks are for automated actions in response to a trigger (which can be either
time or review messages).

There are 15 action types to choose from:
e Backup Database
e Control Workstation
e Controller Action
e Escalate Alert
e Execute Code
e Execute Report
e Invoke Integrated Device Command
e Log Review
e Parallel Task List
e Pause
e Run External Program
e Send Communication Message
e Send Integrated Device Event
e Sequential Task List
e Synchronise Controller Time

Detail on these actions can be found in the section titled “Action types” in the appendix.

Triggers can be a combination of either Time or Review. Click | ™ Add)nder the| Triggers
tab to add a new trigger.

Time Trigger
Time based triggers can be configured to activate once, daily, weekly or monthly.

Time based triggers will only operate when the Enabled checkbox is ticked.
An optional configurable expiry can be set. The expiry can be adjusted to the minute.
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Setings

. Start: 3pj01/2013 » 12:00:00 AM | 2
1@ One Time

() Daily
() Weekly

() Monthly

Advanced Settings

Enabled
[ Expiry 30/01/2013 4:29:06 PM -

[| Repeat Task Every | 00:05:00 w | untl | 12:00:00 AM | 2

o ][ cone

Review Trigger

To add a new criteria to the Review Trigger, click the button. The first drop down
list specifies the review component to test against. The Second drop down list specifies the
criteria operator. The last drop down list is the operand value.

[ ] Enabled
E]é:lr |- [E'._'.:'GruupH'-‘._.“-'Ruw]
L 1st Entity = | Equals - & Bob | X e

o) [ cone
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Creating Scheduled Tasks...

i
e

Scheduled

51| Administration Tasks

Click on the
k Gy Add Mew

tab followed by

Clic to create a new Scheduled Task.
Give the Scheduled Task a Name and add any necessary details in the Notes field.
Specify an action to take if the task is already running.

e Do Nothing — The Scheduled Task will not execute.

® Run After Completion — If the Scheduled Task was triggered while it
was already running at the Scheduled Task will
re-run immediately after completion.

e  Run In Parallel — The Scheduled Task will run immediately
regardless of whether the task was already
running or not.

5. If required, tick the Retry On Fail check box.
a. Specify the Maximum Retry Attempts. Leaving this value set at O will cause
the Scheduled Task to retry until it passes.
6. Add one or many Time or Review based triggers.
7. Add one or many Actions to the Scheduled Task.

PWh R
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9 Automation

9.1 Counting Input Types

There are four input types to allow for scenarios where counting is required.

Inputs with the ‘Count up’ or ‘Count Down’ type will have their own count value.
Whenever the input transitions to the ‘Alarm’ state, the input will count up or down
depending on the input type selected. Count inputs can be any value from 0 to 65535.

The ‘Previous Count Up’ and ‘Previous Count Down’ types will change the count value of
the nearest ‘Count Up’ or ‘Count Down’ input type with a lower ID. ‘Previous Count Up’ and
‘Previous Count Down’ types must be on the same module as the ‘Count Up’ / ‘Count Down’
input.

zo1] |

zo2 | |

703 | |

Z04 | | * ereviousimputcountup |
[
[

+ Count Up }

¥ Count Down }4- ~~~~~

Z05
Z06

Figure 37

In the example above we can see that input 2 is affected by zones 4 and 5. Each time input
2 or 5 transitions to the alarm state, the count value of input 2 will decrease by 1. Each
time input 4 transitions to the alarm state, input 2 will increase by 1.
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o 214 [tcamu |

E Z15 [ ¥ Count Down ]‘\\
Z16 [ ¥ Previous Input Count Down }I %
Z01 [ A Previous Input Count Up }"//

% Z02 [ Analogue }

= Z03 [ ¥ Count Down }

Figure 38
In the example above input 16 on module 1 will decrease the count of input 15 on module

1. However input 1 on module 2 will not increase the count of input 15 on module 2
because the inputs are not on the same module.

9.2 Auxiliaries

Auxiliaries are the digital outputs on the Integriti system. There are three different types of
auxiliary that you can use.

Relay Output

Relay outputs are the most common and most practical of auxiliary output types. The
relay output may provide an optional voltage out (jumper selection). The auxiliary relay ratings
have different voltage and amperage ratings depending on the module used.

Open Collector

Open collector outputs are switched by a small semiconductor.. Open collector outputs
are mainly found on Concept compatible LAN modules. As a result, the load can only be small.
These types of outputs are good for LEDs and driving slave relays.

Phantom

Phantom auxiliaries are outputs that don’t physically exist. They will still operate the same
as a normal auxiliary. The Integriti controller has 30 phantom auxiliaries available unless
expanded using UniBus relay expanders. LAN modules may also have auxiliaries available.
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9.3 Auxiliary Lists

Auxiliary Lists can contain up to 16 auxiliaries. Auxiliary lists are particularly useful for
applications where a number of auxiliaries may need to be controlled simultaneously.

9.4 Compound entities

Compound Entities represent the logical state of a collection of up to 8 entities. The state
returned is a result of the logical relationship between them.
The logical relationship between entities is processed sequentially from lowest to highest.

Compound entities can be used to combine multiple controller entities for anything an
entity is used as the source (e.g. as the “When” of a permission or permission group, the
trigger for a named action, in an expression in a Macro).

Compound Entities can be used to combine multiple controller entities and trigger named
actions (e.g. open a door, unsecure a floor, etc.).

Using Compound Entities to concatenate a time period and a schedule:
e Create a time period (e.g. “Opening Hours” 9:00 am to 5:00 pm Mon - Sat)
e Create a “never repeats” schedule that overlaps (e.g. “Extended Hours 1”

24/12/2013 4:50 p.m. to 10:00 p.m.).

O Note: Don’tstart the schedule at the same minute that the time period
expires as a race condition may ensue and an open door condition could get
there just before a close door condition (for example).

e Create a compound entity (e.g. “Modified Trading hours” that is the OR of these
two entities)
e Create a named action that performs the action you want (e.g. Control a door)
e Use the compound entity you created as the “Optional Trigger” for this action.
Note that to find the compound entity in the “Search for Entity of Named Action” window
you will currently need to look in “Unfiltered Controller ltems” and filter on either Name or ID.

In this way you can program up a named action with modified hours in advance.

If you chose, you could have more than 1 “Extended Hours” feature that occurred in the
future.

Because you have set it up never to repeat, there’s no need to clear these out after they’ve
activated.

You can re-use them the next time you get a special event that you want to schedule.

In a similar way, Compound Entities can be used to combine multiple time periods, or time
periods with other state (e.g. the state of an Aux).
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Creating Compound Entities...

J

i Compound
Click on the AUtEMETON | tab followed by | ENfites
Click & AddNew 1o Editor Window for a new Compound Entity should appear.

Give the Compound Entity a name.
On the right-hand side under Properties.
Expand-out Misc.

a. Click onthe ™" to the right of Entity 1.

nhwnN PR

b. Select the entity from the window that appears and click il

c. If the state of the entity needs to be inverted, click the Invert Entity 1
checkbox.
d. Click on the ™ to the right of Logical Relation 1.
e. Select the relationship between entity 1 and entity 2 (none, AND, OR, XOR).
e ‘none’ is only required if the entity is the last in the list.
f. Repeat steps a - f for the remaining entities as required.
6. Save and close the editor window for the Compound Entity.

9.5 Named Actions

Named actions provide a means to perform an action on the controller. These actions can
be controlled by the user or from a trigger (entity).

User access is controlled by Action Groups. Users with the appropriate Action Groups can
view and control the Named Action.

Creating Named Actions...

Mamed

Click on the Automation | 4oh followed byl Actions |

Click © Add New . The Editor Window for a new Named Action should appear.

Give the Named Action a name.

On the right-hand side under Properties.

Expand-out Action and select an action to take from the drop-down list.

More detail on Action types is available in the appendix.

If required, expand-out Optional Trigger.

7. Specify an optional trigger by clicking on the ellipsis to the right of Entity and select
an entity from the list.

8. Optionally users can have direct control over Named Actions via the Terminal.

a. Expand-out User Interface.

b. Click on the drop-down list to the right of Interface Style and select the
appropriate option based on the configured Action to Take.

newN B

»
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c. If a Sense Entity is specified the state of the Named Action will reflect the state
of the selected Sense Entity. If no entity is specified the state of the Named
Action is determined by the entity controlled by the action.

d. Ticking the Invert Sense Entity will invert the reported state of the Named
Action.

e. Allow Logged Off Access will allow terminal users to control the Named Action
without logging in to the terminal.

9. Expand-out User Access followed by Action Groups.

10. If no Action Groups are selected, any user can control the Named Action. If one or
many Action Groups have been selected, users must have any one (or more) of the
same Action Groups.

11. Save and close the editor window for the Named Action.
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9.6 Macros

Macros within the Integriti controller provide an advanced level of flexibility where the
use of actions is inadequate.

Programming of macros can only be created through the Integriti system management
software.

Site Statements

[#l] efaut site What To Do
Controller D » WaitForCondition

New Controller (PTOD0087) X |- MA1 Execute Action --> Turn CO1:X01 Togale
Name Wait For ... (50) = 100ms

Flash Auxiliaries Macroset
Last Changed By Go To —» SkipOn if 1GV1

% Installer Execute Action —> Turn CO1:%02 Turn On for 10
Created Modified MacroSet

15/02/2013 v | 15/02f2013 v Label: SkipOn

"] Run at Controller Startup
MNotes

This example will toggle an auxiliary once every 5

seconds. Every fifth toggle, another auxiliary will turn

on for 10 seconds, This macro will only run while a time Add Remove | Move Up Move Down
period is valid.

Misc b
Type Wait for Condition... -
Expression TP1
Comment

9.6.1 Macro characteristics

All macros are implicitly looped —
Once a macro has started it will continue to run until stopped or the controller is restarted.
Macros can start automatically -
A macro can be configured to automatically start on controller start-up.
Actions are only asserted within macros —
‘Do an Action’and ‘Do an Action iF.’ statement types will only assert the
specified action.

The Dis-asserted option(s) are ignored.

Timing accuracy —
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‘Pause for Time..’ statements are expressed in units of 100 milliseconds. Macro
timings are accurate to roughly 100ms depending on the overall load on the Integriti
controller.

Macro timing is affected by other higher priority processes taking place on the controller.
Communications tasks and module communications are two examples of higher priority
processes.

9.6.2 Controlling / Running macros

You can control macros from the Integriti management software or from the terminal
(using ‘Named Actions’). You can also configure macros to run on controller start-up or
from an action.

Please refer to the section titled ‘Named Actions’ for more information on how to create a
named action that will control a macro.

The section titled ‘Actions’ describes how to create an action with ‘Run Macro’ as the
action.

9.6.2.1 Running macros from the Integriti management software

1. Open the macros panel.

2. Right-click the macro in the automation the macro panel and select ‘Start’. (Figure
39)

| b T Head Office—— rmfomll ik s Flash LEC
Edit

Duplicate Ckrl+D
Apply Saved Changes
Export

Impaort

b O i e I R

Delete

Star%

Skop

Figure 39
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9.6.2.2 Running macros on controller start-up

Open the macros panel.
Double-click the macro.
Tick ‘Run at Controller Startup’.

el A

Save ( = ") the macro and close the dialog.

9.6.3 Creating a new macro

Open the macros panel.

Click L Juddcilicy in the Macro panel.

The properties window will appear with the usual basic options on the left side.
Tick ‘Run at Controller Startup’ if you need the macro to run once the controller is
online.

PWN &

To add a new statements to macros

e Click the 3 putton.

To remove a statements from macros

e Click on the statement you want to remove followed by the REM2¥€ | putton.

To relocate statements within macros

e Click the statement you want moved followed by the M2¥&Up. op Mave Down 1, ,tton,

5. Save ( = ”) the macro and close the dialog.

9.6.4 Statements

Each macro consists of one or many statements. At the very least an expression will have a
type and a comment. Each statement must be one of the following types:

Statement type Description

Do an Action Perform the defined action.
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Statement type

Description

Do an Action when the
Expression Changes..

When this statement is evaluated for
the first time it will perform the
defined action.

Every time the statement is evaluated
after this, the defined action will
only be performed if the result of
the expression has changed.

Goto <label> if..

Go to a label defined elsewhere
within the macro if an expression is
true.

Pause for Time..

Suspend further execution of the
macro for n x 100ms.

Define a Label

A placeholder within a macro that
execution can carry over to.

Set Entity To Expression..

Set an iInput to a specific count or
analogue value.

Wait for Condition..

Further execution is suspended until
the defined condition is met.

Execute Modified Action..

Perform the defined action using the
values of entities to control the
variables of the selected action.

End Current Macro

Terminates the macro.

9.6.5 Execute Modified Action...

This is a complex and powerful macro statement type. As described above, ‘Execute
Modified Action...” will perform the defined action using the values of entities to control the

variables of the selected action.
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¥ .

x

A A

Misc
Twpe Execute Modified Action...
4 Action o Control Aux
Aurliary e Eront Porch Light
Contral Type Mormal
on Time 0o:a0:00
CFF Time 00:00:00
Delay On True
Delay OFf False
Update Dvnamic Only - False
When Asserted, ., Turn On
When Disasserted...  Turn Off
Cualifier
Irvert Qualifier False
Enkity 1 & Custom On Time
Entiky 2
Entity 3
Erkity 4
Cormmenk

Figure 40

Entities are associated with the variables of the selected action. In Figure 40 there are two
variables for the selected action (Control Aux). On Time will be controlled by the value of the
global variable ‘Custom On Time’. Off Time could be controlled by the value of Entity 2 (If set).

Control Aux & Control Aux List
e Entity 1 will control the On Time
e Entity 2 will control the Off Time

Control Door & Control Door List
e Entity 1 will control the Door Unlock Time

Trigger Input
e Entity 1 will control the Desired Global State

OCoOoONOOULL A~ WNPEO

I
u b N RO

All states sealed

Alarm

Sensor Mask

Sensor Orientation

Sensor Fault

Sensor Range

Tamper Low (e.g. short circuit)
Tamper High (e.g. open circuit)
General Tamper (e.g. Cabinet tamper)
Zone self test fail

Low battery

Encryption fail on encrypted link
Poll fail

Input is in "soaking test"

Input has failed a soak test
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16 Inputis isolated

Set Input Counters
e Entity 1 will control the Count value

Control Siren

e Entity 1 will control the Siren Time (value is multiples of 100ms)
e Entity 2 will control the Tone

9.6.6 Macro Expressions

Macro Expressions are represented as infix notation strings and have support for
bracketing and operator precedence. They can include numeric constants (entered as decimal
numbers) and entity references (entered in standard Inner Range address notation)

As with all things in Integriti, when an entity is evaluated in an expression it can have
either an analogue (numeric) or Boolean value. The type used by a particular expression is
chosen automatically by the controller based on context.

A few examples of valid macro expressions:

“D0O3 && D05~ = Both Door 3 and 5 are unlocked.

“C01:X01 > 5%” = C01:X01 has an analogue value greater than 55.
“C01:X01 > CO1:X02” =C01:X01 is greater than C01:X02.

Expressions are not sensitive to whitespace, so the expression
“((5+3)/7>C01:X01)&&D0O1” is interpreted identicallyto“(C (6 + 3) / 7 >
C01:X01) && DO1”.

There are two special zone value modifiers. The ‘hash’ (#) modifier can be used to test the
count value of an input entity. The ‘at’ (@) modifier can be used to test the analogue value of
an input entity. To use the modifiers, place either one before the entity to be evaluated in the
macro statement.

Example usage — Test the input count is above 5: “#C01:7201>5".

The following table is a list of all operators, in order of precedence.
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Operator Name Arguments Argument Type RTe)t,l:(;n

! NOT 1 Boolean Boolean
* Multiply 2 Numeric Numeric
/ Divide 2 Numeric Numeric
+ Plus 2 Numeric Numeric
- Minus 2 Numeric Numeric
<< Shift Left 2 Numeric Numeric
>> Shift Right 2 Numeric Numeric
< Less Than 2 Numeric Boolean
<= Less Or Equal 2 Numeric Boolean
> Greater Than 2 Numeric Boolean
>= Greater Or Equal 2 Numeric Boolean
== Equal 2 Numeric or Boolean Boolean
& Bitwise AND 2 Numeric Numeric
n Bitwise XOR 2 Numeric Numeric
| Bitwise OR 2 Numeric Numeric
&& Logical AND 2 Boolean Boolean
11 Logical OR 2 Boolean Boolean
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9.7 General Variables

Aukomation

(x) The general variables panel is accessible from the tab.

General
Yariables

General variables are used to store values for a number of applications. Values are

assigned by other entities such as inputs, macros or named actions.

N

To create a General Variable:

Click the O Add New button in the General Variable panel.
The properties window will appear with the usual basic options on the left side.
The only property that can be set is the optional test value.

The test value is used to determine whether the general variable evaluates to true or false
when tested in a logic statement.

For example:

The general variable has been assigned a test value of 50.

e |f the general variable is equal to 50 or less, the general variable when tested will
return false.

e |f the general variable is equal to 51 or greater, the general variable when tested will
return true.
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9.8 General Timers

Aukomaktion

£ L3 | The general timers panel is accessible from the tab.
W

General
Timers

General timers are used similarly to general variables. You can use another entity such as
an input, macro or named action to set its value. The general timer will count back down to 0.
The timer counts down every 100ms. When counting down, the general timer will be in an
invalid state. When the general timer reaches 0 it will be in a valid state. General timers do not
automatically restart.

To create a General Timer:

1. Click the CD Add New button in the General Variable panel.

The properties window will appear with the usual basic options on the left side.
3. Simply give the general timer a name, save the record and close.

N
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10 Hardware and LAN management

Once Integriti hardware has been installed and is running, the next thing you will need to
do is enrol controllers. Integriti controllers can be added (enrolled) either manually or
automatically to the Integriti server.

If you are connecting a controller over the internet or between networks, you will need to
ensure that TCP port 4711 is forwarded to the Integriti Controller Server.

10.1 Controller configuration

Before enrolling a controller, you will need to ensure it has been appropriately configured
for the network it has been attached to.

Determining what IP address was given to an Integriti controller:

This procedure assumes the controller is connected to a LAN with a DHCP server and a
terminal is attached to the device bus with its address set to 1.

If you can’t determine if there is a DHCP server present on the network, follow this
procedure through to step 7. If the displayed IP address is 0.0.0.0, the controller was not
issued with an IP address. Follow the procedure ‘Manually assigning an IP address of the
Integriti controller’ below.

After performing the pre-power up checks, turn the Integriti controller on.
Wait for the controller to start. When the controller is up and running, the Status 1 and Status
2 LEDs will flash in an alternating pattern (Figure 41).

P3
® |UniBus
|

[ X ]I

Fauit 1
Fault 2
Prompt

l UniBus (L] -Im

Hla@ ﬁ H19
5 IO m\ Stahe ! Status 1 & Status 2
| Sane 2 ) LEDs.

£ErEe

= =0Ty

L K

nrr E

Figure 41

Log in to the terminal by pressing: [0], [1], [OKk]
Go in to controller information by pressing: [Menu], [1], [9]
Press [ ¥] once to display the controller serial number.

Press [ ¥] once more to display the controller MAC address.

Press [ ¥] two more times to reveal the controller IP address. (assuming the controller is
connected to a network and a DHCP server has assigned an IP address to the controller)
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Manually assigning an IP address of the Integriti controller:

This procedure assumes the controller is connected to a LAN without a DHCP server and a
terminal is attached to the device bus with its address set to 1.

After performing the pre-power up checks, turn the Integriti controller on.

Wait for the controller to start. When the controller is up and running, the Status 1 and Status
2 LEDs will flash in an alternating pattern (Figure 41 above).

Log in to the terminal by pressing: [0], [1], [OKk]
Go in to controller NIC configuration by pressing: [Menu], [7], [3], [4]
Press [Ok] once to configure NICO1.

Enter in the desired IP address for the Integriti controller followed by [Ok].

Enter in the subnet mask followed by [Ok].

Enter in the gateway address (if required) followed by [Ok].

Enter in the primary DNS address (if required) followed by [Ok].

. Enter in the secondary DNS address (if required) followed by [Ok].
. The controller is configured to use DHCP by default. Press [5] to disable DHCP.

10.2 Enrolling controllers

Integriti controllers can connect to Integriti Controller Servers via Ethernet, USB or
Modem. Ethernet connectivity can be direct or with the aid of the Inner Range SkyTunnel
service.

With the exception of USB, at some point during the enrolment procedure you will need to
decide how the data synchronisation is handled. Selecting a data synchronisation method will
determine whether the data on the server or the data on the controller will take precedence in
the event of a clash. When an entity within the controller does not match the corresponding
entity in the Integriti server, one of the three options will occur:

Merge Changes —

Differences between the Software and Controller databases are merged, such that
both the controller and server have a consistent database containing all programmed
records. If there is a conflict on a particular record, the record from the Software will
overwrite the record in the Controller.

This mode is suitable for single controller installations or installations where
keypad programming is desired.

Disallow Changes From Controller —
All global entities in the Controller database are overwritten with the records from
the Software database. This mode will NOT allow changes to global entities to be made

via the keypad.

This mode is suitable for multi-controller installations where the system is
centrally managed using the Integriti Pro Management Software.
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Prefer Controller Changes —

Differences between the Software and Controller databases are merged, however
records from the Controller database will overwrite records in the Software database.

This mode is suitable for situations where the only copy of the system
programming is currently held within the controller and you wish to retrieve it.

If you are unsure about what option you should select, leave the default
recommended) setting- ' Prefer Controller Changes’.
o ded) setting- ' Prefer Controller Changes’

10.2.1 Automatic controller discovery (Method 1)

The simplest method of adding controllers to Integriti is by using the ‘Auto Discover new
Controllers...” feature. This feature will only work if the controller is on the same subnet.

Please note that Automatic controller discovery can only work across the
local network. To connect to controllers over the internet, see Method 4.

Connect Mew

To access this feature, click on the fR Home tab followed by the | Controler [ pytton
(Figure 42).

ﬁ Home
& &

Connect Mew |  Contraller
Contraller Connections

System
Figure 42
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The ‘Connect to Controller’ window will appear.

Controller Server TR-KEVIM-MEW

‘ TCP /TP | SkyTunnel | Dislup |

Controller IP Address

Server IP Address E

@ Auto IR+EVIN-MEW - 192,168, 1,123 -

Discover

Controllers ...

() Manual

Data Synchronization Palicy

Merge Changes

Differences between the Software and Controller databases are merged, such that both the controller
and server have a consistent database containing all programmed records. If there is a conflict on a
particular record, the record from the Software will overwrite the record in the Controller,

This mode is suitable for single controller installations, or installations where keypad programming is
desired.

Connection Status

Figure 43

7B

Discowver
Controllers ...

Click on the button and the ‘Discover Controllers’ window will appear.
Automatic controller discovery will begin (Figure 44).

When the automatic controller discovery has completed the Integriti controllers will be
listed in the upper section (Discovered Controllers) of the window (Figure 44).

The automatic controller discovery progress is displayed as a green progress bar to the
right of the Integriti server under ‘Scan Status’.
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4 ) ( N
The IP address of The MAC address of
the discovered ~ ) EEE— the discovered
Integriti controller. controller.
\. J \. J
4 N 4 N
The serial number The firmware
of the discovered B Yo version of the
Integriti controller. ) Integriti controller.
Discovered Controllers
Server Serial Mufber Controller IP Address  MAC Address Verslon Enral
b IR-KEVIN-NEW sco011® 192,191,140 00.11.805.0087  0.09 15154 +  Sel
TRKEVIN-NEW FTO00083 192.168.1.203 7~
R EEaCCaE0 192.168.1.215]  The enrol column. Click the
e R The name of the + Select | button to
Integriti server PC. enrol the controller.
Server \_
IRKEV s @ mSEnRingHost '192. 168.29. 72" (328/768)
Click to (re-)start
controller discovery.
(Starts automatically) \_ Integriti server scan
Controfer Discover status.
Scan IP Address Range =
IP Address )
Scan Local Metwork Mumber of Hosts Scan Range
Figure 44

Each individual controller has its own unique serial number. The serial
number and MAC address are printed on a label which is placed on the
Integriti controller during production.
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You can enrol controllers as soon as they appear in the ‘Discovered Controllers’ list. Simply

click the *_Select [ pytton to go back to the ‘Connect to Controller’ window (Figure 45).

There is no limit on the number of controllers you can enrol simultaneously. As soon as the
controller is visible, you can begin enrolment.

o Discovered controllers with a greyed out enrol button (1"' Select | ) are

T P —————————————esaea -
Controller Server Controller basic
details.
‘ TCP /TP | SkyTunnel | Dialup | l
Contraoller IP Address
Server IP Address
(@) Auto IR-KEVIM-MEW - 192,168, 1. 123 - T
i Contrallers ...
() Manual Conflicting entity
resolution.
Data Synchronization Palicy
Merge Changes ® h

Differences between the Software and Controller databases are merged, such that both the controller
and server have a consistent database containing all programmed records. If there is a conflict on a
particular record, the record from the Software will overwrite the record in the Controller,

This mode is suitable for single controller installations, or installations where keypad programming is

desired,
Connection Status Enrol controller.
® Controller
enrolment status. l
Connect
Figure 45
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After clicking the * Select | putton, there is only one item that requires your attention
before starting the enrolment process. You will need to select one of the three Data
Synchronisation Policy options. See ‘Enrolling controllers’ (above) for detail on the
synchronisation options available.

Connect

When you are ready to enrol the controller, click the| | button.
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10.2.2 Manual controller enrolment (Method 2)

Please note that there is no need for any port forwarding on the controller

side.

To manually enrol a controller, use the following procedure:

LCD Terminal specific instructions:

nehwNRE

Log in to the terminal by pressing: [0], [1], [Ok]
Go in to controller communications task programming: [Menu], [7], [3], [1]
Configure communications task CTO1: [OKk], [9], [Ok]
Select ‘Integriti CT asthe communications task type: ™1, [™], [OKk]

Enter the exposed IP address of the server followed by [Ok].
e Values less than 3 digits should be entered with leading zeros.

Enter the Port used to connect to the server: [0], [0], [4], [7], [1], [1], [Ok]
Skip the DNS option: [OK]
Set the encryption method to AES128: [»1], [Ok]
Enable P under the Gip options: 1> 0>1 0> 0»™] [™] [»™] [9] [OK]
. Leave the site fields blank: [Ok], [OK]
. Leave the GUID fields blank: [Off], [OK], [Off], [Ok]
. Leave the telephone number fields blank: [Ok], [Ok]
. Select Ethernetfor Priority 1: ™1, [™], [Ok]
. Skip the remaining priority options: [Ok], [Ok], [OK]
. Enable the C and A options: >, 0»1 0> 0> [»] 9] [9], [Ok]
. Skip the remaining C and A options: [Ok], [Ok], [OK]
. Skip the Imodem and Emodem options: [Ok], [Ok], [OK], [Ok]
. Enable the communications task and log out: [9], [End]

Software specific instructions:

N

&y
Conkrol
Click on the [M#dul= | button under the
The Controller panel should appear.
In the controller panel, the configured controller should appear automatically in
the list of controllers as ‘Auto-Discovered’.
J; Auko-Discovered 5001132
e If the controller does not appear in the list, check the following:
i. Double-check your NIC and Comms Task programming options.
ii. Check / update your licenses.
iii. Verify the ‘IR Integriti Controller Server’ service is running.
iv. Check your network configuration, firewall, port forwarding...

# | Hardware tab.
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4. Select the auto-discovered controller and click E° Edit .
5. Change the name of the controller to something more appropriate.

Module Details

6. Under module details, expand out the Inputs group.

7. Click on the ellipsis ™" to the right of each EOL configuration option and select
Concept3K

Connection Details

8. The connection configuration changes required have been highlighted below:

4 Connectivity

Connection Mode Auto Ay
Preferred Connection Type TCP Ay
Connection Timeout 30000
Connection Poll Time 10000
Modem Serial Port -

Modem Configuration string
Modem Phane Mumber
4 Synchronisation

Review Synchronisation Mode | Continuous Ay |
Don't Sync Time Upon Connection |:|
Time Zone (UTC+10:00) Canberra, Melbourne, Sydney | >
Enable Data Synchronisation A«
Data Sync Mode Server to Controller Ay
Prevent State Syndng ]

Figure 46

9. Click the 'H " button and close the window.

10. Aniicon ( # ) should appear to the right of the controller in the Hardware panel
indicating that the server is synchronising with the Integriti controller.

10.2.3 Controller enrolment using the SkyTunnel service (Method 3)

Inner Range has provided a service where controllers can be connected to the Integriti
controller server provided there is internet connectivity at both ends.

To make use of this service, the controller must be configured to connect to the SkyTunnel
service before the Integriti server can enrol it.
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To connect a controller to the SkyTunnel service:

LCD Terminal specific instructions:

1. Login to the terminal by pressing: [0], [1], [OKk]
2. Gointo the SkyTunnel communications task quick start: [Menu], [8], [0]
3. Start the SkyTunnel communication task: [On]
4. Write down the 8 digit password provided.

5. Log off: [End]

If you are using Integriti CS, you will need to change the Installer PIN code or create a new
user with a PIN code other than 01. To do this, follow these instructions:

1. Loginto the terminal by pressing: [0], [1], [OKk]
2. Gointo user programming: [Menu], [2], [1]
3. Edit the Installer user: [Ok]
4. Change the user PIN: [OKk], [OK], {enter a 2 to 8 digit PIN}
5. Log off: [End]

To enrol a controller connected to the SkyTunnel service from the System Designer:

s
Connect New

1. Click on the | €entroller ' pytton under the
2. The ‘Connect to Controller’ window should appear.

3. Clickonthe| 3¥TUMel [iah and enter the serial number of the controller in the
‘Controller S/N’ field provided.

4. Enter the randomly generated 8 digit password from the procedure above in the
Sky Tunnel Password field.

5. Select the synchronisation method from the drop down list box. See ‘Enrolling
controllers’ (above) for more detail.

6. Select either Server Authentication or User Login to connect to the controller.

Fiy
{m! Home tab.

10.2.4 Connecting directly to a controller using USB (Method 4)

Connecting to a controller using USB is very simple. After logging in to System Designer,
connect your controller to an available USB port on the server. On the PC, you should notice
the driver for the controller being installed automatically. Shortly after, the controller should
appear under the ‘Default’ site as an ‘Auto-Discovered’ controller.

10.2.5 Connecting to a controller using a modem (Method 5)

In circumstances where any of the connection methods above cannot be achieved,
controller connections using a dialler has been made available.
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To configure the controller for a dialler connection:

LCD Terminal specific instructions:

1. Login to the terminal by pressing: [0], [1], [OKk]
2. Gointo controller module programming: [Menu], [7], [2], [0], [1]
3. Change the number of rings to answer: [«], [0], [0], [0], [0], [6], [OK]
e |f you are using ‘User Login’ to authenticate with the controller, follow the
remainder of this procedure.

4. Gointo user programming: [Menu], [2], [1]
5. Edit the Installer user: [OK]
6. Change the user PIN: [Ok], [OK], {enter a 2 to 8 digit PIN}
7. Log off: [End]

To enrol a controller connected via dialler from the System Designer:

S
Connect Mew o~
Click on the |_Cenfraller  ptton under the | 70 [iap,

The Connect to Controller window should appear.

Click on the Dialup tab.

Select the communications port that the modem is connected to.

Enter the telephone number of the controller.

If required for your specific make/model of modem, enter an initialisation string.
Select the synchronisation method from the drop down list box. See ‘Enrolling
controllers’ (above) for more detail.

8. Select either Server Authentication or User Login to connect to the controller.

Nounhkw NR

10.3 Maintaining Firmware

Controller and module firmware can be managed easily via the Integriti firmware manager

| Hardware

<

Firrmware
Click | U9t |46 open the update manager (Figure 47).

under the tab.

93



SYSTEM CONFIGURATION HANDBOOK

Files in Database
Add...

Remove
Selected

Modules To Update

Filename Description

» 4 Module Type: Controller

M_14302.did Integriti Contfoller Fin 14902 812352 3(12/2012
4 Module Type: Expander

e0_1b167.dld Integriti Expgyder Firmware V. 0.0.... Expander 0.0.1.167 69824 15/10/2012
4 Module Type: Mone

Dv_20_B2.dld Update at own risk - Unknown file Mone 12076 12/10/2012

Firmware description.

Size (Bytes)  Created On

LAN Module Type | ‘8l Reader i [] all LAN Modules for a Contraller Unibus Module Type  MNone

Sele... T... Controller Site s} Name Serial Number Firmware Version Status
¥ Type here to S-Eiq T /pe Q Type here to search... Q Type here to ":-'..Q Type
v ¢ [] "M AutoDiscovered... ABC Co RO1 C3K-2DAM: 01 0.0.0.0 Present
[ @ AutoDiscovered... ABC Co ROZ C3K-2DAM: 02 0.0.0.0 Present
i Auto-Discovered... ABC Co RO3 C3K-2DAM: 03 0.0.0.0 Present
Controllers / modules
Controllers / modules firmware revision.
to firmware update.
Controller Name odule ile Progress
® Firmware upgrade
status.
Upgrade selected
Close module(s) /
— Controller(s).

J

f‘

Figure 47

The available firmware list at the top of the window will display all of the firmware files you

add to the update manager.
If you select a firmware file in the update manager you will see the list of modules to update

change according to the type of firmware file selected.

Click to add new firmware revisions to the update manager.

Updated firmware files are made available to qualified installers from time
to time via the Inner Range support website.

The firmware upgrade status will indicate the progress of each individual controller / module
being upgraded. The process is completed when the controller / module has come back online.
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10.3.1 Upgrading module & controller firmware

1. Select the firmware revision you want to upgrade to from the list at the top of the
update manager.

2. Select one or many controllers/modules from the modules to update list by ticking
the appropriate check box(es).

* IJpdate Selected ‘

3. Click

The time it takes to upgrade the firmware of a particular module or
0 controller will vary depending on connectivity to the Integriti server.
Please allow up to 30 minutes for the upgrade process to complete.

We recommend stopping, re-starting and testing communications tasks
, & after controller firmware upgrades.
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10.4 Module Programming

It is recommended that the Integriti controller LAN remains locked during normal
operation. This will prevent the addition of new modules and the possibility of foreign modules
interfering with the existing infrastructure.

To access the controller LAN settings, right-click the controller in the navigation panel:

a || victoria
[ Hegori-
N Control Module [
=
2 Delete

£y  Show ‘Webpage
» ]

_E‘.-[:Z. Manage License Keys. ..

Browse Controller Files. ..

- Connect (Auka)
-+ Connect {Manual) ...
p‘g Disconneck
%  Resynchronise (Model -> Contraller)
%  Resynchronise (Controller - = Madel)
LAMN [ Secure Syskern
1 Add Mew 3 Lock LAN
Un-Lock Lar

Figure 48
Secure System

Securing the LAN will send out a secure flag to all of the modules currently connected to
the controller. The modules will remain secure until the next time the LAN is secured.

Modules that are not secured will have the status: “Present (Unsecured)”. This
usually occurs when a module has been attached to the LAN after secure system has been
selected.

Lock LAN

Locking the LAN prevents any newly attached module from connecting to the Integriti
controller. Modules that are not present at the time the LAN was locked will be ignored by the
controller. The controller will log the presence of any foreign modules. This excludes new
UniBus devices being attached to existing LAN modules.

Un-Lock LAN

Unlocking the LAN is required before adding new modules to the Integriti controller.
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10.4.1 Adding New Modules

Once a module has been attached to the Integriti LAN, the controller will detect the
presence of the module and it will appear under the controller in the site navigation panel.

10.4.2 Deleting Modules

To remove and delete a module from an Integriti controller simply right-click the module

and select A Delete
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11 CCTV

Integriti integrates with a large number of video surveillance products. Support for
products is provided as a plugin installer. The plugin must be installed separately on the
Integriti server and any clients that will be used to view images provided by the integrated
device.

11.1 Installing Insight DVR plugins

The Integriti software management suite can be used with Insight DVR plugins. Installing
and using these plugins requires a slight change to the install procedure.

To install Insight Professional DVR plugins for use with Integriti:

e Stop all Integriti services.

e Run the Insight DVR plugin installer and continue through until you get to the
“Select Destination Location” dialog.

e Change the destination folder from the default to your Integriti installation folder.
Typically this path is “C-\Program Files\Inner Range\lntegriti
Pro\” on a Windows 7 64bit platform.

e Complete the installation.

e Start all Integriti services.

If you click the browse button to select the destination folder location

A when installing Insight Professional DVR plugins, \Insight’ will be
appended to the destination folder. You will need to remove this to
continue.

11.2 Enrolling video systems

&

|.— Mew Integrated
1. Clickonthe ™ /Hardware [op tollowed by Device :

2. Select the DVR plugin from the list in the new dialog that appears and click

% ok
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Plugin: ||

[a oK HG Can::ell

Figure 49

3. Enter the necessary connection settings for the plugin. These settings will vary from
plugin to plugin but will mostly consist of an IP address, User name and Password.

Site

Default Site
[l pefoult si (( RefreshDevice | |so: Refresh Child Devices
Mame

|:| Maintain Persisted Connection

Last Changed By

‘ Device Attributes | Child Devices

Created Maodified Cennecton -
2/10/2013 |~ [2/10/2013 |+ R
Motes ame
Password
Manitoring [
Actions
Monitor Actions False
Monitor Events False
Figure 50
(® Refresh Device = Refresh Child Devices
4. |If available, click the and buttons to
ensure the actions, cameras and/or any other devices are detected and enrolled
accordingly.

5. The option Maintain Persisted Connection is only required for situations where
messages are sent and/or received from the device.
6. Save and close the editor window for the CCTV Recorder.
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11.3 CCTV camera configuration

Once a video system has been enrolled, not all of the cameras may be required. Enabled
cameras take up camera licenses.

Disabling CCTV cameras...
o
CCTV Cameras
1. Click onthe tab followed by .
2. Double-click a CCTV Camera to disable. The Editor Window for the CCTV Camera
should appear.

On the right-hand side, click on Disable Device.
4. Save and close the editor window for the CCTV Camera.

#® | Hardware

w

11.4 Associating cameras with entities

By associating cameras with entities, operators can play back archived video from CCTV
Recorders when review events are generated for the entity.

Associating cameras with entities ...

b
CCTV Cameras
1. Clickonthe| ‘®Hardware |tab followed by i
2. Double-click a Camera to associate entities to. The Editor Window for the Camera

should appear.

On the right-hand side under| Assodated Enfities , click on the 3. Add

3. button.
4. From the window that appears, select the entity to associate with the Camera.
5. Save and close the window.

11.5 Viewing associated video from associated entities

If an entity has been associated with one or many cameras, you can view live video by

1"' .
right-clicking the entity and selecting s

Live feeds will appear for all cameras associated with the entity.

100



SYSTEM CONFIGURATION HANDBOOK

11.6 Viewing associated video with review

If an entity has been associated with one or many cameras, you can view archived video by

right clicking the entity and selecting

windows.

=7, Show CCTV Footage

from review or filter

18/03/2013 1:51:53PM Door 1 Lock Off by R&D (Door Logic) (RO1:X01) Details...
158/03/2013 1:51:53 PM R&D Locked by (Door Logic) (DO01) SE, Show CCTV Footage
158/03/2013 1:51: 458 PM Door1 Lock On by R&D (Door Logic) (RO1:X01) ! Edit RD (D1)...
18/03/2013 1:51:48 PM RE&D Timed Unlocked for 00005 secs by R&0 Readers &  Edit Darryl Hammitt (U3)..
158/03/2013 1:51:48 FM Darryl Hammitt Card Access at RO1:Rdr01 into R&D }
amdmmlmeaam 4 e A e - - L e fe ' % femma remah Figure 51
If more than one CCTV Camera has been associated with the one entity, clicking
*, Show CCTV Footage will open a panel with a camera matrix.
The video will begin playback from the time that the entity appeared in review.
11.7 Viewing video from schematics
You can view video from a schematic using one of two methods:
1. Right-click an icon used to represent a camera and click on Show Video
| @ [ n
o Show Videq\ |
L~ ' = Invoke Command
Figure 52

2. Click on anicon used to represent a camera then click on Show Video in the
Commands toolbox.

Commands ®

=

Show Video

y

Invoke Command

Figure 53

’ 101




SYSTEM CONFIGURATION HANDBOOK

12 Photo ID

Photo ID allows you to create Photo ID designs and print identification tags and badges for
Users (employees, contractors, visitors, etc...)

The Photo ID designer features include rotation and flipping of images, creation of various
arbitrary shapes, object alpha, support for double sided cards, barcodes, user photos and
custom field images.

There is no restriction on the number of designs or design dimensions. Photo ID designs
can be any one of a number of standard formats or user defined.

Printing ID cards is a two step process. First, you must create a Photo ID Design. Photo ID
provides simple tools which allow you to customise the design by inserting the required
graphics and fields into the card design and defining what fonts and colours will be used.

You can create and save as many different deigns as you like, each with a different layout.
Designs may include images, simple graphics, text and user database information such as user
names, company details and photos.

Once a design has been created, it can be used to print a batch of Users. To print designs,
you first select the users who will be issued with the new Photo ID Design, then issue the print
command from the context menu.

Card properties

Carc@®roperties  Show Rulers  Show Grid Element Z-index

Kk &M T ] e Toolbar control

9} ¥ Clear Selection

FrontI Back

Element T... Details 2
Firmware description Design element list  p—=t=—® %%lser.ExpiryDateTime % |
Label Expiry: r

- g EEEw Label Yollser.Motes%
IntEg "Itl E E E Label Department:
ONS

INTEGRATED SOLUTI

Rectangle
Name: User Firstdame® SUser.Seconddame Rectangle
= Image -
Department: Shner.Hotend
Expiry: 4User.ExpirybateTimed Background Colour | [ 219T29, 241 -
@ .' Selected item
properties

Design work area

Figure 54
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12.1 Creating a Photo ID Design

To create a Photo ID Design...
Photo ID

Open the Designs panel from the @ Access Control

tab.

Click the © Add New button to create a new Photo ID Design.
Give the new design a name and enter a description in the notes field.

Click on Card Properties .

Specify whether the design will be single or double sided.

Select the card orientation.

Specify the card measurement units.

Select the physical dimension standard or custom from the Card Type drop-down list.
a. If custom was selected, specify the Width and Height.

If required, adjust the DPI.

Click @ oK |

Place items on the design area.
Select an item from the toolbar.
a. Click and drag in the design area to place a new design element.
b. Adjust the placement of the newly placed design element by adjusting the element
handles.

c. Tweak the display element further by modifying the element properties to the right.

Continue creating items as required.
Save and close the editor window for the Photo ID design.
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13 Schematics & Element Presenters

104

Schematic allows operators to monitor status and control entities via an intuitive interface
based around graphical floor plans, site maps and mimic panels. Special items can be placed on
each diagram that indicate the status of various entities such as inputs, areas and auxiliaries in
real time.

Schematic can be used to:

e Import site plans

e Navigate between maps / diagrams

e Add entities to maps / diagrams

e Monitor site activity in real time

e View and acknowledge alarms

e Control items

e View video from associated CCTV sources.

Schematic maps, mimic panels and similar graphical interfaces are created using the Integriti
System Designer. Schematic maps can then be viewed in either Gate Keeper or System

Designer.

Iltems placed on the schematic are called map elements. Map elements are optionally linked to
entities. These can either be icon based, or be drawn as shapes.

Map elements can be used to highlight items on the schematic or indicate the state of entities.
Map elements do not update when you are modifying or creating a schematic map.

Supported image formats used throughout Integriti:

e BMP
e JPG
e GIF
e PNG
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13.1 Element Presenters

A presenter is a collection of format settings and rules that govern how a map item will
behave on the schematic. Presenters can only be assigned to a schematic map item if it is
linked to an entity.

A significant number of element presenters with a common theme exist by default within
the Integriti system, but there are occasions where the customer wants something a little
more specific to their particular installation. Integriti includes the ability to create new
presenters.

Element
To create element presenters, click on the [FfEEMErs | hutton in the Schematics group

under the | # System | tab.

Click on the @ Add New

button to create a new element presenter.

Often, it is desirable to create a new element presenter, based on an existing one (we do
not suggest editing default presenters as these may be over-written during software updates).
To achieve this, right click on the presenter on which you wish to base a new presenter, select
“Duplicate” and change the name, then edit the new presenter.

Double-click an existing element presenter to edit it.

Item Type

b AlwaysTrue o X +++ X Show OUWhe, Thickn... -+ X Display Item Name, T... == X [

Conditions p—»

Created Modified
1/1f0001 v 4/12{2012 -

Motes

State IsONE... »= X =++| % | Show Outline, Thickn... == X | Display Item Name, T... - X [ig

~—>

Icon format parameters Label format parameters

H-9 W 4 65 of9lkems b M @ X b, | | (2 Showltem History | 4 Set as Default Presenter

Site Conditions and Formatting

il 2ecco I b Add = Remove Shape format parameters
fame - Condition Icon Format Shape Fojmat

AuxLightBulb

Figure 55
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13.1.1 Condition

The condition under which the Icon, Shape or Label format will change to the values

specified.

Clicking on the ™" button will open the presenter rule/condition for editing.

Item specific property. Comparison operator. Comparison value.
Entity@® i+ Egquals [ J - o X -
[\9 OK. l |a Cancel |
Figure 56

Depending on the selected item type of the presenter, options in the presenter rule editor

will vary.
Examples of item specific properties for a door are:

e IsOn

e Summary

e Last Updated

e Extended Status
e Entity

If a number of conditions are met, the icon shape or label format associated with the last
(bottom-most) condition in the list is used. Because of this, it is often desirable to have, as the
very topmost condition in the list, an “Always True” condition which will be displayed when

none of the other conditions are met.
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13.1.2 Icon Format

From here you can select an image for the specific condition.

Clicking on the ™™ button will open the icon format window.

== A
@2 E.r|r
4 Format Settings
Display Image
Use Image as Cverlay |:|

Animate Once

Q

Change | Clear

Click €hange to select the desired image.

If the image is to be used to overlay other images of the element presenter, check the ‘Use

Image as Overlay’ checkbox.

If the selected image is an animated GIF, you can change the ‘Animate Once’ to True to

play the animation once or False to loop the animation.

13.1.3 Shape Format

Shiowe Outline

Cutline Thickness
Opacity

Interior Colour [
Cutline Colour —

13.1.3.1 Show outline

Default value: True

Setting this option to False will disable the outline of the item.
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13.1.3.2 Outline Thickness

Default value: 5 pixels

The value specified here will determine the thickness of the border / outline. A value of 0
will leave a 1 pixel border.

13.1.3.3 Opacity 0-255

Default value: 128 (semi-transparent)

The opacity affects both the Interior and outline colour. Use a value of 255 for opaque and
a value of 0 for transparent.

o B

13.1.3.4 Interior colour:

Default value: Grey (128,128,128)

Colour selections are made up of a combination of 3 values (Red, Green and Blue) in the
range of 0 and 255. The interior colour of the item can be a Web, System or Custom colour.
You can manually enter the colour or click the drop down to select the colour from the colour
picker.

Manual colour entry examples:

0,0,255 Blue .
255,0,0 Red .

0,255,0 Green .

0,255,255 Cyan

If the colour value entered has the same value as any of the colours found
0 under the Web or System colour picker tabs, it will automatically change to
the colour name.
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Custom | Web | System

Figure 59

Right-click any of the colour squares in the bottom two rows of the Custom tab to add your

own colour.

Hue: - Red: o

Sat: EI Green: 0
EDIDrISDIId Lum: 0 Blug: 0

| AddColor | | Close

Figure 60
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13.1.3.5 Outline color

Default value: Black (0,0,0)

The value specified here determines the colour of the outline/border surrounding the
schematic map item.

If the border is transparent, only the opacity setting will affect the specified border width
of the map item.

Example:
e Interior color — Web -> Cyan
e Opacity — 128
e OQutline color - Web -> Transparent
e OQutline Thickness— 5
e Show Outline — True

a
Outline —>
<+— Interior
Figure 61
13.1.4 Label Format
4 Format Settings

Use Mame For Text True -

Use State For Text -

Use Alarm Count For Text -

Additional Text

Text Colour N0 00 - X
Figure 62

13.1.4.1 Use Name For Text

Default value: True

When set to True, the name of the item associated with the presenter will be displayed.
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When set to False, the name of the item associated with the presenter will not be
displayed.

13.1.4.2 Use State For Text

Default value: (Blank)
When set to True, the state of the item associated with the presenter will be displayed.

When set to False, the state of the item associated with the presenter will not be
displayed.

13.1.4.3 Use Alarm Count For Text

Default value: (Blank)

When set to True, the alarm count of the item associated with the presenter will be
displayed.

When set to False, the alarm count of the item associated with the presenter will not be
displayed.

If the item associated with the presenter does not have an alarm count, setting this option
has no effect.

13.1.4.4 Additional Text

Default value: (Blank)

Text entered in this field is appended to the end of the label for the associated map item.
The text will be separated by a hyphen.

13.1.4.5 Text colour:

Default value: Black (0,0,0)

Colour selections are made up of a combination of 3 values (Red, Green and Blue) in the
range of 0 and 255. The interior colour of the item can be a Web, System or Custom colour.
You can manually enter the colour or click the drop down to select the colour from the colour

picker.

Manual colour entry examples:

0,0,255 Blue .
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Red .
Green .

0,255,255 Cyan

If the colour value entered has the same value as any of the colours found

under the Web or System colour picker tabs, it will automatically change to
the colour name.

Custom | Web | System

Hue Red: '

Sat: EI Green: 0
EDIDrISDIId Lum: 0 Blue: 0

| AddColor | | Close

Figure 63

Right-click any of the colour squares in the bottom two rows of the Custom tab to add your
own colour.

Figure 64
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13.2 Configuration of Schematic Maps

Schematic maps are created, modified and removed through the Integriti System Designer.

Schematic maps are found in the Schematics group under the| % System |tab. Click the

Schematic
M3ps | putton to open the schematic maps panel.

@y Add Mew

1. Clickon to open the schematic map designer.

To modify an existing schematic map:

1. Login to the Integriti System Designer.
Schematic

2. Clickon the| % System |tab followed by | Maps
3. Double-click one of the existing the maps.

H-9 Open the map In a — ———— e in New Window
panel for viewing.
Site Map Properties  Zoom:  Window @ - Auto Switch to Select Tool:
Al occe k@jO\ one
M,
e Open the map —
properties.
Last Changed By
Created
6/12/2012 Schematic map =
Notes toolbar.
Change the map )
zoom level.

Figure 65
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13.2.1 Map properties

Click the Map Froperties b utton will open the schematic map properties.

13.2.1.1 Background

The map background width and height are determined automatically when loading a
background image. You can adjust these values manually but this will stretch the background
image (if one has been specified).

The background colour is white (255,255,255) by default. It is only visible if there is no
background image or the image has transparent regions.

To load a background image, click on the ‘=hange | pytton.

To remove the background image, click on the “&3" button.

13.2.1.2 Grid Overlay

| -4 | s |wlclofe|Fr|a|H]]

Grid overlay >

Rulers

Sl | @] 2] | m] |

Figure 66
Enabling the grid overlay will place dotted grid lines over the schematic.
Enabling the rulers will place alphanumeric grid reference rulers to the top and left of the

schematic map.

The grid block width and height are measured in pixels. The scale of the grid will vary with
the schematic map zoom level.
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13.2.1.3 Default Font

The default font used for schematic maps is Arial, 12pt. This can be adjusted by clicking
on the ellipsis (") and selecting your font preferences in the font selection window.

The default font will be used for all newly created schematic map items. Changing the
default font will not override font settings for existing map items.

13.2.2 Schematic map toolbar
The schematic toolbar contains all of the controls necessary for creating the schematic.

o) Select tool

The select tool allows you to select and modify properties of items on the schematic.
Ticking Auto Switch to Select Tool will cause the select tool to become active after a new
item has been successfully added to the schematic.

@ Pan tool

If the schematic is at a zoom level larger than the screen, use this tool to move the
schematic around the screen.

= Rectangle tool

To draw a rectangle on the schematic:
1. Select the rectangle tool.
2. Click and drag to draw a rectangle. Where you press and release your mouse
button will define the shape of the rectangle.
e Pressing and holding shift for this step will allow you to create a square.
3. The Map Element Properties window will appear immediately after the element
has been drawn.

© Ellipse tool

To draw an eclipse on the schematic:

1. Select the eclipse tool.
2. Click and drag to draw an ellipse. Where you press and release your mouse button
will define the shape of the ellipse.
e Pressing and holding shift for this step will allow you to create a circle.
3. The Map Element Properties window will appear immediately after the element
has been drawn.
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\\ Line tool

To draw a line on the schematic:

Select the line tool.

Click and drag to draw the line. Where you press and release your mouse button
will define the position and length of the line.

The Map Element Properties window will appear immediately after the element
has been drawn.

& Freeform tool

To draw a freeform element on the schematic:

N

Select the freeform tool.

Click once at the starting point of where you want to create the freeform object.
Continue clicking on the schematic to place multiple points on the freeform
element.

When you have finished, double-click.

The Map Element Properties window will appear immediately after the element
has been drawn.

Once you have closed the Map Element Properties window, you can continue to fine tune
the freeform element.

Click and drag your mouse along any freeform line to create a new node on the element.
Right-click any node on the freeform element to delete it.

You can click and drag any existing nodes on the freeform element.

(2]

Icon tool

Click where you would like to place the icon.

T

Label tool

Click where you would like to place a text label.

| =

= Image tool

Click where you would like to place the image.
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13.2.3 Map Element Properties

Every item placed on the schematic map has its own set of properties.

Linked Ttem
X
Presenter
| x
Default Display Settings
Default Display Settings [
Interior Color Gray
Opadity 128
Outline Color Black
Outline Thickness 5
Show Outline True
Additional Commands
gp Add == Remove
Mame Command
] [a Cancel ]

Figure 67

13.2.3.1 Linked Item

If a map element is linked to something, it will reflect the status of whatever it is linked to
which is determined by the selected presenter.

To link the element to an item, click the *** and select the item from the list that appears.

To remove the link, click on the *.
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13.2.3.2 Presenter

A presenter is a collection of format settings and rules that govern how a map item will
behave on the schematic. Presenters can only be assigned to a schematic map item if it is
linked to an entity.

When a linked item has been selected, an element presenter will automatically be
associated with the schematic map item. If a default element presenter for the item type has
not been designated, the element presenter that is automatically associated with the map
item will be randomly selected.

Some presenters have been included with the Integriti software to cover common map
item types. The included presenter item types are:

e Area

e Auxiliary

e Camera

e Controller

e Door

e I|nput

e LCD Terminal
e Macro

e Schematic Map
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13.2.3.3 Default Display settings

13.2.3.3.1 Interior colour:

Default value: Grey (128,128,128)

Colour selections are made up of a combination of 3 values (Red, Green and Blue) in the
range of 0 and 255. The interior colour of the item can be a Web, System or Custom colour.
You can manually enter the colour or click the drop down to select the colour from the colour
picker.

Manual colour entry examples:

0,0,255 Blue .
[

255,0,0 Red
0,255,0 Green .

0,255,255 Cyan

If the colour value entered has the same value as any of the colours found
o under the Web or System colour picker tabs, it will automatically change to
the colour name.

Custom | Web | System

Figure 68

Right-click any of the colour squares in the bottom two rows of the Custom tab to add your
own colour.
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Hue Red: '

Sat: EI Green: 0
EDIDrISDIId Lum: 0 Blue: 0

| AddColor | | Close

Figure 69

13.2.3.3.2 Opacity 0-255

Default value: 128 (semi-transparent)

The opacity affects both the Interior and outline colour. Use a value of 255 for opaque and
a value of 0 for transparent.

(o T

T30 |
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13.2.3.3.3 Outline color

Default value: Black (0,0,0)

The value specified here determines the colour of the outline/border surrounding the
schematic map item.

If the border is transparent, only the opacity setting will affect the specified border width
of the map item.

Example:
e Interior color — Web -> Cyan
e Opacity — 128
e Qutline color— Web -> Transparent
e OQutline Thickness— 5
e Show Outline — True

Outline —>

<4+— Interior

Figure 70

13.2.3.3.4 Outline Thickness

Default value: 5 pixels

The value specified here will determine the thickness of the border / outline. A value of 0
will leave a 1 pixel border.

13.2.3.3.5 Show outline

Default value: True

Setting this option to False will disable the outline of the item.
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13.2.3.4 Additional Commands

Schematic map items can have custom commands assigned to them. When an operator
clicks (or right-clicks) a schematic map item, a list of the available commands will be presented
to them. Additional commands are appended to the end of the list.

o 0 [m} ||
Ef Recent Ackivity
o]
] n
Unlock,
Unlock {Timed)
Lock

Door-User Ackivity Repork

B B [E5EE

Door-User reference repork

Turn on autside Lights

Figure 71

13.2.3.4.1 Creating additional commands

Click on "= ddd to create an additional command in the additional commands list.
Click in the name field and give a name to the new command.
Click on the command field followed by ***
Select an option from the Action Type drop down list.
e See the table below for more information.

PwWw NPE
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None

Does not perform any action. Can be used as a place holder
for future use or for entering notes.

ControllerAction

Can assert or dis-assert any action on the controller.
Specify the action to send and the edge type.

Backup the entire database to a specified location. DB
Backup has two options:

DBBacku
P e Include review data.
e Append a date/time stamp the exported filename.
Not used here.
Delay This action type should only be used within a sequential list
(below).
LogReview Put a message in review. You can specify the review level

and the message text.

ParallellList

Execute a list of commands in parallel.
This will open a new Configure Task Action window where a
list of actions can be executed in simultaneously.

Execute a list of commands in order.

SequentiallList This will open a new Configure Task Action window where a
list of actions can be executed in order.
Synchronise the time/date of one or many controllers.
To update the time of all Integriti controllers, leave the
SyncTime controller field blank.

To update a specific Integriti controller, open a controller for
editing, copy its name and paste it in to this field.
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14 Layouts & Editors

The layout of the entire management suite can be customised and stored. Stored layouts

include:

e Positioning of each individual docking panel.
e Its own layout set. Which includes:
0 Positioning of each individual dialog window.
0 Content layout of each entity editor dialog window.

Layouts can be assigned to individual operators as required.

To customise an individual docking panel, open it and click the " # button.

[ windaw

Additional layout configuration settings are found under the tab.

Pressing the -ResetLayout button will restore the entire layout back to the factory

default settings.

14.1 Layouts

Layouts contain information about the panel(s) that are displayed and their position. Client
workstations can be configured to automatically load a layout on start-up. There are two
types of layouts — Personal and System.

Personal layouts are tied to the individual operator. Where permitted, operators can
create their own System Designer and Gatekeeper layout.

System layouts can be used as the ‘default’ or an ‘enforced’ layout by configuring operator
type permissions.

Personal layouts are automatically associated with the operator who created them. They
are intended to be used by “Power Users” who wish to define several layouts for their own
personal use. System Layouts on the other hand can be associated with operators for
whom it is desired that they have 1 fixed layout whenever they use the software. If you
have already created a personal layout with your own operator, and need to change it into
a System Layout, simply load the personal layout, then select the “Save Layout” button and
press “System Layout”. This can then be associated with another operator.
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14.2 Creating and saving layouts

o ——T

3 B

Personal System
Click on the [ L@¥outs | o [L3YOUIS | 1y 1ttons to open one of the layout managers.

Layu:uut Name A | Active Layout Load On Startup Save On Exit Appllcatlu:un

bt |.e Reset Layout |.a Ok 1

Figure 72

Each client can have its own layout that is loaded in start-up. To select the desired layout,
click on the radio button in the ‘Load On Startup’ column to the right of the desired layout.

The active layout can be changed at any time by opening the layout manager and clicking
on the radio button in the ‘Active Layout’ column to the right of the desired layout.

If the active layout has the ‘Save On Exit’ checkbox ticked, the layout will be saved when
the Integriti software management suite is closed. Next time the layout is loaded, the
layout will restore to the state it was in prior to Integriti closing.

Clicking the (&} Update Existing button will save the currently active layout over an existing
layout.

Clicking (el Save As New will allow you to save the current layout as a new layout. A dialog

window will appear prompting the user to enter a name for the new layout.

Layout Mame:  Admin|

[@ Personal Layout H@ System Layout H}( Cancel ]

Figure 73

Enter the name of the layout then click on the ['ﬁj Personal Layout ] or [@ Scien L avul ]
button to save.
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|J;T§]

Load
Click on the button to load a specific layout.
Layout Mame & |ayout Type -
Default i Perzonal Layout
Guard System Layout
Reception System Layout

[a oK HG Cancell

Figure 74

Click on the desired layout followed by 9 o

14.3 Editor layout sets

""b_—\_‘
L
Editar

Click on the (139Ut | hytton under the| P window |tab to open the editor layouts panel.

The ‘Default’ editor layout set is suitable for most applications. The ability to create
custom editor layouts allows you to:

e Hide unused / unnecessary portions of the layout.

e Rearrange each individual layout.

e Add custom content to layouts.
Editor layouts may be customised to suit individual operators or operator groups.
Double-click an editor layout set to re-configure it or click alciciony to create a new one.
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| »

m

! Door
[T -

Default

=~ = 1 of 1 tems @& X . 0 ) Showltern History | =) Load Layout Set
Cite Editor Layouts
{4l Default Site Item Type < Editor
Name » £y Air Conditioner Defaulf
Default B Analog Calibration Default
Last Changed By & Analog Comparison Default
% Installd Editor. ] ,*. Apartment Default
Created = Area Default
3/12/2012 v 3132012 e <gy Area List Defaul
[oEe L & Auiliary Default
Editor modified? = Ausdiary List 2l
~ Card Format Default
~ [Z2] Card Template Default
Clicking the icon will . Comms Task DefEulf
defaullt the editor @ Compound Entity Derut
\ ayout. J J®; Control Module Default
A Controller Default
“F| DNS Server Default

B el Gl el Gl @Gl el Gl el el el el Gl el el e

Individual editor layouts can be defaulted by clicking the "E icon.

Figure 75

To edit an editor layout, double-click it to open the editor dialog window in layout mode.

Mame

Last Changed By

Created

Modified

3[12/2012

Motes

~[|[3r1272012 -

Properties

|

D@9

Hidden Items | Layout Tree View |

o

ﬂ Empty Space Ttem
A Label

| 1] separator

1» splitter

@ Calibrate Calculation
& CCTV Cameras Assodated
@ Display String

@ Effective Gain

@ Format / Scale

@ Gan

@ Maximum String

& Minimum String

@ oOffset

@ shift

Editor layout.

Layout toolbox.

Figure 76
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Please refer to the document titled ‘Interface Elements for Integriti’ for more information
on how to use the layout manager.

i Toggle between the Editor and a preview of the
B Save the current layout.
Lr ] Restore the layout back to the factory default. (Click Save to commit changes)

128
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15 Communications Tasks

All external system communication is controlled by means of ‘Comms Tasks’. As the name
suggests a Comms Task is a communications task or job that you wish the system to carry out.
Because there can be more than one Comms Task, it is also possible for more than one
communications task to be operating at once.

e.g. To configure the system for a review printer you simply allocate one of the available
Comms Tasks to perform the automation function. If you wish an alarms dialler to be
operational as well, you simply assign another Comms Tasks the job of being a dialler format
such as Contact ID.

The total number of available Comms Tasks available is ten (including the Integriti Comms
Task). Comms Tasks can either be “active” or “idle”. When the system is powered up, all
programmed Comms Tasks are set to active so they can immediately start their intended
function. If you wish to stop a Comms Task, for example abort a dialler format halfway
through reporting, simply set that Comms Task to idle.

15.1 Serial Channel

Comms Tasks use communications ports to communicate with the outside world.

When a Comms Task is set to carry out a function, for example send data to a printer, it
will be configured to use one of the available communications ports. For example a Comms
Task programmed for automation may be configured to use “Unibus UART 1 (1)”. This means
that “Unibus UART 1 (1)” cannot be used for any other purpose unless the Comms Task is set
to idle. Some Comms Tasks may share ports with other Comms Tasks. For example, Comms
Tasks designed to be used with the modem can share the one communications port. Although
these tasks may be configured to use the modem, when they are not reporting they are not
using the port. If both tasks needed to use the modem for reporting at the same time, one
Comms Task will use the port first and, when finished, the other Comms Task will use the port.

Comms Task types describe the job a particular Comms Task is to perform. For example,
programming a Comms Task to Dialler will invoke a Contact ID, IR Fast, SIA or 4+2 dialler. The
programming of options for the Dialler is unique to that Comms Task. If another Comms Task
were also to be programmed to Dialler, the options for this Comms Task will be separate from
those of the pre-existing one. This allows the commissioning of dual reporting with each
Comms Task using its own Telephone Numbers and options. Listed below are the possible
Comms Task types.

A maximum of 10 communication tasks can exist on the Integriti controller.

129



SYSTEM CONFIGURATION HANDBOOK

The number of serial channels available will depend upon the number of
UniBus devices fitted to the Integriti controller.

Available Serial Channels:

e None

e Modem

e Onboard RS485 Reader Port
e UARTO

e Unibus UART 1 (1)
e Unibus UART 1 (2)
e Unibus UART 2 (1)
e Unibus UART 2 (2)
e Unibus UART 3 (1)
Unibus UART 3 (2)

e Unibus UART 4 (1)
e Unibus UART 4 (2)
e USB Master

e USB Slave
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15.2 Communications tasks:

15.2.1 Integriti

This communications task is usually present and active on an Integriti controller. The
Integriti communications task is used to connect an Integriti controller its server. The Integriti
communications task is usually the 1°* communications task in the system.

15.2.2 Monitor

The Monitor communications task is reserved for use by Inner Range.

15.2.3 Dialler

This communications task uses the on board legacy modem to transmit messages back to
the monitoring centre. Supported communications formats are:

e |RFast

e ContactID

e S|A

o 4+2
15.2.4 GSM

The GSM Communications Task can interface with one of the many Inner Range FE3000 or
Inner Range Multipath STU products. The Integriti Controller's GSM Communications Task is
used to communicate reportable events to a Central Monitoring Station, to send reportable
events via SMS message and/or to receive SMS control messages.

15.2.5 Automation

The automation communications task can be used for review printing and
acknowledgement as well as control and interrogation of the controller. This communications
task works over a serial UART or Ethernet.

Control and interrogation options require licensing.

131



SYSTEM CONFIGURATION HANDBOOK

15.2.6 EMS

Low and high level lift interfacing is available using this communications task. This is a
licensed option.

15.2.7 Securitel

The Securitel network was a “direct-line” alarm transmission network that was supplied
and maintained by Telstra. Alarm panels in the field were connected to a Subscriber Terminal
Unit (a STU) and the STU would communicate events via the PSTN to Nodes that were hosted
by Telstra. These events were then transmitted to a Central Monitoring Station for
processing/actioning.

15.2.8 Intercom

The Integriti Controller has an Intercom Comms Task and an Apartment entity structure.
The Integriti Controller’s philosophy for an Intercom system is that there is an Apartment that
can grant access to a Call Location. An Apartment can optionally have a Floor defined as well
as having an Intercom System Floor and an Intercom System Unit. Up to 32 Call Locations can
be defined in the Intercom Comms Task and each can optionally have a Door and/or up to 4
Lift Cars defined. When the Intercom Comms Task detects that an Apartment has granted
access to a Call Location, the defined Door and Lift(s) are temporarily unlocked/unsecured to
allow access.



SYSTEM CONFIGURATION HANDBOOK

16 Communications Handlers

Communications Handlers work as a conduit between the Integriti Application Server
service (the Integriti server) and other 3" party products.

16.1 Review Receiver

Integriti 3rd party review receiver allows review to be streamed from a third party TCP client
to the Integriti server for review logging.

Please refer to the document titled ‘Integriti Communications Handlers - Review Receiver’ for
more information.

16.2 Review Sender

Integriti review sender allows review to be streamed to a third party TCP client.

Please refer to the document titled ‘Integriti Communications Handlers - Review Sender’ for
more information.

16.3 REST/XML Web Service

The Integriti application server hosts a REST/XML based Web Service allowing integration
with a wide variety of programming languages and environments in a stateless, query based
fashion.

Please refer to the document titled ‘Integriti Communications Handlers - REST XML Web
Service’ for more information.
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17 Alerts

Alerts bring to the attention of one or many operators the change of state of one or many

events.

Alerts consist of Alert Definitions, Alert Groups, Alert Views and Response Plans. Alert
Definitions contain all of the information necessary to define the source of the alert and the
appearance of the alert. Alert definitions can optionally invoke actions at various stages of the

alerts lifecycle.

Alerts are created and configured in the Integriti System Designer. Alerts are actioned
within Integriti Gate Keeper.

Alerts should only be used in situations where human intervention is required.
i.e. “An Operator must acknowledge an alert”
For automated actions, a Scheduled Tasks should be configured.

-

‘ Alert View: Default Alert View; Showing 2 |

£F Claim # Action & ForceFinalize @ UnMute J Un Claim M Hide Alerts Claimed by Other Operators
Date f Time Created Date [ Time Updated * ... Activations Priarity * State Operato
¥ Type here to search... Q Type here to search... Q Q Type here tuq Type here to seaﬂ Type here to seaq Type he

b

Figure 77
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Alert Definitions

P WN e

Alert Source | Basic |Created | Retriggered I Claimed | Finalised | Claim Timeout | Finalise Timeout

Enahbled

Priarity Priarity1 -
[ Allow finalize without requesting response

Response Plan CELRD- 4
Foreground Color Jo,0,0,0 -
Background Color Jo,0,0,0 -
Groups X e

Figure 78

To create a new Alert Group...

A

Alert
Definitions

{4 administration

Open the panel from the tab.

Click the Shlcicibion button to create a new Alert Definition.
Give the new Alert Definition a name and enter a description in the notes field.

Click on the Alert Source tab.

a. Select an alert source from the drop down list.
e Intruder Events
i.  Three filters are available for intruder events. If a field is left blank then it is
considered as ‘all’. The three filters use AND logic.

ii.  Select one or many sites, areas or inputs by clicking the "**' to the right of the
field to open a selection window.

iii. Select one or many items from the list and click .

iv.  The two ‘Group Alerts by’ buttons will group alerts of the same type in the
alert view based on Areas, Inputs or both.
e Review Filter
i Information on how to create filter stacks is available in the appendix under
the section titled ‘Filter Stacks’.
ii.  Tick ‘Group All Active Alerts for this Alert Definition’ to group alerts of the
same type in the alert view.
e Hardware Offline
i.  Two filters are available for hardware offline. If a field is left blank then it is
considered as ‘all’. The filters use AND logic.

ii.  Select one or many sites and/or modules by clicking the ™" to the right of the
field to open a selection window.

135



SYSTEM CONFIGURATION HANDBOOK

iii.  Select one or many items from the list and click |‘9 il |

iv.  Tick the group alerts by bodules checkbox to group alerts of the same type in
the alert view.

The remaining tabs have their own action list that will execute at various stages of the alert.

a. To execute all of the items in the list simultaneously, click on the Eecuicintaniie) button.

b. To add actions to a list, click on the 3. fidd button.
e For more information on the various actions available, see the section titled ‘Actions’.

c. If ‘Supress if muted’ is ticked under the Retriggered tab, actions in that list will not be
executed.

d | Finalise Timeout |tabs each have their own time out in hours, minutes
and seconds. Setting these values will cause the actions in the list to be executed once the
time specified has expired.

The| Claim Timeout |an

Click - and close the Alert Definition.

17.1 Alert Groups

PWN R

136

An Alert Group is a logical place holder for Alert Definitions. An Alert Group has no
properties of its own. It is used for organising alerts only (such as in Alert Views).

To create a new Alert Group...

R

Alert
Open the | 5r%9PS | hanel from the
0y Add Mew

{=1) Adminiskrakion tab.

Click the button to create a new Alert Group.
Give the new Alert Group a name and enter a description in the notes field.

Click = i and close the Alert Group.
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17.2 Alert Views

i & WhN e

Alert Views are lists containing Alerts belonging to the groups specified within the Alert
View.

To create a new Alert View...

Alert — — _
Open the | V€95 | panel from the! ** Admiristration | o).
Click the & Add New button to create a new Alert View.

Give the new Alert View a name and enter a description in the notes field.

Expand-out Settings and click on the ™"/ to the right of groups.

In the window that appears, click on the 299 b tton and select one or many Alert Groups
from the list that appears.

QK Ok

Clickl |to confirm your selection. Click |"9 | once more to go back to the

Alert View editor window.

Click - and close the Alert View.
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17.3 Response Plans

Response Plans can be used as an alternative to the default Finalize Response window.
Response Plan windows can contain custom text in the form of instructions, checklists,
buttons, alert details, response history and operator response items.

For more information on the Response Plan layout manager, please refer to the document
titled ‘Interface Elements for Integriti’.

[ SwiTw to Preview Mode ]

Switch between
Preview / Design
modes

0

Properties for the
selected item.

Layout toolbox

Drop controls here

Response Items 1 Layout Items

[ Delete Selected Item ]

Add Instructions Box Item

Add Checklist Steps Item

Response Plan layout P——

Add Response History Item

)
)
]
Add Alert Details View Ttem ]
]
]

Add Operator Response [tem

Figure 79

17.3.1 Delete Selected Item

Delete Selected Ttem

Clicking this button will delete the selected item from the response plan layout.
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17.3.2 Information Box Item

| Add Instructions Box Item

Selecting this and dragging it over to the Response Plan Layout designer on the left adds a
text box containing configurable text.

Intrusion Event Instructions

1. Motify guard to patrol to investigate,
2. Motify duty manager.
3. Log patrols findings in response windaow,

Figure 80

There are three configurable options available:

Information Text — Contains plain text. Format strings can be used here by clicking the
ellipsis button.

Caption Text — This is an optional text label for the Instruction Box item.

Font — Set the type of font used.

17.3.3 Information Display Item

| Add Checklist Steps Ttem

Selecting this and dragging it over to the Response Plan Layout designer on the left adds a
box containing configurable important text. This text can be horizontally and vertically aligned,
as well as have different sizes and formatting options.

Figure 81
There are five configurable options available:

Information Text —This can contain formatting tags and Format String Keywords alongside
text. The Configure Format Strings form can be opened by clicking the ellipsis button.

Vertical Alignment — Allows setting of vertical alignment to Default, Top, Center, or
Bottom.

Horizontal Alignment — Allows setting of horizontal alignment to Default, Top, Center, or
Bottom.

Caption Text — This is an optional text label for the Checklist Step item.

Font — Set the type of font used.
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17.3.4 Alert Custom Field

Selecting this and dragging it over to the Response Plan Layout designer on the left adds a
field that is linked to a selectable Alerts Custom Field. This allows the operator experiencing
the Response plan to add customisable input, which appears in Gatekeeper beside the alert.

17.3.5 Action Button

Add Button Item

Clicking this button adds a Button Item to the Response Plan. Response plan buttons can
invoke any action in the section ‘Action types’.

Y 4
b4

Eat donut

Figure 82
Button Action — Set the action for this button to invoke when clicked.
Button Text — Text for this button to display.

Button Image — Optional button image. Click the "** to open a .bmp, .gif, .jpg, .png or .ico.
Button Text — Optional text displayed on the button

Image Width — The width of the image in pixels

Image Height — The Height of the image in pixels

17.3.6 Alert Details

Add Alert Details View Item

The Alert Details View Item displays review history that is directly related to the alert.

Alert Details

Time Generated Message it

® Type here to search...  Q  Type here to search... Q2 £

P 5022013 2:16:48 FM Alarm Activated on C01:Z11 by Are...
3/02/2013 2:16:50 PM Alarm Restored on C01:Z211 by Are...
3/02/2013 2:16:51 FM Alarm Activated on C01:Z11 by Are...
3022013 2:16:52 PM Alarm Restored on C01:Z11 by Are...
3/02/2013 2:16:53 PM Alarm Activated on C01:Z11 by Are...
3/02/2013 2:16:54 FM Alarm Restored on CO01:Z11 by Are...

3/02/2013 2:16:56 PM Alarm Activated on C01:Z211 by Are...

T L L LT I S al - ' 1 e maa

Figure 83
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17.3.7 Response History Item

Add Response History Item

The Response History Item displays information regarding the alert such as the creation
time, who claimed it, what checklist items have been given values and what response text
operators have added to the alert.

Response History

Response Time Message Operator
¥ Type here to search. .. Q Type here to search. .. 3 Type here to seahd
¥ 8022013 2:16:45 PM Alert was created
12/02/2013 11:45:00 AM Operator Installer daimed the alert Installer
12/02/2013 11:45:03 AM Operator Installer un-daimed the alert Installer
12/02/2013 11:45:05 AM Operator Installer daimed the alert Installer
Figure 84
17.3.8 Add Operator Response Item
Add Operator Response Ttem ]
Clicking this button adds an Operator Response Item to the Response Plan. Operators can add
their own text to the alert. Clicking the | Submit Response l will add the text to the Response
History.
Operator Response
Found Ethan Hunt dangling in the middle of the server room.
Submit Response
Figure 85

There are two options available:
Caption Text — Text to display above the stream.
Text Font — Which font to use.
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17.3.9 CCTV Stream

Selecting this and dragging it over to the Layout Designer will create an area which displays
a CCTV camera feed when the response plan is shown. This will automatically show feed from
the CCTV Camera which has been associated with one or more of the entities which functioned
as the trigger for the Alert.

There are two options available:
Caption Text — Text to display above the stream.
Text Font — Which font to use for the caption.

17.3.10 Browser Item

Selecting this and dragging it over to the Layout Designer will create a section which
functions as a web browser displaying a single page when the response plan is shown. The URL
can be configured via the ‘Browser Url’ setting of the item.

There are three options available:

Browser Url — The URL to open when the Plan is shown.
Caption Text — The text to display above the Browser Item.
Text Font — Which font to use for the caption.

17.3.11 Creating a new Response Plan

To create a new Response Plan...

b S

Response

Open the  Flans | panel from the &l Administration |

Click the 5D Add New button to create a new Response Plan.

Give the new Response Plan a name and enter a description in the notes field.

Using the information provided above, create your response plan layout. For information on
layout editor usage, please read the document titled ‘Interface Elements for Integriti’.

Click - and close the Response Plan.
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18 Importing Data

Operators with access to the Import data button (accessible from the administration tab)
can sort data from a CSV file in to the Integriti database. This feature gives the operator the
ability to create, modify or remove a number of records with ease.

The import tool caters for CSV files with varying layouts and column placement. CSV
exports from Insight or files provided by end users can be imported directly in to Integriti.

There are two methods used to import a CSV file. Users can manually import CSV files on a

case by case basis or they can create CSV import settings if a known CSV format is going to be
used regularly.

18.1 Importing CSV files - manually

L E

Irnpork
[ata

1. Start by clicking on the button under the {0 Admiristr.ation tab.
2. An open file dialog window will appear. Find and open your CSV file.

3. The following dialog will ask you to select your saved pre-set, from the list of options (if any),

. . . Mexk =
select ‘Define settings as you go’ and clickl =
CSV Settings
Delimiter: (@) Comma 0 Tab Quote Character: (@) Double Quote () Single Quote
() semicolon  (7) Other |, (") Other
|| Has Column Headers Test Import

Data Preview

Figure 86

4. The CSV settings dialog window will appear (Figure 86). Click to see if the CSV file
will be imported correctly.

If it does not look correct you have a few options:
e You can attempt to open the CSV file yourself with a text editing program and see
how the file is structured.

e You can play with the CSV settings and use the button to see if you

can use a few educated guesses to determine the CSV layout.
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e You can consult whoever issued you with this CSV file and see if they can provide
details on the file structure.

Bad test import examples:

Colurmn0 Columnl Columnz Calurnind
[ secondname  pin b ##¥,seCON..
Inskaller 01 Installer,,0...
Richie Florencio 0z Richie,Flore. ..
Trenton Buckalew 03 Trentan,Bu. ..
Hugh Sankowski 04 Hugh, Sank...
Luci Flesher 0s 8 Luci,Flesher...
Bertra
Figure 87
A good example of what a test import should look like:
HAH secondname  pin
¥ Installer 01
Richie Flarencio nz
Trenkon Buckalew 03
Hugh Sankowsk 04
Luci Flesher ns
Bertram Scargall 0&
Figure 88
If you are importing from Insight, the settings required are Comma
0 delimiter, Double quoted and Has column headers.
5. Asof Version 17, the software does not allow duplicate credentials in the database.
For example, 2 users each with an active card that has the exact same card data.
This feature also extends to PIN’s and RF Remotes.
On Credential Clash | Remove/Invalidate Credential -
| RemoveInvalidate Credential
Skip Fow
Take Existing Credential
Figure 89

This option allows the user to choose how to resolve imported data that would otherwise
cause a clash:

e Remove / Invalidate Credential
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Still import all of the other user data / but without the problematic

Credential
For Cards, this will leave the imported user with the card, but it will be

marked as “Inactive — Duplicated”
For PIN’s, the imported users PIN will be blank (no PIN)

e Skip Row
Only relevant for imports that contain more than one user. Keep

importing, but don’t import this user at all.

e Take Existing Credential
This option removes the Credential from the other (not being imported)

user so the import can proceed.
Caution: This could result in an existing user no longer having the access

rights they should.
Use this option if you are certain the imported data has the correct card

assignments.

6. Click & to proceed to field mappings.

Property of import Optional
type within Integriti. transformation.

Type to Import | & User

Key Property N®he Import File Column Mame Transformation
First Mame(s) FEE ®
Second Name secondname
I Security PIN - -
* Column in CSV. -
Add new mapping.
W« 4 Record3of3 b w M - - ¥ X

Figure 90

The field mappings dialog allows you to create a lookup table for as many fields in your CSV

file as you require.

6.1. Select the type of data you will be importing from the CSV file.

Type bo Impart | & User
&% Enkity
r# LAM Module
%> GlobalEntity
M Cperator
= Dperator Type
& Holiday

iy User %

m

Figure 91
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6.2. Begin filling in the lookup table by entering the 1°** Property name of the import type.

6.3. Select the Import column to map to the CSV file.

6.4. Transformation is a powerful option that gives you the ability to govern how the data
within the CSV field will be interpreted. In most cases you can leave this field blank.

6.5. Repeat steps 5.2 — 5.3 until the necessary mappings have been created.

When you are ready to proceed with the import, click M= [and the import process will
begin.

(. Importing Entities
%=/ Persisting Entities

Figure 92

18.2 Importing CSV files - Import Configuration

@ NouhsR WN B
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Import configuration allows you to save the import settings for use every time you need to
import a file of the same type.

Imnpork p— — ]
Start by clicking on the | “onfiguration | b tton under the | Administration | a1,
Click the CD Add New button in the Import Configuration panel.

Give the new Import Configuration a name and enter a description in the notes field.

Click the |__** | button and select the file that is to be opened and imported.
Just as in the manual import procedure above click the appropriate CSV settings.
Select the Type to Import.

Fill in the lookup table with the appropriate fields to match the imported file.

Click = and close the Import Configuration.
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18.2.1 To use the newly created Import Configuration:

T

Import = — ]
Start by clicking on the | P22 | putton under the| S |tab.

An open file dialog window will appear. Find and open your CSV file.
The following dialog will ask you to select your saved pre-set, from the list of options. Drop the
list box down and select the pre-set (Import Configuration) you created earlier and click

. Mext =
. Mexk =
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19 Integriti Server Management

19.1 License Management

Use the license manager to view, add and update licenses.
Y.

n

E] — : License
Administration | b Click on the | Manager |

License key management is found under the|
button to open the license manager.

Registration Details
Product Key 300000000 0000000000 X000
Totals Past and Present Cliert Connections
Feature Name Cuantity HostMName SeatType KeyData
" N T
Fixed Client Connections 1
Floating Client Connections o
CCTV Cameras 32
Doors 66
License Keys
License Key Description Expiry
RS U TOO W Advanced Mot Featresx ] [OPLN Click to Disable
KHRHR-NEHEN-HRWRH-KNHNN-, |CCTV Integration (30 Cameras)x 1 81204 Click to Disable
000000 )- .. | Advanced Reports x 1 12317213 Click to Disable
OO0, | Bi-Directional 3rd Party Gateway x 1 1113723 Click to Disable
KHEHRDARHN-HRNAN-HENNN-... | Advanced Reports x 1 61472014 Click to Disable
00000000 0000- ., | Doorx 50 921/23 Click to Disable
OO0, | Bi-Directional 3rd Party Gatewayx 1 /2772014 Click to Disable
KHRRR-NEHRN-RRXEH-KNANK-.., | Server Activation 1113723 Click to Disable
Add License Key | | Update From Web Close

Figure 93

A summary of your license keys is displayed in the ‘totals table’ on the left side of the
license manager.

Each individual license key is displayed in a list at the bottom of the license manager.

‘Fixed Client Seats’ are licenses allocated to client machines that are going to connect to
the Integriti server.

Click | Gick to Disable | t5 disable a license key. Once you have clicked the | Click to Disable
button, it will change to | ickto Enable | 14 re_enable the license click | Slickto Enable |

CIick[ Add License Key ]to open a new dialog and manually enter in your license key.

CIick[ Update From Web ]to automatically update your license keys from the Integriti
software license server.
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19.2 Operators and Operator Types

Operators are used to access the Integriti software management suite. The Operator Types
are groups of settings that define what content can be viewed, modified, removed, etc...

Each Operator is given an Operator Type that defines how much (or how little) they can
access within the System Designer and Gate Keeper.

19.3 Operator Type

{4 administration

"IIII

E The Operator Types panel is accessible from the tab.
Oper akar
Tvpes
H-9 1 of 2ltems b bl @ K T | @ | © Showltem History
B " Type Permissions ‘ Extra Permissions | Features
m Defauit Site Site Permissions
Name Group View Add Sub Site Add Keyword Delete
Administration [Hl] pefeute siee
Last Changed By 3 m Melbourne Warehouse =
% Installer [l oo ]
: ] wa O
Created Modified m W o
19/02f2013 | 20/02f2013 b
Editor Layout Set Entity Type Permissions
i Administration ES Name View Edit Create  Delete
System Designer Layout » I 4% Common Entiies ————
(9 s ]| B scmsonv e R N R
(9 s | B e I R IR N
> & Entity Types = = =2 =i
b e s I R
Figure 94

Each Operator Type can have an Editor Layout Set assigned to it. This gives the installer the
opportunity to add, remove and re-arrange programming items on each individual editor page.
Custom System Designer and Gate Keeper layouts can also be assigned to the Operator

Type.
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19.3.1 Type Permissions

Tvpe Permissions

Under the Type Permissions tab there are two sections - Site Permissions and Entity Type
Permissions.

Site Permissions contains a list of all of the sites within the database and the option to set
View, Add sub site, Add Keyword and Delete permissions.

19.3.1.1 Site Permissions

Site permissions are used to grant access to view, add entities, add to site, add keyword
and delete from the navigation panel.

Clicking on the View, Add Entities, Add Sub Site, Add Keyword or Delete check boxes will
allow/deny access to all of the entity type permissions that fall under the selected site.

Permission Description
View Operators with this permission can see the site.
Edit Operators with this permission can modify entities belonging to this site.

Add sub site Operators with this permission can create sub sites.

Add keyword  Operators can add keywords.

Delete Operators with this permission can delete this site and / or items under it.

151



SYSTEM CONFIGURATION HANDBOOK

19.3.1.2 Entity Type Permissions

The Entity Type Permission tree defines four levels of access to entities within the Integriti

system. These are:

152

Permission Description
View Operators can see the entity.
Edit Operators can modify the entity.
Create Operators can create new entities of this type.
Delete Operators can delete entities of this type.
Table 5
Values set at the top level of the tree cascade through to every branch entity.
Name Description
— Use the inherited permission.
Deny. — Deny
- One or many of the deny permissions are inherited.
— Use the inherited permission.
Allow. — Allow
- One or many of the allow permissions are inherited.
Table 6

A blank / empty box indicates that the entities for the group are a mixture of allow and

deny permissions.

19.3.1.2.1 Entity Type examples

The following illustration indicates that the Operator Type has allow permissions for all
Entity Types excluding Communication Entities. Edit permissions have been revoked from one
or many of the Communication Entity Types. This is indicated by the blank edit permission box.
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Mame View Edit Create Delete
[ 4% Common Entities
I ! Access Control Entities
I+ ¢z Administration Entities
b h LAN Modules

¥ [y Automation Entities
[ QEI Communications Entities
i B8R Entity Types
[+ 4% Other Entities

Figure 95

If we expand out the Communication Entities we can see that edit permissions have been
removed from Comms Task entities.

Mame View Edit Create Delete

[+ 4% Commaon Entities

b ! Access Control Entities

I+ ¢i= Administration Entities

[ h LAN Modules

¥ [ Automation Entities

A ﬂ Communications Entities
é‘é Comms Task
I Telephone number
J8 Telephone Number List
4 Metwork Interface
“H DNS Server

I B8R Entity Types

[- 4% Other Entities

Figure 96

If at this point we were to add a new sub site, we would see the inherited permissions for
the sub site appear like so.

Mame View Edit Create Delete

[ 4% Common Entities

I ! Access Control Entities

I» iz Administration Entities

[ h LAM Modules

[+ 7 Automation Entities
[N ﬂ!l Communications Entities

i B9 Entity Types

[- 4% Other Entities

Figure 97
If we were to expand out Communication Entities, we would see that edit permissions

have been revoked from Comms Task Entities. These permissions were all inherited from
the parent site.
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Mame

[ 4% Common Entities

I ! Access Control Entities

I+ ¢z Administration Entities

b h LAN Modules

[+ 7 Automation Entities

A ﬂ Communications Entities
é‘é Comms Task
I& Telephone number
J8 Telephone Number List
4 Metwork Interface
“H DNS Server

i B9 Entity Types

[- 4% Other Entities

Mame

[ 4% Commaon Entities

B Access Control Entities

I+ iz Administration Entities

& 5% LAN Modules

[+ 7 Automation Entities

A ﬂ Communications Entities
=], Comms Task
I8 Telephone number
I& Telephone Number List
4 Metwork Interface
“F DNS Server

- B8R Entity Types

[+ 4% Other Entities

View

View
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Edit

Edit

Create

Create

Delete

Delete

Figure 98

To override this inherited permission, click on the box to change it from deny — to
allow . You will notice that the Edit permission for Communication Entities will
change to a -, indicating that the group contains a mixture of allow permissions.

Figure 99



SYSTEM CONFIGURATION HANDBOOK

19.3.2 Extra Permissions

Extra Permissions

This allows you to give an Operator specific access to an individual item, in any entity
across the entire Integriti System. The interface is extremely granular and should not be used
to create the majority of the Operator programming. Use this tab to fine tune access to
specific entity items.

The checkboxes in the Deny, View, Edit, Delete and Change Permissions columns are there
to help you filter your extra permissions. The Entity column can be filtered / sorted by text
entered.

The Extra Permissions dialog has four states for each item added to the list:

Permission Description
View Operators can see the item.
Edit Operators can edit the item.
Delete Operators can delete the item.
Change

Permissions Operators can change the access other operators have to this item.
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19.3.3 Features

| Features

19.3.3.1 Administration

e Ticking the Import Data checkbox allows the operator to import records.

19.3.3.2 Review

e Operators with View Review ticked will be able to view review.
e Highest Review Level sets the detail / view level of the review data the operator
can see

19.3.3.3 Controllers

e Ticking Send Actions allows the operator access to control controller items.

e Ticking Enrol Controllers gives the operator permission to enrol additional
controllers.

e Ticking Upgrade Controller Firmware gives the operator permission to upgrade
controller firmware.

e Ticking View Controller Data gives the operator permission to access version /
hardware information.

e Ticking Lock/Unlock the LAN

e Ticking Remote Hard Reset Controller allows the operator to remotely restart the

controller.

e Ticking Disable/Enable LAN modules allows the operator to enable or disable LAN
modules.

e Ticking See Blank Entities allows the operator view records that have been
‘blanked’.

19.3.3.4 Licensing

e Tick Can Manage Licenses to allow the operator to view, add and update license
keys.

19.3.3.5 Layout

e Tick Change Dock Layouts to give operators permission to change dock layouts.
e Tick Can Switch Dock Layouts to give operators permission to use different dock
layouts.
e Tick Can Use Personal Layouts to give operators permission to use their own
layout.
O The operator must have Can Switch Dock Layouts ticked to be able to use
personal layouts.
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0 The operator must have Change Dock Layouts ticked to be able to
customise personal layouts.

19.3.3.6 CCTV

e Tick Enrol CCTV Device to give operators permission to enrol new DVRs.
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19.4 Operator

g' The Operators panel is accessible from the | 5 Administration |4
Cperakors
[ |
IUzer Details
Mame Judy Smith
Iser Mame Judy
Operator Type &= Administration
User & Judy Smith
Site [fll Default site
Password
Passwaord I L
Confirm Passwaord TTITITIIIIILY
Account Options
[] Account Disabled [] Password Expired
Preferred Layouts

s

System Designer Layout

Gate Keeper Layout

Figure 100
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Operators consist of a few basic details:

Field Description
Name The actual name of the operator.
User Name The name the operator enters when logging in to the Integriti client.

Operator Type

Configuration settings and permissions given to the operator.

Optionally, the operator can be associated with an Integriti

User

controller user.
Site
Password The password the operator uses to log in to the Integriti client.
Account _ . . AT
Disabled Ticking this option will disable the operator account.
Password Ticking this option will force the operator to change his/her
Expired password next time they login to the Integriti client.

System Designer

Layout

The default layout for the operator when using System Designer.

Gate Keeper
Layout

The default layout for the operator when using System Designer.

Notes

Optional space for placing notes on the operator.
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19.5 Custom Fields

160

Custom Fields provide a means through which the installer can add custom content to
entity programming dialog windows.

Usage examples include but are not limited to:

e  Users — Employee Payroll Number. (Figure 102)

e  Users — Credit for goods and services available at a facility. (Figure
102)

e  Powered modules — Date & Time the last service / battery change. (Figure 101)

e  All modules — Photo / map of physical location of modules. (Figure 101)

e Air conditioner — A drop down editable list of the last mechanic to service the

air conditioning.

4 Maintenance

= b

Module Location ‘

—yL T ; &
Last Service 20,/04/2012 8:00:00 AM -
Figure 101

@V

Cuskom p— - ]
Custom fields can be configured by clicking on Fields | ynder the | - Administration o,

To create a new custom field:

1. Click | AddHew ¢, open a new custom field dialog.

Enter a Name to describe the custom field.

Select the item type.

Enter a category name.

Enter a description describing the purpose of the custom field.
Select the field type.

ounkwnN

a. If one of the drop-down box options was selected, click /" Add) 16 add
items to the custom field.
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Once created, you cannot change the item type or the field type of custom
fields.

Custom field descriptions appear at the bottom of the property grid.
If you create a custom field with the same category name as another property or custom
field, the custom field will be grouped with it.

4 Employes Details
Payrall number 54321
Avvailable credit %23.50

Available credit

sed:

- @ym

- Pool

- Parking

- Wending machines
- Lockers

Figure 102

If the custom field type is an “editable drop down box” or “drop down box”, the values can
be modified at any time. If an existing item with a custom field has a value that is modified at a
later date, the item will retain the old value.
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Field Type Description
Text A simple text field with up to 8000 characters.
Notes A multiline text box with up to 8000 characters.
Integer A number ranging from -2,147,483,648 to 2,147,483,647.
Decimal A number with 15-16 decimal places ranging from -

1.79769313486232E+308 to 1.79769313486232E+308.

Currency A monetary value.
Date and Time A combination of the following two field types.
Date A date selector. From 01/01/0001 to 31/12/9999.
Time A time selector. Hours, minutes, seconds, AM/PM.
Image A BMP, GIF, JPG, JPEG, ICO or PNG image.
Check Box Ticked or not.

Editable Dro
P A drop-down list of selectable items. Custom text can be entered.

Down Box
Drop Down Box A drop-down list of selectable items.
Email address An email address.

Telephone number A Telephone number.

Large image sizes are supported but not recommended as they will impact
Integriti client performance.

The checkbox will initially appear as Bl because it is in an unknown state.
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19.6 Synchronization warnings

Synchronization warnings usually occur when there is a conflict between one or many
controllers and the Integriti server.

A\

System
Clicking on the [ "Warmings | hytton under the
synchronisation warnings panel.

A AdminsTAten o will display the

Example:

Two users have been given the same security PIN. When both records are saved, the
server will attempt to download these records to the appropriate controllers. The
controllers will reject the last one of the two users that were sent. The server will report a
synchronization warning.

e The affected controllers will appear with an exclamation mark next to them in the
hardware navigation panel to indicate that something needs attention.
- (8 New Controller (PTOD00DB7) @ N 1U-f-/-

e The user that was not sent to the controller(s) will be highlighted in the Users

panel.
& Default Site U7 Julianne Wetherell 14/01/2013 10:25:44 AM
e A warning message will appear at the bottom of the users programming window
(Figure 103).
e The synchronisation warning will also appear as an entry in the system warnings
panel.
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H-9 K 4 s of 607kems b bl @ X |t [ (O Showltem History
EiE Permissions for this User
Default Site
a Primary Permission Group
Julianne Wetherell I
First Name(s) Xira Fermissions
No image data Julianne 4p Add = Remove
Second Name What Options When Is
Wetherel v
S PIN lify PIN
=i Quaify b BB Office Always @ valid
.
<« Allow ! Door 1 Entry [ Exit Always @ valid
Cards | RF Remotes
(22 Acquire Card... Enter Number ... 4p Existing Card...
Card Mumber Card Type CardIss... Status
Properties
51"
4 Basic Details
Created 11/01/2013 3:08:55 PM
Last Modified 14/01/2013 10:25:44 AM
Last Modified By | Installer
> User Options
[ User Lockout
Motes
> Tenancy
[ CCTV Cameras
Warnings : 1 outstanding
Time Affected Controller

14/01/2013 10:25:44 AM_New Controller (PTO00087)

Description

Data Write Error! (RET_INDEX_PROBLEM - User 7)

ik, Warnings : 1 outstanding

Figure 103
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19.7 Cross references

Cross references can be used to quickly discover what entities the current entity is

referenced to or referenced from. Click the b button to display the cross references for the
entity.

Property

b " Lucytnlahan
Entity.

Figure 104
Clicking the triangle to the left of the entity displayed will expand-out said entity,
displaying other entities referenced to/from.
Property
4 T Lucy Coolahan
e Referred From
A W= Referred To

[ Tz 266it Wiegand Credentials, CardType

[ ':?: OWNER. PrirnatryPermissioraroup
Figure 105

In Figure 105 we can see that the user ‘Lucy Coolahan’ has been expanded out. There are
two other entities that this entity refers to — a credential and permission group.
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19.8 Audit Trail

The Audit panel contains a list of all changes made. Each individual change is logged within
the Integriti database.

Take advantage of the audit feature. If you've made a programming error, use
audit to help review the changes you made.

You can view the audit trail of an individual item by going in to that item’s programming

screen and clicking the L9 Show Item History button.

[ | of Items ] B & SthIterrwistDr}r

Site List Items

]I Default Site Controller Mame Addre
Figure 106

Entity programming
——~ Entity audit history. —~
snapshot.
{2 History of: DLL - “Doos List 1 ol
| e )8
= i EOET N s
_ Sentisher Hone. o e o 26/11/2012 1:25:25PH Create | Irmtaler
s LA LI Updste | Instaler
N i cosoe e i Sur 1
Hame Mew Controler (FT0... 02 Doar 2
Laet Changed By A e Controler (PTRL. D4 Doar 4
Created Modfied
6/11/2012 *  Mj11012
HNotes
Mew Controler FT0... D5 Door 5 Property Charged To
Hew Contrules (PT0... D6 Cur § 0 Do
Hew Controler 170, DT Ooar 7 Site: Diefaule St
Mew Controber (¥T0... DU Door 8 m i
Rame § Door List 1
Changes made to °
entity.
I  Revertto aRrvsen | Chae |||

Figure 107

The entity audit history list will display the date / time, change type and actor for each
event. Clicking on an item in this list will display a programming ‘snapshot’ of the entity at the
selected time. A summary of the changes is easily viewed in the bottom right-hand corner of
the screen.
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A. Integriti log viewer

APPENDICES
INTEGRITI LOG VIEWER

It’s important to understand how to use the Integriti log viewer in the event of an error. In
most cases it is worthwhile for the administrator to read the most recent events in the log to

diagnose errors.

GUI layout

B Ink2gn

Log level.

iti Log Viewer

Search criteria.

Source

@) Last hours

Categary

»

QO Last |7 %| days

Message

© Show All Events

Log Folder: | C:\Documents and Settings'All Users'épplication DatatInner Rangetintegritisl R_Logs

H Choose Log Folder... l?[ Clear Log ]

Date / Time Severity Source Categary Message ~
Mo &Y Error AppServer Socket Enor 'ConnectionR eset’ in & cBocT11d0B532871 982ee8037 th4d335d

Mon, Oct11 2246728 PM Eror IntegritiContr... Mew connection at 1041772011 4:23:45 PM +11:00 from 192.168.105.60:56221 encduntered a...
bfon, N7 Oct 11 4:23:3 cke Log file Selection / clear 51 th4d333d

>— Log entry.

Mon, 7 Dct 11 4:15:5 che log. TibddI39d 3
Mon, 17 Oct 11 415561 " ocke! O : £a091fbad235d

kton, 17 Oct 11 & 156E.0EG PR Eror AppServer Socket Enor 'Operationdborted’ in & codBDesce1858830/fE558d36h 761 ebel

Maon, 17 0ct 11 4:14:56.799 P Error AppSe in A.cBcoT11d06532671 982628091 tb4d 3394

kfon, 17 Oct 11 &051E6 119 P Error AppS et A n &.cBoc?11d0ER32871 98eeeB037 th4d335d

Maon, 17 0ct11 40516103 P Error Integr VISIbIe / Hldden 5eee8091fb4d339d

Mor, §7 0ct 11 4:05:16.072PM - Error AppS entries. r &, eBoeT11d0RS 32671 Peesdid thdd339d

bion 7 0ct11 2ARRERAAPM oo crferver ket Fuor Nnecationdbhorted' in 4 codfleace 125 RRA4SERTE ebell ]

Find

Lif= view [New events are automatically added)

[

“isible Messages: 4S‘|idden: 1}

Sockef Enor ConneqlionReset'in & c8ec?11d0853287  9ocectna daonad

Search within results.

Log level

Figure 108

There are 6 log levels available — Fatal, Error, Warning, Message, Trace and Debug. By
default only the first three items are ticked. Usually these items are all that is required to
diagnose an error.
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Search criteria

There are three search boxes available — Source, Category and Message. When applying
your search criteria the returned results will match all three search boxes. The search boxes
match the source, category and message columns in the list below.

Log file selection / clear log

Logs are simply groups of text files created with particular time & date stamps for
organisation.

Log entry

Clicking on an individual log entry will reveal more detail in the box below.

Visible / Hidden entries

The total visible and hidden entries are filtered by the search criteria and the time frame
selected.

Using the log viewer

Log file management

Clicking the button will delete the log files in the currently selected directory.

It is recommended that you clear your logs regularly. This will make searching your log files
easier if an error occurs.

If you require a complete audit trail you can optionally move your log files
o on a scheduled basis with use of the Windows Task Scheduler.

[ Chooze Log Falder...

Clicking the ] button allows you to select another folder that contains

log files.
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Using filters in the log viewer

INTEGRITI

APPENDICES
LOG VIEWER

The log viewer search boxes (Source, Category, Message and Find) support the following

delimiters:

;A semicolon can be used to separate search terms (logic OR).

- Adash (minus) can be used to exclude search terms (logic NOT).

Searches performed are not case sensitive.

Examples

o “Initializing database” will search for log entries containing

“Initializing database” whereas “Initial1zing;database” will
search for results with “Initializing” or “database”.
o “Initializing;-database” will search for entries containing
“Initializing” that do notinclude “database”.

B Int :griti Log Viewer

© ks s

|
Category [s) " daye ®
Message ) Show All Events
Log Folder: | C:\Dioeuments and S ettings\All Lisers\pplication Distatlnner Frange\lntegiftIR_Logs [ ChosseLogFolder.. | [ Clearllog |
Seveity  Source Category Message s |
gl £ o AppServer Socket Enor ConnectionReset’ in 4 cBoc?11d0BE32871 38228091
Enor IntegritiCont... New connection at 10/17/20171 4:23:45 PM +11:00 from 192.168.1 4
Mon, 17 0ct 11 4:23:36.743PM  Enar AppServer Socket Enor ConnectionReset’ in A.c8cc711d0653267198eee00d]
Mon 17 0ct11 41566096 PM  Enor IntegritiSyste. gset'in A cBoe711d0B53287198eeaBS1 fhad333d
Mon, 17 0ct 11 41556065 PM  Enar AppServer ted' in & cBec?11d06532671 SeeefI fhdd335d
Mon 17 0ct11 41566066 PM  Enor AppServer ted' in & codBleece 1 BARRICHEERRA3EL7E ebol
Mon, 17 0ct11 41456 799PM  Enar AppServer Socket CYTEOMMEEINE = set' in 4 cBoc711d0B532671 982228091 fh4d339d
Mon, 17 0ct 11 40516119PM  Enar AppServer Socket Enor ConnectionReset’ in A.c8cc711d0653267198eee0091 fb4d333d
Mon, 17 0ct 11 4:0516103PM  Enar Socket Enar Operationdborted’ in & cBec?1 1406532671 9eeefI fhdd335d
Mon 17 0ct11 40616072PM  Enor A Socket Enor ConnectionReset’ in A cBoc?11d0BE32871 98228091 fh4d339d
bdrey 170t 11 2 4RELEAOPM Foor nrCenser ket Free Y1 i hted i b
Live view [New events are automaticaly added) Visible Messages: 48 Hidden: 0
Find o
Socket Enor ConnectionReset’ in 4 cBoc?11d0BE32871 982268091 (44339

Figure 109
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nhwNR

INTEGRITI LOG VIEWER

Select the desired log level.

Enter your search criteria.

Select the time period to search through.

Apply your search terms.

Optionally, use the “Find” box to narrow your search results.

Example usage

Search for errors where there was an issue initializing the database because the required
services were not running in the last hour.

1.
2.

Ensure the Error checkbox is ticked. Un-tick the other checkboxes. (Figure 109)
Type “AppServer” in the Source search box.

a. Type “Initializing database” in the message search box.
Select the Last Radio button. Type “1” in to the hours box to the right of the Last
radio button.

Click Apply and wait for the results to be filtered.

If many results are returned you might want to search through the displayed
results using the Find search box below the displayed results.

Click on a log entry to see more detail in the box at the bottom of the window.
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B. Glossary of terms

GLOSSARY OF TERMS

ACCESS CONTROLLER (AC)

One type Integriti control module.
(See also “CONTROL MODULE” and “SECURITY
CONTROLLER")

A number allocated to every module in the system that

ADDRESS is connected to a Control Module via the LAN. Allows
the Control Module to identify each module.
The condition of a zone or system input when it is in an
ALARM abnormal condition and the system has been set to

respond to that condition. i.e. Area/s turned ON.

ALPHA-SEARCH

Many items in the system are identified with text
names (as well as ID number).

The Alpha-search option allows the User to quickly
locate items by using the digit keys of the LCD Terminal
to jump to names beginning with a specific letter.

ANT1-PASSBACK

A system to monitor/prevent a user passing through a
door into the same area as the system records them as
being already in. e.g. Prevents a user from passing
their card back under a door for another person to use.

AREA

Dividing a system into areas allows different parts of
the system to be protected differently. i.e. Turned ON
or OFF at different times, Reported separately, etc.
Areas are named for easy identification. e.g.
WORKSHOP, OFFICE, STORE, etc.

See TWENTY-FOUR HOUR.

AUXILIARY

A device used to control an external device or indicate
that a particular condition or conditions exist in the
system. An auxiliary may be a physical output (Lock
auxiliary, Entry warning device, Strobe, etc.), or a
“phantom” auxiliary used in the programming to link
two or more functions together.

CREDENTIAL

General term for Magnetic Stripe, Proximity, Wiegand
cards & other devices such as Insert keys, Barcodes,
etc. that can be utilized to operate the system.

CONTROL MODULE

The Control module stores all data, communicates with
all modules connected to the system LAN, and reports
alarms & system activity to the central station and/or
computer.

DE-BOUNCE

See “Zone De-bounce”
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Option to define specific Area/s that when turned Off
by specific User Type/s, will start a timer running. When

DEFER AREA the timer expires, the Area will automatically turn On
again, unless the User enters their code to “Defer” the
Area On function and re- start the timer.
An access point in a system that can be programmed to
DOOR provide and restrict access to users as required, and

monitored for abnormal conditions.

DOOR FORCED

A System Input for each Door to indicate when a Door
is Locked and has been opened without a valid unlock
command. i.e. Without valid User Access, REN / REX
button, Auto unlock via Time Period, etc.

DOOR OPEN TOO LONG
(DOTL) (or DOOR HELD)

A System Input for each Door to indicate when a Door
is held open for too long when opened with a valid
unlock command. The “Maximum Door Open Time” is
programmable for each door.

Requirement for two Users to present their Cards / PIN

DUAL USER
codes at specified Door/s before access is granted.
PIN code/s can be programmed that will activate a
System input on the Terminal where the code was
used, to report a Duress condition to the Central

DURESS Station.
i.e. When a user is being forced to turn OFF the system
by an intruder, they would do so using their “Duress”
PIN code.

DVR Digital Video Recorder.

EMS Elevator Management System.

ENTRY DELAY

The maximum time that a user has to turn OFF an area,
after entering the area and activating any detection
devices nominated as “Primary Entry” types.

The maximum time that a user has to exit the area after
turning the area ON.

EXIT DELAY > ) . e .
Detection devices nominated as “Exit” types, will not
generate alarms during this time.

High-level Lift Interface. Serial data protocol that

HLI allows communications between an Elevator

Management System and an Access Control System.
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HOLIDAY

Specific dates or periods may be programmed as
“Holidays”. Holidays may then be utilized in the “Time
Periods” to specify whether the Time Period will be
valid OR in-valid on the holiday date/s specified.

INPUT

An input may be a physical Zone Input on a Module, or
a System input activated when specific conditions occur
on a Module. (e.g. Low Battery, Line fault, Cabinet
Tamper, Door Open Too Long, lllegal Card, etc.)
Programming of Inputs and Areas will determine how
(and if) the system will respond (generate an alarm,
activate an auxiliary, etc.) when any input changes
state.

(See also “ZONE” and “SYSTEM INPUT”)

INTERLOCK GROUP

A programming option allowing a List of Doors to be
interlocked together. i.e. A Door will not un-lock unless
all the other Doors in the List are locked and closed.
Interlock Groups can also be programmed to check the
status of a specific Area, Auxiliary or Zone before
allowing access if required.

ISOLATE / DE-1SOLATE

Isolating enables faulty devices wired to Zone inputs, or
System inputs that cannot be immediately restored, to
be temporarily taken out of service in order to prevent
them causing alarms when the area is turned ON.

Once the problem is rectified, the device is De-isolated
to restore normal operation.

LAN

(Local Area Network) Data communications network
used in the system to connect modules (LCD terminals,
Expander Modules, Reader Modules, etc.) into the
system.

LCD

(Liguid Crystal Display) A display that allows
information to be viewed in plain

English text. The LCD used in the LCD Terminals is
backlit to allow viewing in any lighting conditions.

LED

(Light Emitting Diode) A semiconductor light source
used as an indicator lamp with the advantages of lower
power, longer life and higher speed over conventional
filament lamps. Used on module PCBs to indicate status
and diagnose problems. Also used on Elite LCD
Terminals to indicate Area status and/or other sys- tem
conditions.
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LIFT

A special access point in a system that can be
programmed to provide and restrict user access to Lift
Cars and Floors. This is achieved by enabling specific
Floor selection buttons via a Reader in a Lift Car.

LISTS

Lists are used to simplify system programming. Once a
List is created it can then be assigned in other
programming options such as User Types, Time Periods,
Calculated Auxiliaries and Named Actions, to define the
items that are allowed to be controlled / accessed.
There are 6 different types of Lists; Area, Siren, Door,
Lift Car, Floor and Auxiliary Lists.

MCP

Main Control Panel. (See also “ACCESS CONTROLLER”
and “SECURITY CONTROLLER")

MENU GROUP

Menu Groups are programmed to define system
operations & menu options allowed, and are then
allocated to User Types and/or LCD Terminals to
determine the control and menu access available.

MODULE

Module is the general term used for any device that
connects to the system LAN to

form part of the system, and includes LCD Terminals,
Several types of Expander

Modules, Reader (Door) Modules and Analogue Input
Modules.

PANIC

A Panic alarm can be activated by a User by pressing
the [Help] key 3 times in quick succession.

PIN CODE

A unique numerical code of 1 to 8 digits, allocated to
any user in the system required to perform functions at
an LCD Terminal or Keypad.

PRIMARY ENTRY ZONE

A type of Input (defined in the Process Group) that will
start an Entry delay timer running when a User first
enters an Area. (See “Entry Delay”)

PROCESS GROUP

Process Groups are programmed to define how Inputs
(zones & system inputs) will be processed. Every Input
in an Area is assigned a Process Group to deter- mine
what processing (if any) will take place when the input
changes state in that Area. (States include: Seal, Alarm,
Tamper and Isolate)
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PULSE COUNT

An option in Process Group programming that requires
an Input to register a specified number of Seal to Alarm
transitions within a specified time before it will be
regarded as being in alarm. The number of pulses, and
time are defined in Area programming if required.

READER

General term for a variety of card, insert key, biometric
readers, etc. which may be utilized on the system to
access Doors, access Lifts, Login, Logout, etc. Includes
Magnetic swipe or insert, Proximity, Wiegand, Barcode,
Hand geometry, Fingerprint, or scrambling Wiegand
Keypads.

REED (or REED SWITCH)

(Also known as “Door Contact”) Switch Contact
activated with the presence of a magnetic field. Used
to indicate the status of a Door/Window etc.

REN

(Request to Enter) Typically a button provided to unlock
a door from the outside, bypassing the need to use a
reader during low security periods.

REX

(Request to Exit) Typically a button provided to unlock
a door from the inside either bypassing the need to use
a reader during low security periods, or because an
internal (exit) reader is not required. The “REX” device
can also be a PIR or Photo-Electric beam to detect the
User approaching the door.

REVIEW

Log of alarms and events that can be viewed at an LCD
Terminal or PC. Each event is time/date stamped and
programming options allow the installer to define
which events are not logged.

SECURITY CONTROLLER (SC)

(Integriti Security Controller) See Control module.

SITE CODE

Used in conjunction with certain types of access control
cards to identify a particular batch of cards when using
the Site Code method. The system allows multiple

Site Codes to be programmed.

SYSTEM INPUT

System inputs are activated when specific conditions
occur on a Module.

They are used to indicate situations such as Cabinet
tamper, Siren tamper, AC fail, Low Battery, Fuse
tamper, Communications problems, LAN problems,
Panic, Duress, Door Open Too Long, etc. etc.
Programming of Inputs and Areas will deter- mine how
the system will respond (generate an alarm, activate an
auxiliary, etc.) when any system input changes state.
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An abnormal condition on a zone input or other device
connected to the Integriti controller that indicates that
interference or damage has occurred to the device or

TAMPER ) . o o o
it's cabling. e.g. Open circuit or Short circuit condition.
The system can be programmed to provide 24Hr
monitoring for the tamper condition.
Device connected to the system via the LAN to allow
TERMINAL user interface via keypad entry and alphanumeric

display. e.g. Elite LCD Terminal.

TIME PERIOD

A time period specified in terms of START time, END
time, and valid DAY/S of the week. Four such periods
can be specified in each Time Period. Time Periods are
utilized in many functions such as specifying the valid
period of user access, groups and lists, and turning
areas and auxiliaries on and/or off automatically.

TWENTY-FOUR HOUR

Any person allocated a PIN code and/or card who is

USER .
able to perform operations on the system.
Data protocol originally developed for sending Wiegand
access card data from the Reader head to the host
WIEGAND controller and now adopted as an industry standard for

access credential Readers including Proximity and
Smart Card Readers.

ZONE (or ZONE INPUT)

A physical Input on any Module in an Integriti system.
Zone inputs are used for connecting detection devices
(PIRs, Door/Window Reeds, Photoelectric beams, etc.),
Keyswitches, “Request to Exit” buttons, Smoke
detectors, Seismic detectors, etc., etc. Programming of
Inputs and Areas will determine how the system will
respond (generate an alarm, activate an auxiliary, etc.)
when any zone input changes state.

GUl

(Graphical User Interface) A user interface based on
graphics (icons and pictures and menus) instead of text;
uses a mouse as well as a keyboard as an input device.
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IDENTIFYING THE INTEGRITI CONTROLLER SERIAL NUMBER

C. Identifying the Integriti controller serial number

Each individual controller has its own unique serial number located on the CPU near the
centre of the Integriti PCB. Controller serial numbers have the following format:

SC — Security Controller
AC - Access Controller

SC000010

g

Unique serial number.
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D. Random Number

180

The Integriti controller has the ability to generate a random number between 1 and
8388607.

To generate a random number, you will need to use a macro to ‘Set Entity To
Expression...”. If the expression value used is 8388607, the actual value of the entity that is
being set will be a random number between 1 and 8388607.
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E. Filter Stacks

Filter stacks can be found in a number of locations throughout the Integriti management
software. This section describes how to use them.

Filter Criteria
- @i Top level group [L._.- Group l [w-._,-n F‘.uw]
— 2nd Entity = Eguals ! Door 1 e

N [L._.-'GruupHL'_.-'F'.uw]
1st Entity = | |[Equals .%; Row A
1st Entity = |Equals ® - & Master P

— Transg Sub group quals * User Granted In -

Use the E] and buttons to expand and collapse groups.
Click to add a new sub group to the group.

Click to add a new row to the group.
Click to remove the row / group.

A group is a set of conditions combined by the same logical operator. The filter criterion
above contains two groups.

Each group has its own operator that defines the logical relationship between the sub rows
and groups. Group sub items can use a logical AND or OR.

Each row has three properties — criteria, criteria operator and operand value.
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F. Action types

Configure Format String

The Configure Format String editor will appear when editing customisable messages that
can be sent as part of an action.
Actions such as Log Review or Run External Program have flexible text fields that can

contain keywords relevant to the action it is being created for. Click on the ellipsis "' to open
the Configure Format String editor.

-

Configure Format String |
Format String Keywords Cast
il i Qualification

[ Configuration as Qualification. ..

[+ Review

[+ User

3 E
1
Selected Keyword
Keywaord Description 2
Insert ]

The keywords (1) shown in the Configure Format String editor will differ depending on
where the editor was opened from. E.g. ‘Log Review’ or ‘Run External Program’
If a keyword has been selected from the list (1) a basic description may appear (2).
The format string field (3) allows direct entry of custom text including keywords. Keywords
can be entered manually, by double clicking or selecting the item and clicking Insert
Insert |

Backup Database

This action type will save the database as a .bak file in the specified folder. The default
location is ‘C:\Program Files\Inner Range\lntegriti Pro\Backups”’.
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Action Type: Backup Database i-

Backup Location: | C:'Program Files\Inner Range\Integriti Pro'E | Browse
[] Also Indude Review

[| Append Date/Time To Filename

Ok ] | Cancel

Figure 111

Backup Location

. Browse . .
Click the to select a save folder location or you can manually enter a location

in the text box provided.

Also Include Review
Ticking this checkbox will cause all review events in the database to be saved in the
database backup.

Append Date/Time To Filename
If this option is ticked, databases backed up by this action will have the date and time
appended to the filename. Ticking this option is recommended.

An example of a database backup with this option ticked:
Integriti Backup 20130130 170613.bak
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Control Workstation

Control workstation allows remote control of a workstation running the Gate Keeper client
application.

Action Type: Control Waorkstation R
Warkstations A
Operator Types MW e
Operators W e

[] Maximize Window
Display the following item

.
Display the following URL
Play the following sound
b T Orll:E -

[ Stop Playing Sound

[] start Slideshow

[ 5top slideshow

Ok l | Cancel

Figure 112

Workstations, Operator Types and Operators are all optional fields. At least one of the
three fields must be filled in in order for the action to work. Each of the three fields are
bound by AND logic. So for example, if the Workstations and Operators fields were
populated, only the specified workstations with the specified operators logged in to them
would be controlled by the action.

Ticking the Maximize Window checkbox will cause the Gate Keeper application to
maximise from a minimised or floating state. If the Gate Keeper application was not
already maximised, the application will be given focus.

Play the following g sound will play the selected .wav audio file on the Gate Keeper client
application. The frequency can be set to Once, Twice, Thrice or Continuously.

When playback has been set to ‘continuously’, the sound can be stopped by another
Control workstation action. Use the ‘Play the following sound’ once option, select ‘Stop
Playing Sound’ or the operator can close the Gate Keeper client.

Select Start or Stop Slideshow to start/stop the pre-configured slideshow. These options
have no effect on clients where the slideshow has not been configured.
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Please refer to the Gate Keeper documentation for information on configuring slideshows.

Controller Action Types

This section covers items specific to the individual action types within the Integriti
controller. For more information on actions please refer to the section titled Named Actions.
The following is a list of all of the available action types:

Control Area &
Control Area List

These action types can be used to control an area, set an area defer, control a 24 hour area
or cancel an area exit delay.

Control Type Normal - Controls the selected area.
Defer - Set/Reset the area defer.
Twenty-four Hour Controls the 24 hour area.
Cancel Exit Delay Stops the exit delay and arms the area.

When Asserted... Nothing - Don’t do anything.
Arm - Arm the area / 24 hour area, Set/Reset the
area defer or stop the exit delay.
Disarm - Disarm the area / 24 hour area.
Toggle - Toggle the arm/disarm state of the area / 24
hour area.

When Disasserted... Can be used to arm, disarm or toggle the selected area or its
associated 24 hour area.

Control Aux &
Control Aux List

These action types will control an auxiliary / auxiliary list.

Control Type Normal - Normal auxiliary control
Timed Only -
Leave Timer -

When Asserted/

When Disasserted... Can be used to turn on, off or toggle the selected auxiliary.

Delay On/
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Delay Off. Ticking these options will change the On/Off Time to a Delay On/Off
Time.
Update Dynamic Only
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Control Door &
Control Door List

These action types will control a door / door list.

Unlock time Time to unlock the door for (up to 18 hours, 12 minutes and 15
seconds.

When Asserted/
When Disasserted... Can be used to turn on, off or toggle the selected auxiliary.

Secure/Unsecure a floor on a lift car,
Secure/Unsecure a floor on a lift car list,
Secure/Unsecure a floor list on a lift car &
Secure/Unsecure a floor list on a lift car list

These action types will secure / unsecure a floor on a lift car / lift car list.

Floor The floor to secure / unsecure.
Lift Car/
Lift Car List The lift car / lift car list to secure / unsecure.

Cancel Button Timer

Floor Time Up to 4 minutes and 15 seconds.

When Asserted/

When Disasserted... Can be used to turn secure, unsecure or toggle the selected lift car /
lift car list.
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Trigger Input

This action type will control the state of the selected input.

Input State One of the 16 possible input states.

Update State If selected, it will make state change persistent (rather than
momentary). The input state can be changed by another action or by

the physical input.

When Asserted/
When Disasserted... Can trigger, restore or toggle the state of the selected input.

Set Area User is in

This action type can be used to relocate a user to a specific area.

User The user to .

Area One of the 16 possible input states.

Don’t update area user counts One of the 16 possible input states.
When Asserted/

When Disasserted... Can trigger, restore or toggle the state of the selected input.

Set Area User Count

This action type can be used to adjust the user count of the specified area.

Input State One of the 16 possible input states.

Set Input Counters

This action type can adjust the count on the specified input.

Input State One of the 16 possible input states.
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Control Siren

This action type will control the state of the selected siren.

Input State One of the 16 possible input states.

Set Timer Variable

This action type can be used to set a timer variable.

Input State One of the 16 possible input states.

Set Variable

This action type can be used to set the value of the specified variable.

Input State One of the 16 possible input states.

Control Airconditioning

This action type will control the specified air-conditioning unit.

Input State One of the 16 possible input states.

Macro Control

This action type will control the specified macro.

Input State One of the 16 possible input states.

[solate

This action type will control the state of the selected input.

Input State One of the 16 possible input states.
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Comms Task Control

This action type will control the specified communications task.

Input State One of the 16 possible input states.

Grant Amnesty

This action type will grant controller wide amnesty for one transaction per user.

Controller The controller to grant/deny amnesty.
When Asserted/

When Disasserted... Can Grant, Deny or toggle controller wide amnesty.

Set Air-Conditioner Temperature

This action type will set the temperature of the specified air conditioning unit.

Air conditioner The air conditioning unit to control.

Unit The number of the unit to control.

Zone The number of the zone to control.

Temperature The temperature in degrees Celsius to set the air conditioning to.
When Asserted/

When Disasserted... Can Turn On, Turn Off or toggle the air conditioning unit.

Call Floor

This action type will call a floor on a lift car.

Only the “Floor™ and "Lift Car fields are required. The remaining ‘Action To Take™ options
have no effect.

Floor The Floor to send the lift car to.
Lift Car The Lift Car to control. The lift car must be a '"Home Floor Caller’.
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Escalate Alert

This action will escalate alerts within the specified alert groups. The priority, colour and
alert definition can be modified.

Action Type: Escalate Alert |-
Alert Properties
|:| Change Priority  Priority 1 *
[] change Color
Foreground [—_10,0,0,0 -
Background [—10,0,0,0 -
Alert Groups
[] change Alert Groups
.
Advanced
[] Re Assign Alert Definition
.
oK ] [ Cancel

Figure 113

Change Alert Groups

The alert groups that the alerts belong to that are to be modified.
Re Assign Alert Definition

The Alert Definition of the alerts can be changed to the definition selected here.
Change Priority

Changes the priority of the Alert.
Change colour

Changes the foreground and background colours of the alert text seen in the alert viewer.
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Log Review

Use Log Review to send custom text to review.

Action Type: |Log Review R

o 24

A Misc

0

Message
Review Leve Everyone b

Message

o [

Figure 114
Message
The text to log to review.
Review Level

The review level for the message text.
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Parallel Task List creates a new task list. All tasks added to this task list will be executed

simultaneously.

Action Type: Parallel Task List

oo Add == Remove ExecuteIn Parallel

Action Type Details

-=

QK

|| cancel

Pause

Figure 115

Pause will suspend execution of the action list for the duration set. This action has no

effect in a Parallel Task List.

Action Type: Pause

e 24 Q
4 Misc
Delay Tim 00:00:00
[ QK ] [ Cancel

Figure 116
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Run External Program

This action can be used to run a 3™ party program.

Action Type: Run External Program -

o 21

A Misc

‘e

Program To Run
Command Line Arguments
Execute Locally 0

Figure 117

Program To Run

Click on the ellipsis to the right of ‘Program To Run’ to select the 3" party application that
will be launched.

Command Line Arguments

Optional command Line Arguments can be sent if required. Clicking on the ellipsis for this
option will open the Configure Format String editor.

Execute Locally

Ticking the Execute Locally option will result in the application being launched on the client
workstation instead of the Integriti server.

Send Communication Message
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Use Send Communication Message to send an email or SMS to one or many recipients.

Action Type: |Send Communication Message b

Message | Redpients

Message Type -

Sender b ETE

ox ][ coned

Figure 118
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Message

Message Type
Set to SMS or Email. Use None to disable.
Sender

A communications handler must be created for sending of the SMS or Email.

Recipients

Click f@ Add User under the| "S9P |4ah to add users to the list of recipients.

@.'ﬂi Add Customn

Clicking allows entry of a custom number/email/... for the message type

selected.

Cleanup Database

This action type will purge review messages, audit history or alerts.

Action Type: Cleanup Database -

[] Purge Review

W |
[] Purge Audit
Entity Types *
Change Types -
[] Purge Alerts
» |-
Purge records older than (days) 365, o

o [ cne

Figure 119

This action cannot be undone. Before using any of the three options, make sure the
database has been backed up.

Execute Code
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This action type will execute custom C# code.

APPENDICES
TION TYPES

Action Type: [Execute Code

Usings:

using System;
using System.Ling;
using System.Text;

public class MyTask
1
public static void RunTask(ContextBase context, IR.Integriti.Common.IZpi api)
{
var ro = context as ReviewContext;
if (rc != null)
{

Door d = re.Review.Entity 1 as Door;

//api.Sendhetion( xa, ActionEdgeType.hssert );

ffrc.User.Permissions.Addinew UserPermission(d, null));
//api.Save (rc.User);

if (d !'= null)
{
//var xa = new AuxBction { Emtity = EntityManager.Crestelnstance(d.Controller, "COL:H0Z"),
i Onkssert = ActionPredicate.Toggle
i bi
=pi.WriteReview(string.Format ("The Custom code is working at dooz: {0}!", d.Address), ReviewBase.Levels.SimpleUser);
//foreach (var dr in api.Query<Door>().Where(f =» £.Address — "D3") .Telist ()
s api.logWarning("I found a door 2: " + dr.Name + " on " + dr.Controller.Name);
//foreach (var u in spi.fuery<User>().Wheze(u => u.Name =— “"%installer3”).ToList())
i api.logiazning ("I found an installer usez: " + u.Name);

»

Validate

[ Encrypted

Figure 120

It is assumed that anyone using this option has a clear understanding of the C# programming
language. Use of this feature should be carried out under the direction of Inner Range staff.

Sequential Task List

Sequential Task List creates a new task list. All tasks added to this task list will be executed

in the order that they appear in the list.
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Action Type: | Sequential Task List -

gp Add == Remove Executeln Parallel

Action Type  Details

==

o ][ cone

Figure 121
Synchronize Controller Time
Synchronise the time on one or many controllers.
Action Type: |Synchraonize Contraller Time -
Controller: AR
[ oK ] [ Cancel
Figure 122

Execute Report

Using Execute Report will run the selected report and send the result to file, a printer or as
an email attachment.
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Action Type: Execute Report -
.
Format: Cav -
Change Settings
[] save A=

[ ] Set As Email Attachment

[ ] Skip If Report Empty
|:| Print Report

Printer Mame: i

o ][ cone

Figure 123

To send the report generated by this action as an email attachment, add the Send
Communication Message after this action in a sequential list.

Example...
gp Add == Remove Executeln Parallel
Action Type Details
» Execute Report Expart Repart as Txt then send as email

Send Communication Message  Send Communication Message by Email
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Various entities have different valid and invalid states to make more sense of their
application. For instance, instead of a door being valid / invalid it is represented as locked /

unlocked.
Entity Name Valid state Invalid state
24 bit constant Not zero Zero
Air conditioning Always
unit
Area Areaison Area is off
Area List All areas on One or many areas off

Area Timer eg exit
timer

Timer is running

Timer is not running

Aux List All auxiliaries on At least one aux off
Auxiliary Output on Output off
Button Always

Card Format Always

Card Template Always

Communications Task

Communications task is
running

Communications task is not
running

Compare

Value is >= threshold1 and <=
threshold2

Value is < threshold1 or Value
is > threshold2

Compound Entity

If evaluates to TRUE

If evaluates to FALSE

DNS names Always
Daar Locked, reed & tongue (if Unlocked or tongue or reed
present) sealed. unsealed
Door List All doors are valid. F)ne ormany doors are
invalid
Door Type Always
EOL Always
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Entity Name Valid state Invalid state
FAT file-system file Always
file/item Al
combination ways
Floor Floor secured One or many floors not

secured

Floor List

All floors secure

At least one floor unsecure

Foreign Entities

Always

General Timer
(100ms)

Expiry time has elapsed

Expiry time has not yet
elapsed

General Variable

Current Value => The Test
Value

Current Value < The Test
Value

Generic Always
Holidays Valid Invalid
Input No State Asserted Any state asserted

Input analogue value

Value is not 0

Value equals 0

Input Counter

CountisnotO

CountisO

Interlock

Interlocked

Not interlocked

LAN Module

Present on the LAN

Not present on the LAN

LCD message

Always

Lift Button timer running Button timer not running
Lift Group Always
Lift List Always
Lift Type Always

Macro procedure

Macro Procedure is running

Macro Procedure is not
running

Menu Group

Always

None

Always
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Entity Name Valid state Invalid state
Named Actions Always
Pre-set text types Always
Process Group Always
Process 1D Always
Permission Group Always
Qualify Door Type Always
Qualify Lift Type Always
Reader Always
RF Remote Template Always
Schedule Valid Not Valid

Siren module

Internal or external siren(s)
are sounding with any tone

Siren(s) are not sounding

Telephone number Always
Tglephone number Al

list

Time Period Valid Not Valid

User User Exists User does not exist

Table 7
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Note that for area lists, door lists, floor lists, compound entities and interlocks if the
reverse flag is set then:

Entity Name Valid state Invalid state
Area List All areas off One or many areas on
Compound Entity Expression == TRUE Expression == FALSE
Door List All doors are invalid One or many doors are valid
Floor List All floors unsecure ir;i:;r many floors are
Interlock Not interlocked Interlocked
Auxiliary List All auxiliaries off One or many auxiliaries on

Table 8
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All of various entity types are listed in this section.

Modules can have inputs and / or outputs attached to them. The following notation is used

to refer to an individual input or output on the module:

C

01

:XOZ]

X

- Module Designator
- Module Address
- Separator

- Input / Output Designator

02 - Input / Output Address

Module Designator Description

c Control Module

T LCD Terminal

K Touch Terminal

P LAN Power Supply

G Graphic Terminal

E Expander

R Two Door Reader

1 Four Door Reader

F Radio Expander

\ Virtual Module
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Entity Type Name Entity Type Name

AC Air Conditioner LG Lift Group

AL Area List LL Lift Car List

A Area LT Lift Type

CE Compound Entity MA Macro

CF Card Format MG Menu Group

CP Analog Comparison NIC Network Interface

CT Communications Task PA Named Action

C Control Module PG Process Group

DL Door List P Power Supply Module
DT Door Type QD Qualified Door Type

D Door QG Permission Group

EL EOL configuration QL Qualified Lift Type

E Expander Module R Reader Module

FL Lift Floor List TL Telephone Number List
FT RF Remote Template ™ Card Template

F Radio Expander TN Telephone Number
GT General Timer TP Time Period

GV General Variable T Terminal

G Graphic Terminal u User

HY Holiday XL Auxiliary List

1A Analog Calibration fable?
IL Interlock

LC Lift Car

LF Lift Floor
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I. Calibrations

There are two types of calibrated values - scaled and unscaled.
The unscaled value is always an integer and it is determined using the following formula:

Gain X RawValue
2shift

+ Of fset

To know what RawValueis you must know something about the underlying hardware of
that input.
Examples:
e The RawValue of a standard voltage input on a C3K analog module will be a
number between 0-254 directly proportional to 0-5V on the input.
e The temperature sensor on a graphic terminal is an integer which is the decikelvins
of the temperature measured.

These inputs can be arranged in a straightforward manner to display what is actually being
measured at the input using a calibration.

A number of calibrations have been created for your convenience. These
calibration records are for the Graphic Terminal, Concept analogue module
and IR-994089 temperature sensor.

Offset

Offset allows us to have values that can go into the negative region have minima above 0,
i.e. Degrees Celsius. It is expected that RawValueis an unsigned number.

Gain

Gain is simply an integer that multiplies the RawValue.

Shift

Shift is the exponent to the power of 2, so a shift of 3 will divide the Gain X RawValue
product by 8 (23 = 8).

Let’s say we have a module with an analogue input that is measuring 0-10V and it has a
10bit resolution (so its RawValueis 0-1023). We will choose our unscaled calibrated value to
be millivolts as we won’t gain any more accuracy by going to a smaller integral unit as there
are 10000mV in 10V which is much greater than the 1024 possible values we can have. So we
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will choose a gain of 10000 as this is our base unit. If we leave shift as 0 we would have a value
between 0-10,240,000. We typically make the shift the same number of bits as our ADC so this

will become 0-10,000 which is what we want. (Actually this isn’t true, we will get:0 —

1023

(10000 X (m))), this inaccuracy can be compensated for in the gain, If you are interested,

view the calibration example for an example of how to make a sensor correctly display its full
range using a calibration).

It is important to note that for Macros and Compare structures you will
need to use the unscaled analogue value for any comparison.

Format / Scale

This way we end up with an integer which is an unscaled calibrated value, which will be
representative of the quantity measured, e.g. microvolts, millibar, decikelvin, etc. We need to
scale and format it to make it more human readable, using the Format/Scale string. This takes
the form of:

Kx {S|F}y-x
Where X and Yy are a value from 0 to 9.

The number after K is the number of places to move the decimal point to the left (up to 9),
which allows us to display a fractional number. The S or F determines whether we display a
sign in front of the displayed value, with S displaying the sign. Note that if the value becomes
negative and the format uses ‘F’ then the negative sign won’t be displayed. Also, if the ‘S’
option is used then positive values will always display a ‘+" sign in front.

The number before the dot is the number of digits before the decimal place to display. This
has to be large enough to display the full number, and will always display leading zeroes on
smaller numbers, as the formats are always fixed width currently. The same is true for the
number after the dot, which is the number of digits shown after the decimal place. This also is
fixed width and will always show trailing zeroes if empty. It is expected that usually the
number after the decimal place will equal the number after ‘K’.

As an example, if we want to display millivolts as 0-10 volts with no sign we would use the
following string: K3 F2.3. To display decikelvin as -99.0 to +99.0 Celcius (assuming offset of -
2730 to make 0 the melting point of water) we would use: K1 S2.1.

Display String
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The Display String is merely a string that follows the formatted value with a whitespace in
between. If the Display String is “C” then the displayed value for our temperature example
would be “+22.3 C”. If we use “Volts” with the volts example we might get “09.812 Volts”.
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Minimum & Maximum String

The minimum string and maximum string state what we expect the minimum and
maximum values that are di splayed would be. This has no effect on the text of the displayed
analogue value but it does affect graphical displays. On the iPhone app if a meter icon is used
to display an analogue value. The minimum and maximum deflections on the scale will
correspond to the minimum and maximum string values. In future this will also happen on
some of the Graphic Terminal icons and some of the presenter elements in Integriti
Schematics. The minimum and maximum strings should be the same format as the
Format/Scale string, i.e. same sign and number of digits and decimal places, so 0 volts should
be “00.000” and 10 volts should be “10.000”.

Calibration Example

This example describes how to make a calibration record for a sensor that has linear output
of 4-20mA into Concept 3/4K Analog module (with current mode inputs):

Let us say a sensor measures some value over range M/Nvalueto MAXvalue:
MINvalue (4mA) - MAXvalue(20mA)

Let us say it measure percentage of relative humidity (RH) from 000.0% to 100.0% as four
significant figures, we define MINinteger and MAXinteger as:
MINinteger = MINvalue X 10"
MAXinteger = MAXvalue x 10"

n = number of significant figures required in the output display — max digits in the integer
part of MAXvalue.

Soheren=4—-3 =1, so MINinteger = 0000 and MAXinteger = 1000.

Range = MAXinteger — MINinteger, in this case MAXinteger = 1000.

256
GAINfloat = 204 X Range = 1254.902

51
OFFSETfloat = MINinteger — 255 X GAINfloat = —250.98039215686274509803921568627

Now we can get the real calibration values:

Offset = [OFFSETfloat] (Rounded up =-250)

Gain = [GAINfloat](Rounded up = 1255)

Shift = 8 (Always in this example)

F‘S’:Z:t = Kn Sx.n where n = n, x = max digits in the integer part of MAXyaue, Y = N
Display String: Anything, perhaps “%RH” for relative humidity.

Minimum String = MINyajue

Maximum String = MAX,aue
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J. Default entities

This section contains lists of all of the entities found within a defaulted Integriti database.
These entities have been created for your convenience.
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Process Groups

L'V
LY
L'v
1Y
1Y
L'V
L'v
L'V
L'V
L'V
L'V
L'v
L'V
L'V
L'V
L'v

L'V
L'V
L'V
L'v
L'v
L'V

States for this PG

deamg

deamg

uoiyendeA3

1129

uoiyenaeA3

deamg

deamg

deamg

daams

Siren Tone

f of f o

Siren Lockout

1'LUL ‘LY
1'L'ULIL*Y
'V
'V

1'L'ULIL'Y
1'L'ULIL*Y
1'LULIL Y
1'L'UL‘IL'Y
1'L'ULIL*Y

1'LUL LY

'LULIL 'Y
1°'LUL LY
1'LULIL'Y
1°'LUL LY

1'L'ULIL*Y
1'L'ULIL'Y
1'L'ULIL*Y
1'LUL LY

Reporting States

Report Entry

o

Process 24 Hour

|leq 1S7 - 7 ‘s1e|os] - | ‘dadwe] - | ‘yBiH Jadwre] - y1 ‘Mo Jedwel - |L ‘wiely - v

Y

Primary Zone

No 24 Hour if Armed

v
1'L'ULIL*Y
1°LUL LY
1'L'ULIL*Y

'V

'V
LULIL'VY
1'L'ULIL'Y
1'L'ULIL*Y
1'LUL ‘LY
1'L'UL‘IL*Y
1'L'ULIL*Y

1°LUL LY
1°LUL LY

1'L'ULIL*Y
1'LUL ‘LY
1'L'ULIL'Y
1'L'ULIL*Y
1'Z'LUL LY
1'Z'LYL 1LY
1‘Z°LULILY

Message Enable States
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K. System Input Process Group Defaults

The table below describes what System Input should be assigned to a system Area with what
Process Group.

Process Group System Input Name
AC fail
AC Fail Ext AC fail
Low Volts
Access Alarm Door DOTL
Doorx DOTL

Door Forced

Access Silent
Doorx Forced

Batt Test
Ext Low Batt
Ext Batt Test
Low Batt

Battery Problem

Comms Problem Phone Line

Duress
Duress Deadman
Rdrx Duress

LAN Comms

LAN Fault .
Unibus

DET Fuse
Ext DET Fuse
Ext LAN Fuse
Ext Low Volts
Invalid Card
Local Alarm LAN Fuse
Light Level
Low Volts
Pin Attempts
Reset
Temperature

DBase Changed
Local Silent Rdrx Fault
Rdrx Invalid

Panic Panic
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Process Group System Input Name

Ext PS Fail

Pwr Supply Fault S e

Xmit LowBatt

RF Tx Fault . :
XmitPollFail

RF Tx Jam Xmitter Jam

Cab Tamper
Door Reed
Door Tamper
Door Tongue
Tamper Doorx Fault
Ext Sir Tamp
Int Sir Tamp
Pin Attempts
Rdr Tamper

Time Report Time Report

Table 10

L. Integriti Programming Examples

This portion of the document contains programming examples to help get a better
understanding of how to fully utilise the Integriti controller.

Example 1 - Flashing auxiliaries during a time period

This example demonstrates the use of macros in conjunction with a few entities. This
example will toggle an auxiliary once every 5 seconds. Every fifth toggle, another auxiliary will
turn on for 10 seconds. This macro will only run while a time period is valid.

Entities used:

e 1x General variable
e 1x Macro

e 1xTime period

e 2x Auxiliaries

Entity configuration:

In this example we have created a time period called ‘Working Hours’. This time
period has been configured for 09:00 to 17:30 Monday to Friday.
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The general variable used has been called ‘Example Counter’. The test value for the

general variable has been set to 4.

P

The two auxiliaries (C01:X01 and C01:X02) have been labelled ‘Flasher 1’ and 'Flasher

Macro statements:

A total of eight statements are required to achieve this goal:

Macro: Examplle 1

# Statement Configuration

1 Wait for Condition.. Expression: TP1

2 Do an Action Action: Control Aux
Auxiliary: C01:X01
When Asserted: Toggle

3 Pause for Time.. Expression: 50

4 Set Entity To Expression.. Expression: GV1+1
Entity to Set:  GV1

5 Goto <label> if.. Expression: 1GV1
Label: SkipOn

6 Do an Action Action: Control Aux
Auxiliary: C01:X02
On Time: 00:00:10

7 Set Entity To Expression.. Expression: 0
Entity to Set:  GV1

8 Define a Label Label: SkipOn

Statement summary for macro: Example 1

1. Prevent further execution of the macro until the time period (TP1) is valid.

TP1 (Work Hours) has been configured for 09:00 to 17:30 hours Monday to
Friday. If the panel time and day fall within these values then the test of time period
TP1 will return true and remainder of the macro will be executed.

2. This statement toggles the first auxiliary (Flasher 1).

C01:X01 (Flasher 1) has been to toggle on assert. Every time this statement is
executed the state of the auxiliary will be inverted.

3. Pause for 50 x 100ms (5 seconds).

The macro will pause for a period of 5 seconds.

4. Add 1 to the general variable (GV1).

The general variable GV1 is set to a value that is itself plus one.

5. If the test of general variable (GV1) does not return true, go to the label ‘SkipOn’.

When the general variable (GV1) was configured, its test value was set to four. If
the general variable is greater than this value, it will return true.

The expression ‘1GV1' is a test to see if GV1 is not returning true (If the value is
equal to four or less).

If the expression returns true, the following two statements will be skipped.

6. Turn on the second auxiliary (Flasher 2) for 10 seconds.
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e [f an on time other than zero is specified for an auxiliary action, the target auxiliary
will turn off after the time expires.
Reset the general variable (GV1) back to O.
e The general variable GV1 is set to zero.
This is the label (SkipOn) that the macro moves execution to if the general variable
(GV1) does not return true (GV1 is greater than 4).
Return to step 1.
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Example 2 - Random bag inspections

During work hours random bag inspections are carried out. Users going through door x will
be denied access at random. An input or users with special access can be used to reset the
random bag inspection and allow the user to pass through.

Entities used:

e 1x Door
e 1x General variable
e IxlInput

e 1x Named Action

e 1x Reader module

e 1xTime period

e 2x Macros

e 2x Permission Groups
e 2xUsers

Entity configuration:

In this example we have configured a door (Door x) as a normal entry door associated with
a reader module (Reader x).

We have two users - User ‘Employee” is subject to random bag inspections. The
‘Supervisor’ user is not. We will name the two permission groups ‘Employees” and

‘Supervisors’ respectively. Each user has its own credential.

We have called the time period ‘Working Hours’. This time period has been configured
for 09:00 to 17:30 Monday to Friday.

The general variable ‘Random inspection’ is used to determine user access. It is
assigned a random number using the first macro ‘Random bag’ and reset to zero by the other

macro ‘Reset random bag’.

The named action ‘Start random bag’ is triggered by ‘Door x’ but only when working hours
are valid. ‘Start random bag’ will start the macro ‘Random bag’ every time ‘Door x’ is opened.

The Input ‘Reset bag’ is used by the supervisor on duty. Pressing the button attached to
the input ‘Reset bag’ will start the macro ‘Reset random bag’.

Macro statements:
Both macros are small (only containing two statements each):
Macro: Random bag

# Statement Configuration

1 Set Entity To Expression.. Expression: 8388607
Entity to Set:  GV2
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2 End Current Macro

Macro: Reset random bag

# Statement Configuration

1 Set Entity To Expression.. Expression: 0

Entity to Set:  GV2
2 End Current Macro

Statement summary for macro: Random bag

1. The entity GV2 ‘Random inspection’ is assigned a value of 8388607.

e The number 8388607 is a magic number. Entities assigned this number are
actually given a random number between 1 and 8388067. For more information,
please refer to the appendices.

2. Stop the macro.
e This statement will cause the macro to stop.

Statement summary for macro: Reset random bag
1. The entity GV2 ‘Random inspection’ is assigned a value of O.

2. Stop the macro.
e This statement will cause the macro to stop.
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LICENSES

Software and hardware licenses are used to enable specific features within the controller
or software management suite.

Integriti licenses are managed online by KeyPoint.

Licenses can be managed from https://license.innerrange.com/

Software licenses

Below is a list of all of the available Integriti licenses.

# Name Description
996905UPG Integriti Express to Pro Users.r%mnmg I.ntegr‘|t| Fxpress can upgrade to
Upgrade Integriti Pro using this license key.
996909 Allow RI?P Remote This I|cer15e allows remote desktop
Connections connections.
This license is reserved for a specific client
machine. (Can be changed to another computer
996910 Software Client License if needed)‘ . -
(Fixed) Ideal for situations where specific client
machines must / should be connected to the
Integriti server at all times.
This client license adds to a pool of available
Software Client License client connections.
996911 . Ideal for situations where many machines may
(Floating) . .
connect to the Integriti server for a session but
not all simultaneously.
996912 Extra Controller Connection  Licenses the connection of an additional
License for Integriti Pro Integriti controller.
996920 CCTV — First 32 Cameras Permits the connection of up to 32 cameras.
Permits the connection of additional cameras.
996921 CCTV - Extra 8 Cameras The ‘CCTV — First 32 Cameras’ license (996920)
is required.
996922 Integriti Photo ID Enables printing of Photo IDs.
996923 Integriti Advanced Reports Enables Integriti advanced reporting.
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# Name Description
Integriti Advanced Alert - . o .
996925 Alarm event & Escalation Enables more functionality in the Integriti alert
handler.
Manager
996930 Integriti Communications Enables the SMS and eMail communication
Module SMS & EMAIL handlers.
996940 Integntu Pro — Additional
Door License
996950 XML READ — 3™ Party Enables 3™ party read functionality. 3" party
Interface software can interrogate the Integriti database.
996951 XML Write — 3™ Party Enables 3™ party write functionality. 3" party
Interface software can write to the Integriti database.
XML Control — 3" Part
996952 Interfa?:r(; o arty Enables 3™ party control of Integriti entities.
Enables the dynamic user import module.
996955 Integriti DUIM Automatically imports users for creation,

modification or deletion from a 3" party
product.

Hardware licenses (Smart card)

Table 11

There are 5 license levels the Integriti controller can have. The following table describes
the controller limitations for each level. Integriti controllers without a smart card will have a

license level of ‘none’.

License Review Users Zones Doors
none 10,000 200 100 16
Level 1 20,000 2,000 200 40
Level 2 30,000 10,000 600 80
Level 3 60,000 65,000 2,000 160
Level 4 100,000 100,000 3,000 240

Table 12

Below is a list of all of the available Integriti controller licenses.
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# Name Description
ISC Smart Card Level 1 license:
996020U01 Upgrade BLANK to 20,000 Review events, 2,000 Users, 200 Zones and 40
Level 1 Doors
ISC Smart Card Level 2 license:
996020U12 Upgrade Level 1 to 30,000 Review events, 10,000 Users, 600 Zones and
Level 2 80 Doors
ISC Smart Card Level 3 license:
996020U13 Upgrade Level 1 to 60,000 Review events, 65,000 Users, 2,000 Zones and
Level 3 160 Doors
ISC Smart Card Level 4 license:
996020U14 Upgrade Level 1 to 100,000 Review events, 100,000 Users, 3,000 Zones
Level 4 and 240 Doors
ISC Smart Card Level 3 license:
996020U23 Upgrade Level 2 to 60,000 Review events, 65,000 Users, 2,000 Zones and
Level 3 160 Doors
ISC Smart Card Level 4 license:
996020U24 Upgrade Level 2 to 100,000 Review events, 100,000 Users, 3,000 Zones
Level 4 and 240 Doors
ISC Smart Card Level 4 license:
996020U34 Upgrade Level 3 to 100,000 Review events, 100,000 Users, 3,000 Zones
Level 4 and 240 Doors
Enables remote web access to the Integriti controller.
996021 ISC Smart Card 5 User Designed to be used in conjunction with the Android
Web Interface License e
or Iphone Integriti app.
ISC Smart Card
996022 Automation Interface  Enables 3™ party interface communication tasks.
License
ISC Smart Card EMS
996023 License (Lift Enables high-level lift integration.
Integration)
996024 BIEme CEel €22, Enables Salto integration.

Salto

996020L1

ISC Smart Card — Level




SYSTEM CONFIGURATION HANDBOOK APPENDICES
LICENSES

# Name Description

ISC Smart Card Blank

996020L1T .
Card Version 1

Table 13
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