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This document details the installation and setup processes to configure Milestone ACM
integration with Integriti. Please refer to Milestone documentation for help setting up
Milestone.

Description

Integriti’s high-level interface with Milestone’s ACM is IP-based and bi-directional. ACM
integration allows Milestone to be the single master “head end” security management
platform, whereby Integriti functions as an access control and security sub-system. Cardholder
information, alarms and events, as well as door and area statuses in Integriti are sent in real-
time to Milestone. Operators are therefore empowered to effectively manage their security
operation by seamlessly monitoring Integriti alarm and access points through Milestone.
Operators may also unlock/lock doors and arm/disarm areas with the added ability to
associate doors to cameras in Milestone, thus facilitating efficient situational awareness and
immediate visual verification of alarms.

End-User Benefits in Milestone

Through the Milestone XProtect Smart Client, end-users may:
View access control operational events.

Control doors.

Display and manage video related to access control events.
Display alarms from the access control system.

Full map overview control of doors and access points.
Search for events, video or information associated to specific doors or
cardholders.

Immediate visual validation of people requesting access.
8. Manage cardholders.

9. Track passages in real-time.

oukwnNeE

Licensing Requirements

The Integriti Milestone ACM integration requires the Integriti Professional, Integriti
Business or Integriti Corporate Software Edition to operate.

Additionally, the Integriti Milestone ACM integration requires the Milestone XProtect
Access Integration License 996939 to operate.

Minimum Installed Integriti Version

The Integriti Milestone ACM integration is only compatible with an installation of Integriti
Pro or Infiniti that is v24.0 or higher.



INTEGRITI MILESTONE ACM INTEGRATION MANUAL

ACM Integration vs Traditional CCTV Integration

ACM integration uses two plugins and allows Milestone to be the “head end” security
management system. ACM integration is completely different to the traditional Milestone
CCTV integration and as such, ACM integration uses separate plugins and is licensed
differently.

The traditional Milestone CCTV integration uses a single plugin and allows Integriti to be
the master “head end” security management system. This integration is licensed through the
normal CCTV licenses and has no relationship with ACM integration.

Typically, installations would not have both the ACM integration and the traditional CCTV
integration at the same time. An ACM integration license does not license the traditional CCTV
integration and vice versa, the traditional CCTV integration license does not license ACM
integration. Care should be taken to ensure the correct license is purchased. Should both
ACM integration and traditional CCTV integration be required at the same time (i.e. to allow
either system to be the “head end”), both ACM integration licenses and normal CCTV
integration licenses will need to be purchased.

Technical Functions

The integration supports the following functions:

Retrieval of Information from Integriti
e Retrieve Integriti Users in Milestone
o Name, Photo and ID fields.
o Search Users by name.
o Milestone automatically updates Users from Integriti every hour (or
manually via the “refresh configuration” option in Milestone).
e Retrieve Integriti Doors in Milestone
o Name, Status (locked, unlocked or error) and ID fields.
e Retrieve Integriti Areas in Milestone
o Name, Status (armed or disarmed) and ID fields.
e Retrieve Integriti Controllers in Milestone
o Name, Status (connected or disconnected) and ID fields.
e Retrieve Integriti Inputs in Milestone
o Name, Status, and ID fields
e Retrieve Integriti Auxiliaries in Milestone
o Name, Status, and ID fields

Status Updates and Events from Integriti

e Live status updates in Milestone
o Doors, Areas, Auxiliaries, Inputs and Controllers.
o Includes changes to status icon in Milestone as well as an event.
o Manual update and automatic re-sync of status also supported.

e Live receiving of Integriti access events in Milestone
o Includes access granted and denied events.
o Displays associated door and associated user (if available), as well as time

and actual Integriti Review event message.
e Live receiving of Integriti alarms/events in Milestone
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o Integriti alarms/events come into Milestone as an event and are displayed
within Milestone’s Alarm Manager.

o Filtering options restrict what type of alarms/events get sent to Milestone.

o Automatic synchronisation of buffered alarms/events.

Control Integriti Items
e Control Integriti items through Milestone
o Doors: lock, unlock or unlock for a time. The unlock time can be
customised or left as the default (5 seconds).
o Areas: arm or disarm.
o Auxiliaries: set Auxiliaries to On or Off
o Inputs: Isolate, Sticky Isolate or De-lIsolate inputs

Additional Features
e Other Milestone features
o Associate doors with Milestone cameras.
o Display doors and areas within Milestone maps.

Programming Integriti items (such as Users, Doors etc) through Milestone is not supported

with the exception that a photo may be assigned to a User through Milestone. This photo,
however, will not be written back to Integriti.

General Notes

The term “users” and “cardholders” are interoperable. Integriti generally uses the term
“users” and Milestone generally uses “cardholders”.

Restarting the Milestone Event Server Service

Every time the Milestone Event Server service is restarted, the Event Server connects to
Integriti and performs a full synchronisation of all objects. This is the same as the “refresh
configuration” process. The update process can take several minutes depending on how much
information needs to be synchronised, particularly if Integriti hosts a large User database. As
such, the Integriti Access Control plugin/module will not appear in the Milestone Management
or Smart Client until the synchronisation is complete. Do not be alarmed if the Access Control
module does not appear in Milestone, please close the Milestone application(s), wait a few
minutes and then re-open the Milestone application(s).

Alarm Management and Automation

The integration between Integriti and Milestone allows alarms/events in Integriti to be
pushed into Milestone. Integriti alarms/events that are received into Milestone can be used to
activate alarms/events or trigger a plethora of automated actions within Milestone. For
example, an intruder alarm in Integriti can be used to automatically display multiple CCTV
camera feeds, increase the recording framerate of these cameras and turn a PTZ to a pre-set
position.
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Integriti Milestone ACM Plugins

The Integriti Milestone ACM plugins were built and tested against Milestone XProtect
Corporate 2022 (R1) and MIPSDK 22.3.0.

Two Milestone ACM plugins are required to be installed — one for Integriti and the other
for Milestone XProtect, as detailed further below.

Installation

Installation in Integriti

Close all instances of the Integriti software suite.

Download and run the “Integration MilestoneACMServer” plugin installer on the Integriti
Integration Server.

ﬁ! Integration_IntegritiMilestoneACM_Integriti_Plugin_1.7(632)_ALPHA.exe

After the installation has completed, restart the Integriti Integration server service. On the
Integriti server, start the Integriti System Designer as an administrator. Right-click the
Integration service icon on the bottom left of the login dialog to stop and start the service.
Alternatively, the Integration service can be controlled through the Windows Services
management window.

P Log Onto Integriti >

15.0.0.144c4

) Current Windows User
(@ Use These Login Credentials

Uszer Mame ||

Password

Imtegriti Server

Server lacalhost v Port 44000

| Login || Cancel |

L (g w8 %

To configure the ACWntegration settings in Integriti, log into System Designer and follow

these steps:

| Syste | Mew Inte_grated
1. Clickonthe! # 5= [iap followed by Device
2. Select “Milestone ACM (Version Number)” from the list that appears and click OK.
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Plugin Selection - B X
e Ml[Viilestone ACM Integration 1.7.0.632__| -
|a OK | |e Cancel |

3. Inthe editor window that appears, name the integration module.

4. Optional: Assign an Integriti APl Operator to this integration module. The
assignment of an Operator allows the integration to be restricted based upon the
permissions of that Operator. For example, if the assigned Operator only has
permission to view Users in “Site A”, then only those Users could potentially be
synchronised with the Milestone system, or if the assigned Operator only has
permission to view a certain number of doors, as opposed to all doors, then only
the certain number of doors will be integrated with Milestone. The Integriti API
Operator field can be left blank and no Operator permission restrictions shall be
applied to the interface.

5. Choose the correct Persisted Connection Run Mode.. This must be done for the
interface to work.

Persisted Connection Run Mode [Automatically Maintain Connection on Any Single Server i ‘

6. Allow Commands must be set to True to allow the Milestone ACM server to
perform commands on the Integriti system (e.g. unlock a door).

7. Synchronise Areas must be set to True to enable the synchronisation of Areas in
Integriti with the Milestone ACM server.

8. Synchronise Controllers must be set to True to enable the synchronisation of
Controllers in Integriti with the Milestone ACM server.

9. Synchronise Doors must be set to True to enable the synchronisation of Doors in
Integriti with the Milestone ACM server.

10. Synchronise Users must be set to True to enable the synchronisation of Users in
Integriti with the Milestone ACM server.

11. Choose the port number to receive requests from the Milestone server. This is the
TCP port number that the Integriti server will listen on. The default is port 85 and
the port must match the port settings in Milestone. If the port number is changed
at a later time, the port number must be updated to match in both Integriti and
Milestone. Ensure no firewalls are blocking the specified port.

12. Select the types of Review Transitions to send to Milestone. By default all Review
Transitions are selected. The list of Review Transitions directly equate to “Events”
in Milestone. At a later stage, a corresponding Alarm Definition will need to be
created in Milestone for the event to appear in Milestone’s Alarm Manager.

13. Send Review Messages must be set to True for Integriti to send details of new
Review messages to the Milestone event server. This is necessary to receive
events and state changes in Milestone, e.g. door has been unlocked.

14. The Secret Key must be copied and entered into the Milestone ACM settings when
at that stage.

The following screenshot displays an example summary of the completed Milestone ACM
interface settings in Integriti.
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mi Third Party Systems: Milestone ACM Third Party System - (] x
Iy - - 1 of 1 ltems + X W, T 5 Show lem History

Site

Hll pefault site

MName Device Properties
Milestone ACM Third Party System

Last Changed By

Persisted Connection Run Mode | Automatically Maintain Connection on Any Single Server

0

ntegration Configuration Listening on Port 85
Creatsd Modified » Connecton
1/12/2022 - 1/12/2022 Port 85

Note: Secret Key
otes
~ Synchronisation

Synchronise Areas

Synchranise Controllers
Synchraonise Doors
Synchronise Users
Synchranise User Photos
Synchranise Inputs

v
7
-
v
7
-
v

Synchronise Auxdliaries
~ Commands
Allow Commands 7
Default Door Unlock Time {Seconds) 5
v Events
Review Transitions To Monitor AreaArmed, AreaDisArmed, AreaArmed_24Hr, A... ~
Send Review Messages "
Event Look-back {Hours) 24 hours 00 mins
~ Logging
Log Verbosity Debug
~ Events/Alarms
Auto Input Triggers No Categories
Input Restore Mode Inherit From Parent
> Device Details

> Permissions

Configuration

15. Save and close the Integrated Device window.

Connection Heartbeat and Monitoring

If the configuration settings are correct and there is successful communication with the
Milestone Event Server, the Milestone Integrated Device status will appear Online and Review
messages will be logged in Integriti. If the connection details are incorrect or if the connection
between the Integriti Integration service and the Milestone Event Server service has dropped,
the Milestone Integrated Device status will appear Offline and Review messages will be logged.
An example of these can be seen below.

Integrated Devices — Milestone Online

| 3 Other Integrated Devices (Showing 1) | x |

“fEdit X Delete | ]Export @& Print/ Export CSV
Site 4 | Mame Device Type Status Summary
7 Type here to searcQ | Type here to seQd | Type here to 5.5 | Type herQ | Type here to search

S Firth Enterprises Milestane ACM Generic Device Online Connected to Milestone ACM at 127.0.0.1:62042
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Review — Milestone Online

souce| ] Message|

* Period | Recent History - | Last| 1 .| Days - | & Print / Export CSV

Local Time ¥ | Text
12/04/2016 2:22:26 PM [Milestone ACM] Accepted connection to 127.0.0.1:62725
12/04/2016 2:22:15 PM [Milestone ACM] Connection monitoring started on Milestone ACM

Integrated Devices — Milestone Offline
5 other Integrated Devices (Showing 1) | x |l

i Edit X Delete LéE)cport| @& Print / Export CSV

Site 4 | Name Device Type Status Summary

7 Type here to searc& | Type here to seQd | Type here to 5. | Type her & | Type here to search...

S Firth Enterprises Milestone ACM Generic Device Offline Connection lost: Waiting for Milestone to reconnect

Review — Milestone Offline

Source | | Message |
© Period | Recent History -JLast| 1| |pays - | & Print / Export CSV
.
Local Time ¥ | Text
# 12/04/2016 2:25:26 PM [Milestone ACM] Connection lost on Milestone ACM: Waiting for Milestone Server to reconnect

The interface supports heartbeat connection monitoring. A heartbeat message is sent
from Milestone to Integriti every 60 seconds. If Milestone does not receive a response from
Integriti within 60 seconds, the TCP connection will be dropped by Milestone. Integriti too will
drop the connection if Integriti has not received a heartbeat within 180 seconds. Until Integriti
knows that it has lost connection with Milestone, Integriti will not be able to start receiving a
new connection. After 180 seconds, Integriti will automatically attempt to re-connect to
Milestone either on the next heartbeat or when the next request is sent.

Installation in Milestone

Download and run the “Integration IntegritiMilestoneACM” plugin installer on the same
machine as the Milestone Event Server. It may be necessary to close any open Milestone
software and stop the Milestone Event Server before installing.

ﬁ Integration_IntegritiMilestoneACM_Plugin_1.0_(10170).exe

After the installation has completed, restart the Milestone Event Server and Management
Server services. These services can be controlled through the Windows Services management
window.

1. Open Milestone XProtect Management Client, right click on 'Access Control' and
select 'Create New...".
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=) Server Logs
System Log
Audit Log
Rule Log

|2 Access Control

=L Transact Create new...

] Transaction
Transaction & Refresh F5
2 Alarms

< >

' Site MNawvigation

2. Name the Access Control Integration and select 'Integriti Access Control System'
from the 'Integration Plug-In' dropdown box.
Create Access Cantrol System Integration n

Create access control system integration

Name the access control system integration, select the integration plug-in and enter the connection details.

Name: Integriti

Integration plug-in: b

Integriti Access Control System

Next

3. Enter the IP Address of the Integriti Integration Server.

4. Choose the port number to send commands to the Integriti server. This is the TCP
port number that the Integriti server will listen on. The default is port 85 and the
port must match the port settings in Integriti. If the port number is changed at a
later time, the port number must be updated to match in both Integriti and
Milestone. Ensure no firewalls are blocking the specified port.

5. Enter the Secret Key as displayed in the Milestone Integrated Device configuration
settings in Integriti.
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Create Access Control System Integration n

Create access control system integration

Name the access control system integration, select the integration plug-in and enter the connection details.

Name: Integriti

Integration plug-in: | Integriti Access Control System

Address: 192.168.0.4
Port: 85
Secret Key: 06ac7ddg- -33637985a%¢c2

6. Press'Next'. NOTE: The Integriti Integration Server must be running.

7. Milestone will then attempt to retrieve the configuration details from Integriti.
This process should take less than 5 minutes. If the process takes longer than 5
minutes and appears to ‘hang’, close all Milestone applications and restart the

Milestone Event and Management Server services and Integriti Integration service.

Check connection details, ensure there are no firewalls blocking the connection
and try again.
Create Access Control System Integration n

Connecting to the access control system...

Collecting configuration data...
|

Retrieving Door configuration

8. Once all configuration information has been retrieved, a summary will be
displayed.

11
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Create Access Control System Integration n

Connecting to the access control system...

Collecting configuration data...
|

Configuration successfully received from access control system.

Added:
Doors  (9)
Units  (47)
Servers (1)
Events (25)
Commands (5)
States  (10)

4 4 4« o

| Previous H Next H Cancel |

The following is an explanation of the summary configuration retrieved from
Integriti as displayed above:

e Doors —the list of names of Doors in Integriti.

e Units — the list of Areas, Controllers, Access Points, Doors, Auxiliaries, and
Inputs in Integriti. All Doors are assigned an “interior” and “exterior”
access point to accommodate reader-in/reader-out Doors. The Integriti
server is also displayed as a Unit.

e Servers — the Integriti Integration server and its IP address.

e Events — the list of all possible events Milestone can receive from Integriti.
These Events directly correspond with Review Transitions in Integriti.

Area Armed

Area Dis-Armed

Area 24 Hour Armed

Area 24 Hour Dis-Armed

Area Deferred

Area Already Armed

Area Already Dis-Armed

Area Already 24 Hour Armed
Area Already 24 Hour Dis-Armed
Area Exit Cancelled

Door Lock

Door Unlock

Door Timed Lock

Door Timed Unlock

Door Lock Refreshed

Door Unlock Refreshed

Door Timed Lock Refreshed
Door Timed Unlock Refreshed
Door Timed Unlock Unnecessary
Door Error

0O OO0 O O OO0 0O OO0 OO O0OO0o0OO0o0OO0oO OO OO OO O0
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Door Override Cancelled
Door Not Opened
Door Opened (While Locked)
Door Opened (Free Access)
User Denied In
User Denied Out
User Granted In
User Granted Out
User Denied In (Passback)
User Denied Out (Passback)
User Granted In (Passback)
User Granted Out (Passback)
Global State Alarm
Global State Tamper (Low)
Global State Tamper (High)
Global State Tamper
Global State Isolate
Global State Sealed
Controller Connected
Controller Disconnected
Auxiliary On
Auxiliary Off
e Commands — the list of all possible commands Milestone can send to
Integriti:
o Lock Door
o  Unlock Door
o Timed Unlock Door (if no door unlock time is specified in Integriti, the
default unlock time of 5 seconds will be used)
Arm Area
Disarm Area
Auxiliary Off
Auxiliary On
Restore Input
Alarm Input
o Tamper Input
e States — the list of all possible device states Milestone can receive from
Integriti:
o Server Connected
Server Disconnected
Server State Unknown
Door Unlocked
Door Locked
Door State Unknown
Controller Connected
Controller Disconnected
Area Armed
Area Disarmed
Auxiliary On
Auxiliary Off
Input Sealed

O 00O OO OO O0OO0OO0OO0OO0OOOoOO0o0OO0o0OO0oOO0oOO0oOOo0OO0O0 O0

o O O O O O

O 0O 0O O O O O 0O O O O O
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10.

o Input Alarm
o Input Tamper
o Input Isolated

Once the configuration has been retrieved from Integriti press 'Next'.

In the list of doors, optionally enable the doors that are to be used and associate
Milestone cameras with them by dragging and dropping the cameras onto the
appropriate Access Point within the door.

An “Access Point” in Milestone is defined as a device that can be used to access a
door. In Integriti, these map to a reader, hence there is one inside the door
(interior) and one outside the door (exterior). In Integriti door programming, the
reader on the inside of the door maps to the “interior access point” in Milestone,
and similarly, the reader on the outside of the door maps to the “exterior access
point” in Milestone. Entry-only doors have only one reader and as such they are
mapped to the outside/exterior access point.

Regardless of whether the door is configured in Integriti as a “entry-only” or a
“reader-in/reader-out” door, two Access Points will be displayed for each door.
Simply ignore Access Points if they are not relevant.

Associating cameras with Access Points, whilst not necessary, provides additional
features and helps personnel manage their security operation. Associations
provide a convenient way of being able to directly view the camera at a given
door. The association allows live and historic video to be displayed when an
Access Point in Milestone is clicked upon, or alternatively, when an event occurs
on the Access Point the operator can easily view the camera associated with that
event. The same camera may be associated with multiple Access Points (e.g. in
situations where the same camera views multiple doors). Conversely, multiple
cameras may be associated with a single Access Point (e.g. in situations where
multiple cameras view the one door).

In Milestone, Doors receive the locked and unlocked events, while an Access Point
receives User events (User Denied, User Granted, etc) that occur on a card swipe.



INTEGRITI MILESTONE ACM INTEGRATION MANUAL

Create Access Control System Integration n

Associate cameras

Drag cameras to the access points for each door in the list. The associated cameras are used in the XProtect Smart Client when
access control events related to one of the door's access points are triggered.

Doors: Cameras:

4 [[J IR-RUSTVLAP

4 | ) DS Cameras

Name Enabled License =0
. Checkin
Carpark ‘ I Pending | vy | = Fscalator

b Hallway

= Qutside Street
< Parking Lot

B Shopping Centre

Access point: Carpark interior access point
Carpark Remove
Drop camera here to associate it with the access point.

Access point: Carpark exterior access point B Vechicle Plates
Drop camera here to associate it with the access point. I ) Video Push
CEO Office Pending
Gym Pending
Lockers Pending
Office Entry Pending
Pump Room Pending
Safe Room Pending
Store Pending
Warehouse Pending

‘ Previous H Next || Cancel |

Simply to underscore the notion of “outside” and “inside”, please refer to the
screen shot below showing door programming in Integriti for an “entry-only” door.
Note the Outside reader and that the Inside reader does not exist (greyed out). An

Outside reader maps to an “exterior access point” in Milestone.
Door: Safe Room - B

-9 4 4 [5_ oforkems b bl © X | | T | O showtem History | @ untock H Lock
site [ Door Programming \

M Sydne |

Controller D Madule |ﬂ ILAM: 01 o |

Im—sx---l \Dl—‘ Relay |ank 1 On-Board M | IHardware Options ... \|

Name | Hardware Options ... |
Door Type [Entry Door .

Safe Room |

Last Changed By Outside sl

@ Installer ‘
Created Madified Reader  |R1 SIFER 322 - | Reader -l
N -

=
[30/10/2014 - | [25/02/2016 -] — "

A Modefllons) ]\ nrmode[T |
Location Location | ¥ Safe Room x -
Area Area

Notes

[7] Enable Reed Input [C] Enable Tongue Input

11. Press next and the Integriti ACM setup will be completed. This last process can
take several minutes.
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Integrated Device Configuration

Ports Used

The following ports are used for communication between the Integriti Milestone ACM
Integration and the Milestone ACM Server that has the Integriti Milestone ACM Plugin
installed. These ports should be configured in the Integriti Integration Server and any Integriti
Client Machine's firewalls to allow the integration to be used.

e 85 (Milestone ACM)

v Configuration
~ Integration Configuration Listening on Port 85
v Connection
Port 85
Secret Key 877bfe77-57c2-4dd1-a9d7-1678c5¢637¢9

v Synchronisation

Synchronise Areas v
Synchronise Controllers v
Synchronise Doors \/
Synchronise Users v
Synchronise User Photos v
Synchronise Inputs v
Synchronise Auxiliaries v
v Commands
Allow Commands v
Default Door Unlock Time (Seconds) 5
v Events
Review Categories to Monitor 145 of 166 Categories -
Send Review Messages v
Event Look-back (Hours) 24 hours 00 mins -
~ Logging
Log Verbosity Warning -

Connection

Port — The port to receive requests from the Milestone server on (default 85). The port on the
Milestone ACM Server

Secret Key — The key that should be inserted into the settings in the Milestone plugin (not
changeable).

Synchronisation

Synchronise Areas — Whether Integriti Areas are synchronised with the Milestone ACM Server.
Synchronise Controllers — Whether Integriti Controllers are synchronised with the Milestone
ACM Server.

Synchronise Doors — Whether Integriti Doors are synchronised with the Milestone ACM
Server.

Synchronise Users — Whether Integriti Users are synchronised with the Milestone ACM Server.
Synchronise User Photos — Whether Integriti Users’ Photos are synchronised with the
Milestone ACM Server. Note that de-selecting this option can help speed up the start-up time
of the Milestone ACM system.

Synchronise Inputs — Select to synchronise Integriti Inputs with the selected Milestone ACM
Server

Synchronise Auxiliaries — Select to synchronise Integriti Auxiliaries with the selected Milestone
ACM Server

Commands

Allow Commands — Whether the Milestone ACM Server can perform commands on the
Integriti system.

Default Door Unlock Time (Seconds) — Any ‘Time Unlocked Door’ commands from Milestone
will unlock in the specified number of seconds. This default is only valid for doors that have not
had their door unlock time in Integriti changed (the new value will override this default).
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Events

Review Categories to Monitor — The categories of review events to send to Milestone. By
default, all supported categories are selected. A corresponding Alarm Definition will need to
be created in Milestone for the event to appear in Milestone’s Alarm Manager.

Send Review Messages — Select to send details of new Review messages to the selected
Milestone Event server (Required to receive events in the Milestone ACM).

Event Look-back (Hours) — Select the maximum hours to look back through Review when the
Milestone ACM server is offline (if events happened on the server past the maximum specified
hours, they will not be synchronised).

Logging

Log Verbosity - Only logs of the specified level or higher will be logged. If Warning is selected,
only Warning, Error and Fatal logs will be written to the log.

17
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Milestone XProtect Management Client

General Settings

The general settings display an overview of the configuration parameters and plugin
version number. The “Refresh Configuration” button updates the configuration data (Doors,
Units, Servers, Events, Commands and States) from Integriti. Should changes be made to
Doors, Areas or Controllers in Integriti, the “Refresh Configuration” button should be used to
update those changes in Milestone. The “Refresh Configuration” should also be used
whenever a new version of the Milestone ACM plugin is installed. “Refresh Configuration” will
also update Users but this is not necessarily required as Users are automatically updated in the
background every hour.

If the “Refresh Configuration” fails, restart the Milestone Event Server service and try
again. As previously mentioned, it may take some time for the full synchronisation to
complete after an Event Server restart and subsequently the Access Control module will not
appear in the Management or Smart Clients until the synchronisation process is complete.

/Access Contral . /W Access Contral Infermation I
= %] Access Control
gl ntegrit] General settings
Enable:
Name: Integriti
Description
Integration plug-in Integriti Access Control System (Version: 1.00.10423, 10010423 )
Last configuration refresh: | 13/04/2016 2:36 PM
Refresh Configuration
Address: 192.168.0.4
Port 85
Secret Key D6ac7ddS- -3a637985a9c2
c}} General Settings =0 Doors and Associated Cameras _; Access Control Events | (55 Access Request Notifications é Cardholders

Doors and Associated Cameras

Map one or more cameras to each Access Point using drag and drop and see an overview
of licensed and unlicensed doors. Please refer to step 10 under the “Installation in Milestone”
section for a detailed explanation of door and camera associations.
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Access Control . JJ[Access Cantral Information <]
=] —!a Access Control
] Integrit Doors and associated cameras

Drag and drop to associate cameras with door access points.

Doors: Cameras:

Alldoars ~ 4[] R-RUSTYLAP

4 | 7 DS Cameras

Name Enabled License = = Carpark
Carpark ‘ | Llcensed‘ v | =B Checkin
B Escalator
Access point: Carpark interior access point D Hallway
Checkin Remave ~ y
Drop camers here io associate it with the access point. b Outside Street
B Parking Lot
Access point: Carpark exterior access point ™ Shaopping Centre
Carpark Remave =
Drop camers here o associate if with the access paint ~D Vechicle Plates
) Video Push
CEO Office Licensed v
Gym Licensed
Lockers Licensed v
Office Entry Licensed
Pump Room Licensed | [+
Safe Room Licensed v
Store Licensed | [+
Warehouse Licensed v

&% General Settings | =0 Doors and Associated Cameras %, Access Control Events | 32 Access Request Natifications _’3 Cardhaolders

Access Control Events

Optionally select the events to be monitored in the Milestone Smart Client. If an event has
no category assigned the event will not come through to Milestone. Categories are used to
simplify the use of triggering events. User-defined categories may also be created.

Access Control " FJAccess Contral Information i)
"E-fi Access Control |
gl iniort | Access control events
Select the events you want to monitor in XProtect Smart Client. Use categories to simplify the use of triggering events.
Select  Access Control Event Source Type Event Category
W] | Area 24 Hour Armed Area Area Events =
¥ | Area 24 Hour Dis-Armed Area Area Events v
] | Area Already 24 Hour Armed Area Area Events v
z Area Already 24 Hour Dis-Armed Area Area Events v
V] | Area Already Armed Area Area Events =
Ares Already Dis-Armed Area Area Events v
] | Area Armed Area Area Events v
z Area Deferred Area Area Events v
] | Area Dis-Ammed Area Area Events ©
Area Exit Cancelled Area Area Events v
] | Controller Connected Contraller Controller Events v
] | Controller Disconnected Controller Contraller Events 3,
Z Door Error Door Unit Error ~
Daoor Lock Door Unit Door Events ©
Door Lock Refreshed Door Unit Door Events v
[v| | Door Not Opened Door Unit Door Events =
z Door Opened (Free Access) Door Unit Doaor Events v
z Door Opened (While Laocked) Door Unit Doaor Events v
Door Owverride Cancelled Door Unit Doaor Events v
[v] | Door Timed Lock Door Unit Door Events <
| | Door Timed Lock Refreshed Door Unit Door Events v
/| | Door Timed Unlock Door Unit Doar Events v
&% General Settings | <@ Doors and Associated Cameras | %, Access Control Events [i5 Access Request Notifications _’3 Cardholders

Access Request Notifications

Access Request Notifications work as a “fly-in” or “pop-up” that appears over the top of
the operator’s workspace. Similar to the “Challenge Response” feature in Integriti, when an
event is triggered that generates this notification, for example a doorbell button is pressed or
there is an access denied event, the request for access will be sent to Milestone for an
operator to process instead of the door automatically opening. Whilst the Milestone Smart
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Client application will need to be open for the notification to appear, the Smart Client does not
need to be the focus on the screen (i.e. the Smart Client can remain minimised). Access
Request Notifications can be triggered by user defined events.

The Access Control Event will need to be in the “Access request” category for the event to
trigger the notification. By default, “User Denied” events appear in the “Access request”
category but this can be changed as necessary.

@ Milestone XProtect Management Client 2016 - B
File Edit View Action Tools Help

H9 o*&
[Site Navigation 3| Access Control . “lAccess Control Information |
= §¥ IRRUSTYLAP - (10.0a) ~ || -2 Access Control

=0 Basics A Integit Access request notifications
| License Information
Site Information Specify the settings for each access request natification you define

=15 Remote Connect Services
[} Axis One-click Camera Connect Name

= Servers Built-in Access Request Notification (read only)
1) Recording Servers
€] Failover Servers
) Mobile Servers

£ %P Devices
b Cameras
# Microphones
@ Speakers

? :VlE(iidﬁlﬁ Add Access Request Notification
> Inpul

) Output = 7 H
S et Access request notification details
BE Smart Wall Canfigure the access request notification behavior
View Grou
E Smmumﬁfpm,% Camera: | Vechicle Plates ~ | Commands
£ Management Client Profiles
Matrix i
@ Rules and Events Microphane i
Rules
Time Profiles

[ Notification Profiles 4 Add Command

< >

Site Navigation % General Seftings | =@ Doors and Associated Cameras | ¥ Access Control Events | > Access Request Notifications | Jb Cardholders

Command

Speaker. v
Related access request commands v [x] ]

Sound alert: | Windows Asterisk o

Cardholders

Search for cardholders to view, add or delete a picture of the cardholder. The cardholder
picture is used in the Milestone Smart Client when an access control event has been
registered. If a photo has already been assigned to a cardholder through Integriti, the photo
will be displayed in Milestone. If necessary, the photo can be overwritten in Milestone but the

updated photo will not be sent back to Integriti.
Access Control _JAccess Control Information o
= —@ Access Control

£] Integrit Cardholders

Search for cardholders to view. add or delete a picture of the cardholder. The cardholder picture is used in the XProtect Smart Client. when an
access control event has been registered

Q | The number of search results exceed the current limit. Enter more specific search criteria.

Neme ’ Type Rusty Blake
Rusty Blake
Rusty Gosch
Rusty Horton
Rusty Shackelford
Ruth Ah

Ruth Alicea

Ruth Angela

Ruth Ann

Ruth de

Ruth E.

Ruth Elizabeth

Select picture...

Delete picture

Ruth Hampe

@ General Settings | = oors and Associated Cameras ‘:< ccess Control Events | 32 Access Request Notifications Cardholders
[N | Set =0 D d A ted C & A Control Events | 52 A R t Notificat
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Alarms and Alarm Definitions

Alarms/events in Integriti are sent to Milestone based on the Integriti Review message. All
alarms/events that match the selected “Review Transition” category are sent to Milestone.
Refer to the configuration options within Integriti to selectively choose which types of alarms
are sent by choosing the appropriate Review Transitions. Alert Definitions in Integriti are not
required to be setup to send alarms to Milestone.

Only alarms/events that have an associated Area, Door or Controller will be sent to
Milestone. If the alarm/event matches the selected Review Transition but does not have an
associated Area, Door or Controller, the alarm/event will not be sent. This has been purposely
designed to act as a filter so not all alarms/events are sent to Milestone. Whenever an
alarm/event is sent to Milestone, the associated Area and/or Door ID is extracted from that
alarm/event. The Area and Door units in Milestone have the same ID’s as their Integriti
counterparts, so when events are created in Milestone from an Integriti alarm/event, Integriti
can directly provide Milestone the ID to associate the alarm/event with the correct Milestone
unit. If an Integriti alarm/event has more than one associated Area, Door or Controller, there
will be a new Milestone event for each entity.

Should the Integriti and Milestone servers become disconnected, any alarms/events in
Integriti will be buffered and then automatically synchronised with Milestone when the
connection is re-established. This should help mitigate lost messages.

The process for displaying alarms/events in Milestone should be:

1. InIntegriti: Generate an alarm/event and confirm this is displayed in Integriti
Review. This may require configuration in Integriti, such as putting an input into
an Area and ensuring the Area is armed.

2. InIntegriti: Double-click the Review event, expand out “Other Details” and take
note of its Transition.

3. InIntegriti: Navigate to the Integrated Device settings for Milestone and ensure
the relevant Review Transition category is checked. Should the Review event have
a Transition that is not displayed in this listing, the event cannot be sent to
Milestone.

4. In Milestone: Navigate to the Milestone Management Client and create a
corresponding Alarm Definition. Select “Access Control Event Categories” and
then the appropriate sub-category. The source will display a list of Doors by
default but this can be expanded out to include all Units (such as Areas etc).
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[Alarm Definiticns " D)[Properties
=2 Alarm Definitions Alarm definition

& Access Denied

<2 Door Open Too Long - All Doors Enable:

% 4 Intrduer in Office Area

& Server Room Temp Too High Name: Intrduer in Office Area
Instructions
Trigger
Triggering event: Access Control Event Categories £

Alarm v

Sources: Other. s
Activation period
(®) Time profile Always £
() Eventbased:
Operator action required
Time limit 1 minute v
Events triggered: Select..
Other
Related cameras Select
Related map: v
Initial alarm owner: v
Initial alarm priority: High v
Initial alarm category: v
Events triggered by alarm Select..

Troubleshooting

Ensure the alarm/event in Integriti has an associated Area, Door or Controller. If an Area
or Door has recently been created click on “Refresh Configuration” in the Milestone
Management Client so that Milestone receives the update. If Milestone does not have the ID
of any newly created Areas or Doors, Milestone will not be able to receive events for that unit.

Milestone XProtect Smart Client

A dedicated “Access Control” tab is provided for optimised access control operations and
investigations as well as providing a time-saving workflow and greater automation.

& Milestone XProtect Smart Client 2016 15/04/2016 3:18:42PM — O x

Live Playback Sequence Explorer Alarm Manager w System Monitor - o O 7

Access Control - Events

View events coming from Integriti, such as access control events, area arming/disarming,
cardholder activity, server and controller connectivity and more. Easily use filters to search for
specific events and view associated video with those events.
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EW LT

Sequence Explorer Alarm Manager System Monitor

Access Control Administration

Doors Cardholders

Allevents ¥ Alldoars ¥

Live update ¥

e

19/04/2016 3 PM
19/04/2016 5:32:39 PM
19/04/2016 5:32:39 PM
19/04/2016 5:31:24 PM
19/04/2016 5:31:20 PM
19/04/2016 5:31:20 PM
19/04/2016 5:20:04 PM
19/04/2016 5:20:00 PM
19/04/2016 4:54:54 PM
19/04/2016 4:54:50 PM
19/04/2016 4:54:50 PM
19/04/2016 4:54:48 PM
19/04/2016 4:54:45 PM
19/04/2016 4:54:41 PM
19/04/2016 4:54:41 PM
19/04/2016 4:54:30 PM
19/04/2016 4:50:38 PM
19/04/2016 4:50:38 PM

Event

Door Locked

User Granted In

Door Unlocked (Timed)
Door Locked

Door Unlocked (Timed)
User Granted In

Door Locked

Door Unlocked (Timed)
Door Locked

Door Unlocked (Timed)
User Granted In

User Denied Passback Out

Door Locked

Door Unlocked (Timed)
User Granted Out

User Denied Passback In
Controller Connected
Controller Connected
Door Locked

Door Locked

Door Locked

Door Unlocked (Timed)

Source

Safe Room

Safe Room exterior access point
Safe Room

CEO Office

CEO Office

CEQ Office exterior access point
Carpark

Carpark

Carpark

Carpark

Carpark exterior access point
Carpark interior access point
Carpark

Carpark

Carpark interior access point
Carpark exterior access point
Admin Block

North Offices

Carpark

Carpark

Carpark

Carpark

® Escalator - 19/04/2016 5:31:47.557 PM
Cardholder el

Cara Mantovani

Rusty Blake

Rusty Blake
Rusty Blake

Source!
CEO Office exterior access point

Rusty Blake

Rusty Blake
Rusty Blake

Access Control - Doors

List and search access control units, display the state of units, display associated video and
control doors.

Playback Sequence Explorer Alarm Manager System Monitor

Access Control Administration
Events [BOOMl Cardholders

T

Door ¥  Allstates ¥  Alldoors ¥

Name State

Carpark
CEO Office
Gym
Lockers
Office Entry
Pump Room
Safe Room
Store
Warehouse

Door Unlocked (Timed)
Door Locked

Door Locked

Door Locked

Door Unlocked

Door Locked

Door Unlocked

Door Locked

Door Locked

= Vechicle Plates

Unlock Doar Timed Unlock Door

Carpark

Type:

Door Unit

Categories:

Door

State:

i Door Unlocked (Timed)

Access Control - Cardholders

View and search for cardholders. Apply or overwrite an image to a cardholder (images are
not sent back to Integriti).

23



24

INTEGRITI

Playback

Events

Name

Installer

Master

Rusty Blake
Robert Edwards
Dave P
Anthony Tony
Todd Parks
Alicia Davis

icane

Cara Mantovani

Doors. ’ gﬁ“m

Sequence Explorer

MILESTONE ACM

Alarm Manager

System Monitor

INTEGRATION MANUAL

Access Control Administration

Rusty Blake

View cardholder events

Click on the “View cardholder events” to activate an Event filter for that cardholder.

Playback

vents Doors

Cardholders

Rusty Blake 0

Live update ¥

Time

19/04/2016 5:31:20 PM
19/04/2016 4:54:50 PM
19/04/2016 4:54:48 PM
19/04/2016 4:54:41 PM
19/04/2016 4:54:30 PM
19/04/2016 4:48:11 PM
19/04/2016 4:48:11 PM
19/04/2016 4:48:11 PM
19/04/2016 4:37:03 PM
19/04/2016 4:37:00 PM
19/04/2016 4:14:29 PM
19/04/2016 4:14:25 PM
19/04/2016 4:14:15 PM
19/04/2016 3:57:22 PM
19/04/2016 3:57:21 PM
19/04/2016 3:55:06 PM
19/04/2016 3:54:56 PM
19/04/2016 3:54:54 PM
19/04/2016 3:54:53 PM
19/04/2016 3:54:50 PM
19/04/2016 3:54:05 PM
19/04/2016 3:53:58 PM
19/04/2016 3:53:56 PM
19/04/2016 3:53:46 PM

Live View

All events ¥

All doors v

Event

User Granted In

User Granted In

User Denied Passback Out
User Granted Out

User Denied Passback In
User Granted In

User Granted In

User Granted In

User Granted Out

User Denied Passback In
User Granted Out

User Denied Passback In
User Granted In

User Granted In

User Granted In

User Granted In

User Granted In

User Granted Out

User Granted In

User Granted In

User Granted In

User Granted In

User Granted In

User Granted Out

Sequence Explorer

Alarm Manager

c

Source

CEO Office exterior access point
Carpark exterior access point
(Carpark interior access point
Carpark interior access point
Carpark exterior access point
Carpark exterior access point
Carpark exterior access point
Carpark exterior access point
(Carpark interior access point
Carpark exterior access point
(Carpark interior access point
Carpark exterior access point
Carpark exterior access point
CEO Office exterior access point
Safe Room exterior access point
Carpark exterior access point
CEOQ Office exterior access point
Carpark interior access point
Carpark exterior access point
Safe Room exterior access point
Safe Room exterior access point
Safe Room exterior access point
CEOQ Office exterior access point
Carpark interior access point

Cardholder
Rusty Blake
Rusty Blake
Rusty Blake
Rusty Blake
Rusty Blake
Rusty Blake
Rusty Blake
Rusty Blake
Rusty Blake
Rusty Blake
Rusty Blake
Rusty Blake
Rusty Blake
Rusty Blake
Rusty Blake
Rusty Blake
Rusty Blake
Rusty Blake
Rusty Blake
Rusty Blake
Rusty Blake
Rusty Blake
Rusty Blake
Rusty Blake

System Monitor

Access Control Ad

User Denied Passback In

Time:

19/04/2016 4:54:30 PM
Source:

Carpark exterior access

point
Rusty Blake
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Monitor access points, view a listing of access events and cardholder information, view in-
context investigation via independent playback and view overlay buttons for Access Control
commands.

Playback Sequence Explorer Alarm Manager Access Control System Monitor

0> 2+1+2

# < © @ University - Campus 1@ Checkin

New (Filter Applied)

Graphical Maps

Manage access control devices via maps (lock/unlock doors) as well as view access control
device status and display outstanding alarms. Maps update in real-time allowing operators to

simply view the access control activity (door locks and unlocks) throughout the site.
# < ~ @ University - Administration Detail

Parking Lot
v

alaiaialaia
aissiue

Acknowledge Alarms

Disable Alarms

Ignore Status

Lock Door

Unlock Door

Timed Unlock Door

Center Map Here

Zoom In

Zoom Out

Zoom to Standard Size
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Access Monitor

Live listing of access control events with cardholder information. Door control commands
are also displayed for easy access.

Playback Sequence Explorer Alarm Manager 1 Access Control System Monitor E 0 N7 - 2 §

0> < Selectview > v Y Setup

* Checkin Carpark | = Eecalator
User Granted In

| = Parking Lot
=T l.‘:,—;”"“!?.q
— i

| | 3
= Vechicle Plates

Rusty Blake gy ¢

User Denied Passbacl|| @87/
3:

Lock Door

Alarm Manager

Alarms from Integriti are sent to Milestone and displayed in the Alarm Manager. View a
list of events for doors and cardholder activities, search for events triggered by a specific
cardholder, track personnel and preview video of events.

Playback Sequence Explorer W Access Control System Monitor

| 4:13:44.006 PM || »

Alarms New (Filter Applied) Reports 1-2 Clear filter Filter vV
P E Time Priority Level  Statelevel  StateName  Message Source Owner
& 4:13:34 PM 22/04/2016 2 1 New User Denied In (Passback)  Carpark exterior access point

6:09:41 PM 21/04/2016 1 1 New Global State Alarm University - Administration

Y New (2)

Y In progress (0)
Y On hold (0)

Y Closed (12)
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Access Request Notifications

The Access Request Notification appears as a pop-up over the operator’s workspace when
the requirement for an event is met, such as a door bell being pressed or an access denied
event. View the event with the associated video and control the door.

TN

Solution Finder X \+
L
(- & | https//www.milestonesys.com/solution-partners/solution-finder/?fp=8&fst=Access Control&fr=&ffs=Inner Range c ﬁf? B ¥ > I v =
Milestone Ecosystem The Open Platform  Supported Devices ~ Solution Finder  Custom Development ~ MIP SDK ~

Solution Finder - Third-par

# Notifications - Milestone XProtect T - X

Milestone XProtect® video management software integrates with a wide range of third-pal.tas el 20 Tt S e et S T 10 E N e Rt el Y]
with IT infrastructure components, Milestone also partners with recognized hardware ver | SNSRI,
system challenges. You can filter by XProtect software product, category, region or perfor

Milestone Certified Solution = Vechicle Plates

This distinction indicates that the solution has been certified with the Milestone XProtect Platform. The d
performance impact and usability. The information in the Solution Finder has been derived from third-p3
Milestone does not accept any responsibility or liability for the accuracy, content, completeness, legality

Product Solution type Region
All products v Access Control v Worldwide
Solutions

Integriti System Management Software

Unlock Deor Timed Unlock Door v
By Inner Range

8inner ranggé

The Inner Range and Milestone XProtect video management software (VMS) inte| [kl DoorLocked
and security equipment with any XProtect VMS over a fully featured interface.
Rusty Blake

SUPPORT

PRODUCTS Close request

XProtect® Video Management Software

Custom Development Support My Milestone

Access Reports

Under Access Control = Events, whenever the time filter is set to anything other than
“Live Update”, the “Access Report” button is displayed. Generate an Access Report to create a
PDF version of access history including the ability to filter the results of the report based on
the selected event types and access doors.

Doors Cardholders

seachcaoses 2 [N

Last hour ¥ All events ¥ All doors

Access Report
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e
oo cumer
Source: Carpark exterior sccess point
Event: User Denied in (Pazsdack]
Reason: UserDeniedPazsbackin
oo nmee
Time: 22/04/2016 3:57:31 PM Vechicle Plates
o by
o P
Event: Door Timed Unlock.
Reazon: DoorTimeduniock
b 8
tme: .u
— vindy
Source: Carpark exterior scces: point x
— i
Pt Ve
b
Time: 22/04/2016 3:33:36 PM
Door: CEO Office

Access Report sowe: ceoomes

sy ooy
Pl iy
G

Period: 22/04/2016 2:37:24 PM -> 22/04/2016 3:37:38 PM.

peies i priin

puiiyiest prbiess

iy
Time: 22/04/2016 3:33:32 PM
Door: CEO Office.
‘Source: CEO Office.
Event: Door Timed Unlock.
Reason: DoorTimeduniock
Cormo:
Time: 22/04/2016 3:33:32 PM
Door: CEO Office.
Source: CEO Office exterior access point
- sy
Pt iy
e s X
Time: 22/04/2016 3:35:32 PM Escaiator
= e :
s ceo orres Al g Al
o S ok \[<
oot patvos

Caranoier: N
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Troubleshooting

Integriti is not
connecting to the
Milestone server

Is the Integriti integration server running?

Is the Milestone Event server running?

Is persisted connection running?

Is the Milestone secret key correctly specified?

Is the port 85 added to the integration server’s firewall?
Does restarting the Milestone Event server resolve the
issue?

Changing the
state of
supported
Integriti
entities is not
reflected in the
Milestone server

Check if Integriti established connection with the
Milestone server, see the above points.

Is synchronisation option enabled for the required entities
in the Integriti Milestone Integration editor?

Is Send Review Messages enabled in the Integriti
Milestone Integration editor?

Are the Integriti entities synced/refreshed in the
Milestone server?

Does restarting the Milestone Event server resolve the
issue?
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